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Abstract 
 

Over the years, world witnessed a dramatically rise 

in count   of the users who are in some way or other 

involved in data based software’s use and 

development. A large pool of data and information 

is available over the internet for sharing. The social 

websites, personnel websites, banks database, 

NGO’s data base, telecommunication company’s 

data etc all are flooded with abundance of 

information. The rise is not single directional. The 

exposure to volumes of good and bad people has 

increased the risk of security of these software and 

information systems and hence the responsibility of 

developers has increased multiple times than their 

early companions. The time we are going through 

requires the software security and policies to be 

considered as early in development process so as to 

make them part of software architecture. In this 

paper we have qualitatively analyzed various 

security threats to information systems and various 

techniques for securing the information systems. 
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1. Introduction 
 

Now a day the software security has become a 

subject of great importance.  The security of a 

software is mainly affected by software 

vulnerabilities. The hacker community may take 

advantage of a software vulnerability to compromise 

the three basic security properties, i.e., 

confidentiality, integrity and availability.  These   

vulnerabilities when exposed may pose threats to 

systems and can have an impact on normal software 

functioning [3][4]. These vulnerability can be a 

defect that is an implementation or design error. It 

may lie dormant in software for several years and 

then surface in a fielded system with major 

consequences. It can also be a bug, which is an 

implementation-level software error. Bugs refer to 

low-level implementation errors that could be 

remedied by limited code analysis of the external 

environment, or it can be a flaw that is a subtle defect 

at a deeper level.  It is important for a  security 

software to be himself secure so as to ensure system 

security otherwise,  it may contain software 

vulnerabilities, which  could be exploited when  

attacked[8]. 

 

2. Security related issues 
 

Given below is discussion of various related issues. 

 

2.1 Security attributes 

Security attributes define the aspects of a system that 

security is meant for. Major publication and studies 

have defined the composite notion of security as the 

combination of properties listed below. 

1) Confidentiality: The prevention of 

unauthorized disclosure of information. 

2) Integrity: The prevention of unauthorized 

modification of information (including    

accountability and nonrepudiation as sub-

categories). 

3) Availability: The prevention of unauthorized 

withholding of information. 

 

2.2 Security threats and faults  
All service failures originate to faults in the providing 

system. A service failure is defined as an event that 

occurs when the delivered service deviates from the 

correct service [6]. This deviation in the external state 

of the system is called an error, and the cause of an 

error is called a fault. Faults can be internal or 

external of a system. An external fault (malicious 

external faults are called attacks) causes an error, and 

possibly a subsequent failure; the internal fault that 

allows the external fault to harm the system has to 

pre-exist in the system [14]. These kinds of internal 

faults are called vulnerabilities. External attacks use 

vulnerabilities exploit the above listed security 

attributes like confidentiality, integrity and 

availability etc[5]. According to service architecture 

point of view, the prominent categorization of the 

faults is based on: 

i) Creation time faults – Whether fault 

occurred during the development or the 

operation of the system. 
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ii) System boundaries- whether the faults have 

internal or external origins. 

iii) Objective - whether introduced with 

malicious objective of causing harm, or non-

malicious 

iv) intent- whether faults are deliberately 

induced or by mistakes. 

v) persistence- Whether bounded in time or 

persistent in nature. 

 

2.3 The security Perspectives 

A security goal is the ultimate security objective of a 

security property [13]. It is achieved as a result of the 

implemented security properties in the components. 

For example, a security goal could be defined as the 

integrity of an object or a piece of data; 

confidentiality of a message; authentication of an 

entity or user; authorisation for an operation on 

certain object or data; or non repudiation of a 

message and so on. Security perspective can be 

divided in three related categories: 

i) The Security Expert’s Perspective- These focus on 

the technical details of security of the component 

system such as cryptography, threats and security 

policies.  

ii)The  software composer’s perspective- It covers 

implemented security properties and their impact on 

the composite system. 

iii)The end-user’s perspective- The ultimate security 

goals which are achieved in association with a 

particular functionality provided by a collection of 

components. A security goal is the ultimate security 

objective of a security property [9][15]. It is achieved 

as a result of the implemented security properties in 

the software. For example, a security goal could be 

defined as the integrity of an object or a piece of data, 

confidentiality of a message, authentication of an 

entity or user, authorization for an operation on 

certain object or data, or non-repudiation of a 

message etc [10]. 

 

3. Threats to data security 
 

The act of authenticating an entity must be 

trustworthy if there is to be any security in the 

software system at all [17]. This means that the 

authentication facility must correctly identify the 

entity in all cases, regardless of the role played by the 

entity, the location of the entity, and the presence or 

absence of potential enemies[1][11]. The common 

threats to data security include Identity interception, 

Masquerade, Replay, Data Interception, 

Manipulation, Denial of service, Misrouting, Traffic 

analysis etc. 

 

4. Various techniques for data 

security 
 

Both the symmetric and asymmetric techniques are 

possible for encryption and decryption of data to 

make it secure from different threats mentioned 

earlier. Table below gives a comparative analysis 

made between different techniques depending upon 

factors like length of keys and number of rounds etc. 

The   symmetric block ciphers like SDES (Simplified 

Data Encryption Standard), DES (Data Encryption 

Standard),2DES(Double Data Encryption 

Standard),3DES(2)(Triple Data Encryption Standard 

With Two Keys),3DES(3)(Triple Data Encryption 

Standard With Three Keys),IDEA (International Data 

Encryption Algorithm),BLOWFISH,RC5 (Rivest 

Cipher 5),RC2,CAST (Carlisle Adams and Stafford 

Taveres) are analyzed based upon above parameters 

[1][2]. 

 

4.1 Analysis of Symmetric and asymmetric 

security techniques 

The description of these techniques is analyzed to 

produce following analysis.  

 

Table 1: Analysis of symmetric block cipher 

techniques 

 

Algorithm Key 

Size 

Level of 

Security  

Application  

SDES 10 bits Less Secure Encryption/ 

Decryption 

In hardware 

,software 

DES 56 bits Less Secure Encryption/ 

Decryption 

In hardware  

,software, 

firmware 

2DES 112 bits Less Secure 

Than TDEA 

but Secure 

than DES 

Strong 

Encryption/ 

Decryption in 

hardware and 

software 

TDEA 168 bits More secure 

Than DES 

Very strong 

Encryption/ 

Decryption  

DH 160 bits Comparatively 

Secure 

Encryption/ 

Decryption 

ECDH 112, 

160, 

192, 

156 bits 

Well secure Encryption/ 

Decryption 

IDEA 128 bits Resist-ant to 

Crypt analysis 

Encryption/ 

Decryption 
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Blowfish Variable 

up to 

448 bits  

Very Secure Very strong 

Encryption/ 

Decryption 

Cast-128 40 to 

128 

Secure Encryption/ 

Decryption 

RC5 Up to 

2048 

Highly Secure Encryption/ 

Decryption 

Vernam Variable  Secure due to 

XOR operator 

Encryption/ 

Decryption 

 

Among the major asymmetric cryptographic 

techniques the best one are The Diffie-Hellman Key 

Exchange algorithm, Knapsack Algorithms, RSA,  

Pohlig-Hellman, Rabin, ElGamal 

 

Table 2: Analysis of asymmetric block cipher 

techniques 

 

5. Conclusion 
 

Best practice for incorporating security in an 

information system is to think and work it very early 

in development phases. The outcome of every phase 

should be checked for security concerns. Since the 

major work for information systems focus on the data 

management and retrieval, therefore it is 

recommended to use one of the security techniques, 

depending upon the usage requirements, so as to 

make every transaction a secure one. The architecture 

of information system also carries lot of importance 

when security is a point of concern. Effort will be 

made, in times to come, for establishing a relation 

between architecture of information system and its 

security. 
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Key 

size 

Level of 

Security 

Applications 

Diffie-

Hellman 

exchange 

Same 

as 

messag

e size 

to 

prevent 

brute 

force 

attack. 

Truly 

Secure  

Used for very  fast 

Encryption/Decrypti

on 

Knapsack Around 

half a 

megabi

t 

Insecure High speed 

encryption and 

decryption. 

Elgamal Of 

order 
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bits 

Semanticall

y secure. 

 

Encryption/Decrypti

on 
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software Encryption 

/Decryption 

 

Rabin Has to 

be 256 

bit. 

Secure Fast Encryption 

/Decryption 
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