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Abstract 
 

Steganalysis is the art and science of detecting the 

presence of secret information in the cover object. 

In this work, we propose a steganalytic algorithm, 

which differentiates the normal image from the 

stego image. To achieve this, we train a set of 

images by applying a model that finds all the 

dependencies among pixels. This model, then 

calculates the residual value along 0, 45, 90 and 135 

degrees. The calculated residual value is then 

converted into a single digit for memory reduction. 

These residual values are considered as features. In 

testing phase, the residual value is calculated for all 

the pixels and the training feature value is loaded. 

SVM classifier is employed to differentiate between 

the training and testing feature. On the basis of 

minimal distance value, it is decided whether or not 

the image is stego. 
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1. Introduction 
 

Steganalysis is an art and science, which 

discriminates between the stego and the cover 

objects. This analysis has to be done without any 

prior knowledge of the secret key being used to 

embed and also the embedding algorithm.  

 

Mostly, images are used as cover objects because of 

its wide usage. Using image as carrier, which is so 

called „cover image‟, some secret message is 

embedded by using an embedding algorithm in cover 

image, in order to arrive at a stego image. The 

process of embedding a secret message into a cover 

medium is steganography and the science of 

identifying the presence of secret message is 

steganalysis.  
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In this work, the steganalysis is done in an image, 

which has undergone LSB (Least Significant Bit) 

Steganography. In this technique, the lowest bit plane 

of a bitmap image is used to convey the secret data, 

which the human eye cannot detect easily. 

 

Data Embedding 

The scheme as shown in Fig 1, initializes some 

parameters, and these parameters are used for data 

preprocessing, region selection etc., after this, the 

capacity of the selected region is figured out [16]. 

  

If the regions are capable then the given secret 

message is embedded. A stego image is obtained 

after performing some kind of post processing. 

 
Fig 1: Data Embedding 

 

Data Extraction 

Fig 2 illustrates how the data is extracted. To extract 

data, the scheme as given in Fig 2, first extracts the 

side information from the stego image. Based on the 

side information, it then does some preprocessing and 

identifies the regions that have been used for data 

hiding. Finally, it obtains the secret message M 

according to the corresponding extraction algorithm. 
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Fig 2: Data Extraction 

 

By using the above mentioned steganographic 

algorithm, the secret message is embedded and 

extracted successfully. Important merits of this 

scheme are detection of secret message is slightly 

complex, security performance is better.  

 

This scheme provides more embedding capability. 

Thus, this steganographic algorithm is employed in 

our work and our objective is to detect the presence 

of secret message and this is done by our proposed 

steganalytic algorithm. SVM Classifier is used to 

differentiate between the normal and stego images.  

 

2. Related Work 
 

Fridrich[1] have broken the F5, which is a 

steganographic algorithm, by estimating the value of 

„β‟, that can consequently be turned into an estimate 

of the secret embedded message.  

 

After getting the baseline histograms, the modified 

non-zero non DC coefficients are determined, in 

order to arrive at „β‟, which minimizes the least 

square error between the stego image histogram and 

the histograms obtained by embedding a message that 

paves way to extract „β, modifications.  

 

Selection of cover images is also given importance in 

the work done by Fridrich. Selection of cover images 

has its impact over the stego system and security. 

Images with low number of colors, computer art are 

needed to be excluded, since they cannot serve as 

better cover images.  

 

Aura[7] suggests that grayscale images are the best 

choice for cover images. Fridrich[8] stated that 

decompressed JPEG images should be avoided as 

cover medium for spatial steganography, such as the 

LSB embedding or so. Westfeld[9] presented a 

method that is based on statistical analysis of Pairs of 

Values, which are exchanged when the message is 

embedded.  

 

This method is known as χ2 attack which makes use 

of correlations between input and output measured by 

the χ2 test. The χ2 -attack was originally proposed by 

Vaudenay as an attack on the Data Encryption 

Standard (DES) and Handschuh et al. This can be 

applied to many embedding paradigms rather than the 

LSB embedding. Farid[10] has implemented a 

detection scheme, which is applicable to all 

steganographic schemes.  

 

This is made possible by providing proper training of 

original and stego images to databases. Farid made 

use of optimal linear predictor to have wavelet 

coefficients, based on which the first four moment of 

the distribution of prediction error is calculated.  

 

Then a threshold is found out by using Fisher‟s linear 

discriminant statistical clustering, to identify between 

the stego and the normal images.  

 

Westfeld[2] presented a new steganographic 

algorithm named F5, which emphasized that the 

embedding density should remain the same 

throughout. This resulted in a high steganographic 

capacity with high efficiency, since more number of 

bits can be embedded per change. Huang[3] 

presented a new channel rule for JPEG 

steganography, which reduced the detection 

capability of several JPEG steganalyzers.  

 

The efficiency of this channel is tested with four 

different JPEG steganalyzer. Fridrich[4] investigated 

the statistical detectability of several steganographic 

methods, by determining maximal relative payload, 

at which the methods would be undetectable 

statistically.  

 

Fridrich‟s work is mainly meant to detect between 

the normal and stego images by exploiting SVM, in 

which a model is obtained by training a dataset, and 

then the obtained model is used over the testing 

dataset, to predict information [11]. 
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3. Proposed Work 
 

In our proposed work, residual value is calculated 

along 0, 45, 90 and 135 degrees, for improved 

accuracy in detecting the stego image. All the steps 

involved are listed below. 

 

Training Phase 

1. In this phase, the name of the folder that 

contains training images is given as input.  

2. Then, the below steps are applied for all 

images in the training folder 

a. Cover the image into matrix 

b. Apply the rich model for all pixels in the 

image for a large number of different types 

of dependencies among neighbouring pixels 

to give the model 

c. The rich model calculates the residual along 

0,45,90,135 degree directions 

d. The rich model is shown in the below figure 

 

 
 

Fig 3: Model (a) represents the 0 degree 

direction,(b) model represents the 45 degree 

directions, (c)model represents 90degree 

directions  (d) model represents the 135 degree 

directions. 

 

From each of the above model, the residual value is 

calculated. This residual value is converted into the 

single digit value for memory space reduction. The 

residual value is the difference between the centre 

pixel value and its neighbouring pixel value. 

3. These residual values are considered as the 

features 

4. These residual values are saved for testing 

phase.   

 

Testing Phase 

1. Get the testing image which is to be 

analysed to check whether or not it is a stego 

image. 

2. Calculate the residual value for all pixels as 

well as for the the training phase 

3. Load the training feature value 

4. Apply the Support Vector Machine (SVM) 

classifier to find the difference between the 

training and testing features. 

5. Decide that the image is a stego or normal 

image based on the minimum distance 

value.   

 

SVM Classifier 

We use SVM classifier for finding the difference 

between the training and the testing features. Some of 

the reasons for why SVM Classifier is employed are 

as follows. 

 

1. By introducing the kernel, SVMs gain 

flexibility in the choice of the form of the 

threshold separating solvent from insolvent 

companies, which needs not be linear and 

even needs not have the same func- tional 

form for all data, since its function is non-

parametric and operates locally. As a 

consequence they can work with financial 

ratios, which show a non-monotone relation 

to the score and to the probability of default, 

or which are non-linearly dependent, and 

this without needing any specific work on 

each non-monotone variable.  

2. Since the kernel implicitly contains a non-

linear transformation, no assumptions about 

the functional form of the transformation, 

which makes data linearly separable, is 

necessary. The transformation oc- curs 

implicitly on a robust theoretical basis and 

human expertise judgement beforehand is 

not needed.   

3. SVMs provide a good out-of-sample 

generalization, if the parameters C and r (in 

the case of a Gaussian kernel) are 

appropriately chosen. This means that, by 

choosing an appropriate generalization 

grade, SVMs can be robust, even when the 

training sample has some bias. 

4. SVMs deliver a unique solution, since the 

optimality problem is convex. This is an 

advantage compared to Neural Networks, 

which have multiple solutions associated 

with local minima and for this reason may 

not be robust over different samples.  
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5. With the choice of an appropriate kernel, 

such as the Gaussian kernel, one can put 

more stress on the similarity between 

companies, because the more similar the 

financial structure of two companies is, the 

higher is the value of the kernel. Thus when 

classifying a new company, the values of its 

financial ratios are compared with the ones 

of the support vectors of the training sample, 

which is more similar to this new company. 

This company is then classified according to 

with which group it has the greatest 

similarity. 

 

4. Experimental Results & Analysis 
 

Our steganalytic algorithm proves 90% accuracy in 

correct detection of stego/normal image, when 

compared to an existing technique. The graph 

considers true and false positive attributes to show 

the correct detection as shown in Table 1. Table 1: is 

presented via graph in Fig 2. 

 

Table 1: Correct detection accuracy is given and is 

compared with the existing system 

 

 

 
Fig 4: The proposed technique shows high correct 

detection rate 

 

5. Conclusion 
 

In this paper, we present a steganalytic algorithm 

based on residual value, which detects the 

stego/normal image with 90% accuracy. The 

accuracy rate remains stable even when different sets 

of images are tested. SVM classifier is employed 

over here, to classify between the images. In future, 

this potential work can be extended to video and the 

other directions can be considered. 
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