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Abstract

In this paper, a new steganographic method for
spatial domain has been proposed, which includes a
new mapping technique for the secret message. The
algorithm selects random pixels to hide the mapped
secret message. A “seed” is used as a secret key to
randomly select pixel from the cover image, which
successively helps to spread the message bits over
the entire image. The result of the proposed
algorithm is analyzed and discussed using MSE,
PSNR, SC, AD, MD and NAE. The histogram of the
cover and stego image is also shown.
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1. Introduction

There is no doubt about the immense scope for the
internet technology with respect to data collection,
information availability, transfer of information,
maintenance; in other words almost everything
related to keeping, processing and manipulation of
information is done by internet. Internet is upgrading
as the largest medium to send and receive message of
non-importance or utmost weight, somewhere, data
hiding for secure reason came to be necessitate.
These situations provoke the concept of
‘transforming’ secret information from one to
another where the resulting data can be understood
only by those who knows how to get the original
secret information i.e., encryption. But, with
encryption, data though unreadable still remains as
data which is somewhat vulnerable to easy
decryption.
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This problem came to be solved by ‘steganography’
[1]. Steganography is one such pro-security advance
in which secret data is embedded in a cover, where
the actual message to be sent is completely changed
to a new form, hidden under a cover and being sent to
the destination. Only those who know the technique
used to encrypt the message can recover the message.
The performance of various steganographic methods
can be rated by three Parameters: security, capacity
and imperceptibility [2]. Many Steganographic
algorithms are developed to perform secret
communication. The noisy information of cover work
has been used to hide covert communication. The
steganographic concept can be split two categories,
Statistics-aware Steganography and Model-based
Steganography.  Statistics-aware  Steganography
considers all statistical aspects which are used by
steganalyst to detect the presence of hidden message
to resist all kind of attack and get a sound
stegogramme. In Model-based  Steganography
preserves a chosen model of cover medium. The
main aspire is to built a steganographic system where
changes are as minimal as possible. Good
steganographic algorithm requires perceptibility,
capacity, robustness and speed. In spatial domain,
two different kind of embedding schemas are
possible sequential and randomized. The algorithm
starts from the first pixel of cover work in sequential
embedding until the secret message gets over.
Randomized process scatters the secret message in
random location of cover work.

2. Literature Review

LSB is one of the widely popular steganographic
techniques. In LSB Steganography, the least
significant bits of the cover media’s digital data are
used to conceal the message. The simplest of the
LSB techniques is LSB replacement. LSB
replacement Steganography flips the last bit of each
of the data values to reflect the message that needs to
be hidden. The embedding process starts from the
first pixel onwards. Let us consider a pixel containing
binary value ‘10101100’ and a secret message bit ‘1’
is need to be hidden inside the pixel, so the new pixel
value will be ‘10101101°. Where the LSB of the pixel
contains the secret bit value. Similar to LSB
replacement, LSB matching[3] uses the LSB’s of
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cover work to hide the secret message but the method
decrements the odd value by 1 or else leave them
unmodified ,while increments the even value by 1 or
else leave them unmodified. Unlike LSB
replacement, LSB matching creates more imbalances
after hiding in cover image. Selected Least
Significant Bits (SLSB) [4] algorithm first applies
compression to the secret message and color
selection, filtering on cover image .It hides the secret
message in one color component instead of all three.
At last applies Isb matching algorithm. First
component alteration technique [5] uses a secret key
which is stored at the beginning pixel and after that it
hides 8bit of secret message in 1 pixel, it changes

entire  blue component to hide the secret
message.
Afblue) (Red) (Green)
(T T T T T T I T
Blue component of pixel
LT P
| Secret message ()

Figure 1: First Component Alteration Technique

LSB Array Based Image Steganography Technique
[6] uses RSA algorithm to encrypt the secret
message, divide it into 4 blocks and hides the secret
message in 4 LSBs of cover image. Steganography
Algorithm to Hide Secret Message inside an Image
[7] transfers secret message into text file and converts
the zipped text file, key into binary codes to hide it in
last 2 bits of pixel. A New Method in Image
Steganography with Improved Image Quality [8]
searches for two identical bits of secret message in 8-
bit pixel by dividing it into 4 2-bit parts. If the
message bit doesn’t find the identical match then
technique hides the message into 2-1Isb of the pixel.

3. Proposed Method

In the proposed algorithm, sender need to input secret
message, a seed value for selecting random pixel and
a cover image .Mapped secret message gets
embedded into the cover image with the help of
embedding algorithm. For extraction of the secret
message, user needs to input the stego image, seed
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and message length. fig.l.and fig.2 Shows the
embedding and extraction process of proposed
algorithm. In the proposed algorithm, we are
converting each character of secret message into 8bit
binary and constructing a binary message array of
secret message. Let the secret message which need to
be embedded is of k-bit as by b;.......bx2bks Now
,we will take 4bit from the binary array(eg-bo by, by,
bs) and will map it into a predefined ASCII value . In
this way, there can be 16 combination of mapping
possible from 0000 to 1111.we will map each 4bit of
secret message into an ASCII value means we will
map each 4bit into 8bit value. After mapping we will
select one pixel from cover image and hide 1-bit at a
time in the 2" Isb of that pixel .If the first bit of the
message is matching with the 2™ -Ish of the pixel
then we will not change the pixel value else if the
message bit is 0 then we will make 2™ Isb as 0 and
1% as 1.If the message bit is 1 then we will make 2™
Isb as 1 and 1" as 0.To find the data close to the
original minimum-error replacement method is used
.In our proposed algorithm, replacing 1-bit data in the
i-th LSB will create maximum error of 2" and
minimum O.

Input Coverimage

-

Randomly select 1 Pl
atatime from cover

\/

Apply the proposed
algorithm to hide
mapped secret

Output Stegoimage

Figure 2: The embedding process of proposed
algorithm



Input Stego image
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Apply Extraction

algorithm

l

Perform reverse mapping

l

Figure 3: The extraction process of proposed

algorithm

Table 1: Predefined Mapping Table

4-Bit Of ASCIIVALUE 8-Bit Binary
Secret Of The Representation Of
Message Character After The Character
From Mapping
Message
Array
0000 35 00100011
0001 38 00100110
0010 64 01000000
0011 87 01010111
0100 125 01111101
0101 91 01011011
0110 184 10111000
0111 198 11000110
1000 224 11100000
1001 181 10110101
1010 223 11011111
1011 246 11110110
1100 174 10101110
1101 190 10111110
1110 200 11001000
1111 207 11001111

A. Embedding process:
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1. Let the secret message is “I will come to
meet you on 21* dec, time and place will be
same as previous.”.

2. Converting a short part of secret message “I

will” in  binary, we will get
“01001001001000000111011101101001011
0110001101100

3. Take the first 4-bit by, b; b, bz and map it
according to the predefined table. Repeat the
same process until whole secret message is
mapped.

by b bz bs

my mp m: m3 m4 ms Mg My
Figure 4: Mapping technique of secret message

4. After mapping we will get the mapped
secret message
as‘01111101101101010100000000
100011110001101100011010111000101101
0110111000101011101011100010101110°.

5. Now, take a random pixel using a “seed”
from the cover image and select the value at
2" LSB if it matches with the 1% bit m, of
the mapped secret message then keep the
pixel value same.

Casel: while my = 0 and Pixel P;=01010100.Here 2"
LSB is 0 and it is matching with my .So, we won’t
change the pixel value.

Case2: while mg = 0 and Pixel P;=10010010.Here 2nd
LSB is 1 and it is not matching with my .So , we will
change the 2™ LSB as 0 and if the 1% LSB is 0 then
make it 1.

my P

[0] o [T To[rTol 1IN |

th) g

Figure 5: Case 1 of proposed method
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Figure 6: Case 2 of proposed method

Case3: while m, = 0 and Pixel P;=10010011.Here 2"
LSBis 1 and itis not matching with my .So , we will
change the 2™ LSB as 0 and if the 1% LSB is 1 then
no change .

myg P
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Figure 7: Case 3 of proposed method

Case4: while mg = 1 and Pixel P;=10010001.Here 2nd
LSBis 1 and itis not matching with my .So , we will
change the 2™ LSB as 0 and if the 1% LSB is O then
make it 1. Case5: while my = 1 and Pixel
P,=10010000.Here 2™ LSB is 0 and it is not
matching with my .So , we will change the 2" LSB
as 1 and if the 1 LSB is 0 then make no change.
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Figure 8: Case 4 of proposed method
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Figure 9: Case 5 of proposed method

Repeat step -5 until all mapped secret message

Mo My eeeieienenennn. My, are emdedded.

We will get stego image as output.

Extraction Process:

1. Stego image,message length and seed are
the inputs for extraction process.Seed
generates  pseudo-random  number to
randomly select pixels, used as a secret key.

2. Retrive the 2" LSB of every random pixel
in an array.After retriving 2" LSB ,let the
array contains
‘01111101101101010100000000100
011110001101100011010111000101101011
0111000101011101011100010101110°.

3. Take the first 8-bit m'y, m'y m’ m's m'y,
m's. m's, m; from the array and map it back
to 1 of the 4-bit value from 0000 to 1111
according to the table. After mapping
combine 8-bit and get character from
ASClIvalue.

4. Repeat Step-3 until we get the secret
message.

mg mp mp m; my ms

mg m7 mg Mg mip mjmp mpy3 my mps

[t et [ e efafo]r]

LI |

Secret Message

Figure 10: -Reverse mapping to get Secret
Message
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4. Proposed Algorithm

Embedding Algorithm:

I Select a cover image and with the help a
”seed” ,randomly select pixels from the
cover image into an array called cover
array.

Il. Select a secret message and take 8-bit
representation of each character into an
array called message array.

I1. Take 4-bit from the message array and map
it into a predefined 8-bit value which will
represent another character.

IV.  After mapping the secret message we will
get another array called mapped array.

V. Select 1-pixel at a time from the cover
image and match the 2 Isb of the pixel with
the 1 bit from the mapped array.

VI. If they are matching keep the pixel as it is.
VII. Else if mapped bit is 0 and 1* LSB of cover
image is 1
VIl Make the 2" LSB as 0.

IX.  Elseif mapped bit is 0 and 1% LSB of cover
image is 0

X.  Make the 2 LSB as 0 and 1% LSB as 1.

XI.  Else if mapped bit is 1 and 1* LSB of cover

image is 0

XIl.  Makethe 2 Isbas 1

XII. Else if mapped bit is 1 and 1% LSB of cover
image is 1

XIV.  Make the 2 Isb as 1 and 1% Isb as 0

XV.  Apply the same procedure until all the bits
are mapped.

XVI.  After embedding the message the resulting

image will be a stego image.

Extraction Algorithm:

l. From the stego image select the same
random pixel by giving the same seed and
also give the length of the message as input.

Il. Collect 2™ LSB of every pixel and store
them in an array.

1. Take 8-bit from the array and map it back to
4-bit and store it. Repeat this process until
full array is mapped back.

IV.  After mapping again take 8-bit and convert
it back to a character.

V. Repeat step-4 to get the secret message.

5. Result and Analysis

For analysis of the proposed algorithm we took
‘peppers.png’ as cover image and 1KB, 2KB, 3KB,
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4KB data as secret message. After applying the
proposed algorithm we got good quality image. Mean
Square Error(MSE,)Peak Signal-to-Noise Ratio
(PSNR) ,Structural Content(SC),Average
Difference(AD), Maximum Difference(MD),
Normalized Absolute error(NAE) are used to
measure the image quality after embedding the
secret message .Histogram of the Cover image is
shown in Figure 11 and stego image is in Figure 12
after hiding 1KB,2KB,3KB and 4KB secret data.

a) Mean Square Error (MSE): Poor quality
Stego image is produced after embedding
the secret message if MSE gives higher
value.

MSE = "d:-:"JZ --:Z N [x(mn)-y({mn)]*

Table 2: Result of MSE after Applying on Cover
and Stego image

Serial | Size of | MSE MSE MSE
NO Secret (Red (Green (Blue
message | channel) | channel) | channel)
1. 1KB 0.005044 | 0.004907 | 0.004716
(1024
bytes)
2. 2KB 0.009979 | 0.009868 | 0.009610
(2048
bytes)
3. 3KB 0.014902 | 0.014869 | 0.014452
(3072
bytes)
4. 4KB 0.020092 | 0.019669 | 0.019231
(4094
bytes)

From the table it is clear that the proposed algorithm
produced less error after embedding.

b) Peak Signal to Noise Ratio (PSNR): Higher

PSNR value indicates the proposed
algorithm produced good quality stego
image.

PSNR = 20logy, [MAXPIX /RMSE]
RMSE = +/MSE
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Table 3: Result of PSNR after Applying on Cover
and Stego image

Seri | Size of | PSNR PSNR PSNR
al Secret (Red (Green (Blue
NO | message channel) | channel) | channel)
1. 1KB (1024 | 71.10346 | 71.22228 | 71.39530
bytes) 7 2 4
2. 2KB (2048 | 68.14006 | 68.18869 | 68.30348
bytes) 2 2 6
3. 3KB (3072 | 66.39840 | 66.40812 | 66.53156
bytes) 1 7 9
4. 4KB 65.10064 | 65.19288 | 65.29067
4 3 6

From the table it is clear that the proposed algorithm
produced higher PSNR after embedding.

c) Structural

Content (SC): The Proposed
algorithm produces poor quality stego image
if SC gives higher value.

2B (u,v)®
3 Cu,v)) 2

S5C =

Table 4: Result of SC after Applying on Cover
and Stego image

Seri Size of SC (Red SC SC

al Secret channel) | (Green (Blue

NO Message channel) | channel)

1. 1KB (1024 | 1.000000 | 0.999998 | 0.999997
bytes)

2. 2KB (2048 | 1.000000 | 0.999999 | 0.999991
bytes)

3. 3KB (3072 | 1.000000 | 0.999998 | 0.999994
bytes)

4. 4KB (4094 | 1.000000 | 0.999998 | 0.999988
bytes)

From the table it is clear that the proposed algorithm

produced

embedding.
d) Average Difference (AD): Low value of AD
indicates better quality of stego image produced
by proposed algorithm.
AD — abs(E X (flu,v) — £'(u,u)))

ITl = Il

low Structural

Content

value after

Table 5: Result of AD After Applying on Cover
and Stego image

Seri | Size of | AD(Red | AD AD

al Secret channel) | (Green (Blue

NO | message channel) | channel)

1. 1KB (1024 | 0.002660 | 0.002587 | 0.002488
bytes)
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2. 2KB (2048 | 0.005256 | 0.005227 | 0.005071
bytes)

3. 3KB (3072 | 0.007870 | 0.007869 | 0.007657
bytes)

4. 4KB (4094 | 0.010606 | 0.010421 | 0.010167
bytes)

The table shows the proposed algorithm gives low
AD in between original and stego image.
e) Maximum Difference (MD): The proposed
algorithm is designed to give low MD.
Large value of MD shows poor quality of
stego image.

MD = max (ma.x((f(u,‘-’} —f'(u, V})}}

Table 6: Result of MD after Applying on Cover
and Stego image

Serial | Size of | MD MD MD

NO Secret (Red (Green (Blue
Message | channel) | channel) | channel)

1. 1KB 2.000000 | 2.000000 | 2.000000

2. 2KB 2.000000 | 2.000000 | 2.000000

3. 3KB 2.000000 | 2.000000 | 2.000000

4, 4KB 2.000000 | 2.000000 | 2.000000

The table shows fix maximum difference after
embedding secret message.

f) Normalized Absolute Error (NAE): Low
value indicates high quality stego image is
produced.

XX abs(flu.v) — f{yv))
X Xabs(f(u,v))

NAE =

Table 7: Result of NAE after Applying on Cover
and Stego image

Seri | Size of | NAE(Red | NAE NAE

al Secret channel) | (Green (Blue

NO | Message channel) | channel)

1. 1KB (1024 | 0.000015 | 0.00001 | 0.00001
bytes) 8 8

2. 2KB (2048 | 0.000030 | 0.00003 | 0.00003
bytes) 6 6

3. 3KB (3072 | 0.000044 | 0.00005 | 0.00005
bytes) 4 4

4. 4KB (4094 | 0.000060 | 0.00007 | 0.00007
bytes) 1 2
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As we can see the table shows low NAE after
embedding the secret message using the proposed
algorithm.

Original Color Image o Histogram of red plane

e Histogram of green plane e Histogram of blue plane

" " S = — e Tt te——
0 50 100 1 200 %0 5 100 1 20 %0

Figure 11: Histogram of Cover image

Stego Image Histogram of red plane
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Figure 12: Histogram of Stego image with 4kb
hidden data

6. Conclusion and Future work

Proposed method doesn’t directly stores the secret
message still the result shows it gives better PSNR
ratio implies low error rate, low SC, low AD and low
NAE .The error rate is minimized by changing 8"
LSB according to the secret message and cover
image value which gives maximum of +2' and
minimum of 0 as error. From Table-6 we can
conclude that our proposed algorithm give fixed MD
which is very low. And because of randomization the
histograms analysis also gives better result. In future,
we will apply this algorithm in frequency domain so
that the secret data can be spread over the entire
image.
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