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Abstract  
 

Security is of paramount concern in any adhoc 

network. In Mobile Adhoc NETworks (MANETs), 

mobility of the nodes poses a problem for providing 

security services [1]. The ad-hoc network is more 

vulnerable to attacks, since it uses wireless 

communication link between the mobile nodes. 

Sybil Attack is a spoofing attack, where a malicious 

node illegitimately creates multiple fake identities 

(called the Sybil nodes) to impersonate as normal 

nodes. It is observed that most of the existing 

protocols fail to defend against Sybil attack. 

Associativity Based Routing (ABR) protocol is an 

on-demand active routing protocol. It chooses the 

most long lived and stable route for communication 

rather than the shortest route.  In this paper, using 

ABR protocol, we show that a legitimate node in the 

network along with the Local Server (LS) can detect 

the Sybil attacker. We show through simulation that 

using the concept of a PKI secured SESSION KEY 

(SESS_KEY), we can detect the presence of a Sybil 

attacker in the network. The empirical results show 

that there is an increase of 10% in the throughput 

and 60% in good put and the integrity of the 

network. This would lead to a more secure 

communication network with a reduced overall 

delay. 
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1. Introduction 
 

MANETs is promising new technology which has 

made a major landmark in the field of wireless 

communication to enable economically viable 

solutions. 
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With the mobile nodes constituting the network, the 

network does not have any fixed infrastructure and 

uses a wireless communication link between the 

nodes for communication.  These networks provide 

viable solutions for many applications like traffic 

monitoring, pollution sensing, etc. The probability of 

network malfunctioning and uncontrolled behaviour 

is very high in MANETs, as they are deployed in 

very harsh or abnormal conditions [2]. These network 

applications require security, especially if the 

network protects or monitors critical infrastructures. 

A few attacks to which MANETs are highly 

vulnerable are Sybil Attack [3], Gray Hole Attack, 

Worm Hole Attack, Flooding Attack, on-off attacks, 

DDOS attacks [4-7], spoofing attacks. Impersonation 

attacks [8] or the spoofing attacks like the Sybil 

attack is the one where a malicious node claims to 

have multiple identities. These multiple identities are 

the Sybil nodes. This attack is a serious threat to the 

network as it hampers the important functions of a 

network like routing, resource allocation, message 

integrity, etc. In the network, each node represents a 

unique address. In Sybil attack, the attacker 

represents its multiple identities with several 

addresses. The malicious node identifies itself as 

another legitimate node in the network and thus any 

message directed to the victimized node is received 

by the malicious node. The ABR protocol [9] is a 

reactive on-demand routing protocol which gives a 

stable and long lived route from the source to the 

destination. It chooses the route based on the property 

of “Associativity” and discards all the other routes. 

This paper mainly deals with the defense mechanism 

proposed using the Direct Validation technique [3], 

where a node directly validates another node with the 

help of a secure and unique PKI based SESSION 

KEY (SESS_KEY), generated by a central authority 

called the Local Server (LS) which confirms the 

identity of one node with the other nodes in the 

network.  

 

Thus SESS_KEY allows the node to establish a 

secure link to other nodes. This paper analyses and 

makes a comparison of the various defense 

mechanisms applicable for the different types of 

attack models. This paper aims at implementing a 

PKI based ABR protocol to provide a stable, long 

lived and secure route. Using the PKI based ABR 
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protocol; the throughput of the system can be 

improved. The paper is organized as follows: In 

section 2, the literature review is discussed. ABR 

protocol is discussed in section 3. Section 4 deals 

with the concept of Sybil Attacks. Public Key 

Infrastructure (PKI) is discussed in section 5. The 

problem statement of the paper and the proposed 

work along with the state machine diagrams and the 

flowcharts of the proposed defense mechanism are 

discussed in detail in section 6. Section 7 shows the 

simulation results. The conclusion and future work is 

discussed in section 8. 

 

2. Literature Review 
 

The Sybil attack was first described by Douceur in 

the context of peer-to-peer networks [10]. It was 

noted by Karlof and Wagner that the Sybil attack 

poses a threat to routing mechanisms in sensor 

networks [11]. Newsome, et al. [3] proposed several 

methods for detecting Sybil entities in a sensor 

network. They introduced taxonomy of the different 

forms of the Sybil attack and its defenses in wireless 

sensor networks. C. Piro, et al. [12] proposed that 

mobility of the nodes in a wireless network can be 

used to detect the presence of Sybil nodes in the 

network. They proposed two passive methods which 

show how individual mobile nodes can detect a Sybil 

attacker. Sarit Pal, et al. [13] also proposed different 

techniques to defend against Sybil attack in 

MANETs. ABR is an on-demand routing protocol 

that can be used in routing for MANETs to provide 

long lived stable route using the concept of 

“Associativity”. C.-K. Toh, et al. [9] [14] [15] have 

proposed and explained the working of the ABR 

Protocol with a new metric called the “Associativity” 

between the neighbouring nodes which stabilizes the 

route and prevents frequent breakage in links. Anitha 

V., et al. [16] introduced the concept of overhearing 

and threshold in Enhanced ABR (EABR) protocol to 

fight against malicious nodes. 

 

Ray Hunt [17] discusses the several issues associated 

with the use of PKI and in managing the processes, 

keys and certificates. He also throws light on the 

Time stamping service and the data certification 

which supports the non-repudiation property of PKI. 

Fongen [18] discusses a range of technologies for 

securing and separating different networks including 

the recent technology such as the Android 

Technology. 

 

 

3. ABR Protocol 
 

ABR protocol is a bandwidth efficiently distributed 

protocol [9] used in Ad-hoc networks. It is an On-

Demand routing protocol initiated by the source 

(SRC). The destination (DEST) node decides on the 

route to be chosen based on the property of 

“Associativity” and discards all the other routes. 

Hence this is called as a “Long-lived” routing 

protocol.  

 

Property of Associativity: 

The property of Associativity [9] states that a node‟s 

association with its neighbour changes as it migrates 

and its transiting period can be identified by the 

associativity “ticks”. After the unstable period of 

migration, the node will spend some stable dormant 

time within a wireless cell before it transits again. 

The threshold where the associativity transitions take 

place is defined by Athreshold. The node periodically 

transmits beacons identifying itself and constantly 

updates its associativity ticks with the nodes in its 

vicinity. Any associativity ticks greater than this 

threshold implies periods of association stability.  

 

Phases of ABR: 

The 3 main phases in the ABR protocol are: 

a. Route Discovery phase 

b. Route Reconstruction phase 

c. Route Deletion phase 

 

Route Discovery Phase:  

Route Discovery Phase is the first phase involved in 

the ABR protocol. It uses two queries – Broadcast 

query (BQ) and BQ- Reply. The source node desiring 

a route will broadcast a BQ message searching for 

nodes having route to the destination. All the nodes 

receiving this message will append their addresses 

and their associativity ticks with the neighbours. 

Every successor node will erase its upstream node 

neighbour‟s associativity tick entries and retains only 

the entry concerned with itself and its upstream node. 

In this way, each packet arriving at the destination 

will contain the associativity ticks of the nodes which 

are in the route to the DEST. DEST will select the 

best route by examining the associativity ticks along 

each path. In case there are multiple paths having the 

same degree of association stability, then the route 

with the minimum number of hops will be selected. 

The DEST now sends a REPLY packet back to the 

SRC along this path. The nodes which propagate the 

REPLY will mark their routes as valid. All the other 

routes will remain inactive and this avoids the 
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possibility of duplicate packets arriving at the 

destination.  

 

Route Reconstruction Phase:  

The Route Reconstruction Phase is triggered when 

either of the nodes such as SRC, DEST or 

intermediate nodes moves. The following operations 

may be invoked when the nodes move for route 

maintenance: 

a. Partial route discovery 

b. Invalid  route erasure 

c. Valid route update 

d. New route discovery (worst case) 

 

Route Deletion Phase:  

When a discovered route is no longer desired, SRC 

initiates Route Delete (RD) message to delete the 

route. The SRC broadcasts this message since it is not 

be aware of any route node changes that might have 

occurred during the route re-constructions. All the 

intermediate nodes update their routing table entries. 

 

4. Sybil Attack 
 

Sybil Attack is a serious threat in Ad-hoc networks as 

it impacts the functions of the network. In this attack, 

the malicious node claims to have multiple identities. 

These multiple identities are the Sybil nodes. The 

malicious node identifies itself as another legitimate 

node in the network and thus any message directed to 

the victimized node is received by the malicious 

node. This attack, thus detriment the important 

functions of a network like routing, resource 

allocation, message integrity, etc. In the network, 

each node represents a unique address. In Sybil 

attack, the attacker represents its multiple identities 

with several addresses. Thus these Sybil nodes in 

several different routes can gather information pieces 

from each of the route and puts them all together to 

make relevant information and thus alter the packets 

towards the same destination [13].  

 

The three taxonomies for Sybil Attack are [3]: 

Direct and Indirect Communication: In Direct 

communication, the Sybil nodes and the legitimate 

nodes interact with each other directly. When a 

legitimate node sends a message to a Sybil node, the 

malicious node listens to this message. Similarly, the 

messages sent from Sybil nodes are actually the 

messages sent from the malicious node. In Indirect 

communication, the legitimate nodes cannot directly 

interact with the Sybil nodes. Instead, they 

communicate with one or more of the malicious 

nodes which claim to reach the Sybil nodes.  

 

Fabricated and Stolen Identities: A Sybil node can 

get its identity in two ways. It can either fabricate a 

new identity (similar to that of a legitimate node) or 

can steal an identity from one of the legitimate nodes. 

 

Simultaneity: In Simultaneous attack, the attacker 

tries to have all the Sybil nodes participate in the 

network at once. In Non-simultaneous, the attacker 

tries to have only a part of his Sybil identities to 

participate in the network at any given point of time. 

The attacker does this by making to seem that one 

identity is leaving the network and another identity is 

joining its place. 

 

A few forms of Sybil Attack are [3]: 

 

Distributed Storage: Sybil Attack could easily 

defeat repetition and fragmentation mechanisms. 

Suppose the system is designed to replicate or 

fragment the data across several nodes, with Sybil 

attack it could actually be storing the data on the 

different identities of the Sybil attacker.  

 

Routing: Sybil attack could defeat routing 

algorithms as well. It could defeat the concept of 

having disjoint paths to the same destination, by 

having the various routes pass through a single 

malicious node. The Sybil identities could be spread 

across these various paths.  

 

Data Aggregation: A few network protocols use the 

aggregated values rather than the individual values in 

the network to conserve energy. The presence of the 

Sybil attacker could hamper the aggregate reading. 

 

Voting: Networks could use voting for various tasks. 

Sybil attack could use two types of attacks like “stuff 

the ballot box” or “blackmail” attacks. In “stuff the 

ballot box” attack, the malicious node casts the vote 

in its favour using its Sybil identities. The malicious 

attacker can determine the outcome of any vote, since 

he knows the number of identities he owns. He could 

use this to “blackmail” a legitimate node that it is 

misbehaving.  

 

Fair Resource Allocation: Some networks allocate 

resources on a per node basis. Using Sybil attack, a 

malicious node can obtain an unfair share of the 

resources. This reduces the resource access to the 
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legitimate node and gives the attacker more resources 

to perform more attacks. 

 

Misbehaviour Detection: Suppose the network can 

detect a specific type of misbehaviour, it will wait for 

several repeated offenses by the same node before it 

takes any action. The Sybil attacker could “spread the 

blame” by taking care that not one Sybil identity 

misbehaves for the system to take action. Even if one 

of the Sybil identities is offended and revoked, then 

the attacker can continue misbehaving using new 

Sybil identities, never getting revoked himself. 

 

5. Public Key Infrastructure (PKI) 
 

PKI [17] plays an important role in providing 

security services such as authentication, 

confidentiality, integrity and digital signatures. It has 

the property that given an encryption key, it is 

infeasible to compute the decryption key and vice 

versa [18]. PKI has increased security and 

convenience when compared to other encryption 

methods. It also has the property of non-repudiation 

where the user has the sole responsibility for 

protecting his or her private key. Users who are 

widely spread over a large area can securely 

communicate through a chain of trust using PKI. The 

components of PKI are: 

a. Security Policy 

b. Certification Authority (CA) 

c. Registration Authority (RA) 

d. Certificate Repository and distribution 

system 

e. PKI-enabled applications 

 

6. Proposed Work 
 

In our proposed work, we are detecting the presence 

of malicious Sybil node in the very first phase of 

ABR i.e. the Route Discovery Phase. We use the 

concept of Direct Validation where a node directly 

tests whether another node is valid or not. We try to 

detect the malicious node while it is trying to initiate 

communication with a legitimate node in the 

network. A PKI secured unique SESS_KEY allows 

the node to establish a secure link to other nodes. A 

new node in the network has to register itself with the 

servers such as the Local Server (LS) and the Central 

Server (CS). LS are the server in the area where the 

node would participate in the network. CS is the 

central authority which manages all the nodes in the 

network. These servers are the identification 

authorities which confirm the identity of one node 

with the other nodes in the network. As a first step, 

the node has to register itself with LS, for which it 

has to share its unique identification (UID) with LS. 

The UID for the node is generated using the concept 

of simplified version of the Data Encryption Standard 

(DES) [19] as shown below in (1). UID = fn (MAC 

address of the node)(1) Fig. 1 explains the function 

on the MAC address using the simplified version of 

DES to generate the UID. 

 

 
 

Fig. 1 UID generation using simplified DES. 

 

The 48- bit MAC address of the node is divided into 

two sequences each of 24 bit. Each sequence is left 

shifted by 1 bit. Each 24 bit sequence is reduced to 

16 bit sequence using the DES S-box. The two 16 bit 

sequences are concatenated to give the 32 bit UID of 

the node. The LS generates a secure unique session 

key SESS_KEY for this UID as shown in (2) 

SESS_KEY = fn (UID + Timestamp)(2) 

LS shares the generated SESS_KEY with the node 

and the Central Server (CS). CS then registers the 

node in the network. This completes the registration 

of the node in the network. Fig. 2 shows the state 

diagram for a new node registration in the network. 

Fig. 3 shows the State Diagram for the action taken 

by the LS during the registration of a new node. 

 

 
 

Fig. 2 State Machine Diagram for the registration 

of a new node. 
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Fig. 3 State Machine Diagram for the registration 

of a new node – Action taken by LS. 

 

Once the node is registered, it is eligible to 

communicate with the other nodes in the network. 

Sybil attacker tries to hamper the network 

communication during message transfer. The attacker 

or its Sybil nodes could acquire identification similar 

to that of the legitimate nodes and try to participate in 

the network. During the route discovery phase, when 

there is a search for a long lived route using ABR 

protocol and LQ packets being exchanged between 

the nodes, the Sybil node might attempt to identify 

itself as a legitimate node and might pose to have a 

route to the destination. Our proposed work attempts 

to identify the Sybil node and prevent the 

participation of the malicious node in the route.  

 

Any node A which wants to communicate with 

another node B in the network has to share its UID 

and the PKI secured unique SESS_KEY with node B. 

Node B sends the UID and SESS_KEY for 

verification to LS to which node A belongs. LS now 

compares the UID and the SESS_KEY with those of 

the registered node. After comparing, LS sets the bit 

SECURE_ID as 1 or 0, „1‟ if it is a legitimate node 

and „0' if it is a Sybil node. If SECURE_ID = 1, then 

it indicates that node A is a legitimate node and LS 

now intimates Node B that it can commence 

communication with node A as shown in Fig. 4. 

Suppose node A is a Sybil node, then there is a 

mismatch between the secure unique SESS_KEY 

generated by the LS and the SESS_KEY provided by 

node A (Sybil node). LS now sets the bit 

SECURE_ID = 0 and alerts Node B, CS and all other 

local nodes about the presence of the Sybil node. 

 

 
 

Fig. 4 State Machine Diagram for Message 

Transfer. 

 

CS broadcasts a message to alert all the nodes in the 

network about the Sybil node and deletes this node 

from the network. Fig. 5 shows the state diagram for 

the action taken by LS during message transfer. 

 

 
 

Fig. 5 State Machine Diagram for Message 

Transfer – Action taken by LS. 

 

Fig. 6 shows the flow control for the registration of a 

new node in the network. Fig. 7 shows the flow 

control for the detection of a Sybil node when it is 

trying to communicate with a legitimate node in the 

network. 

 

 
 

Fig. 6 Flowchart for the registration of a new node 

in the network. 
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Fig. 7 Flowchart for the detection of a Sybil node 

when it is trying to communicate with another 

legitimate node in the network. 
 

7. Simulation Results 
 

The following are the simulation results obtained: 

The simulation studies involve the deterministic 

network topology with 50 nodes. The proposed 

algorithm is implemented with NS2. The simulation 

parameters were set as illustrated in Table 1.  

 

 

Table 1 NS2 simulation settings 

 

Simulation Parameter Value 

Network Scale 800m x 800m 

Simulation time 900s 

Number of nodes 50 

Mobility model Random way point 

Maximum nodes velocity 5m/s 

Traffic Type CBR 

Connections number 10,20,30 

Packets Transmission Rate 4 Packets/sec 

Initial Energy 10J 

Transmission Power 0.4W 

Reception Power 0.2W 

  

The proposed algorithm is compared between two 

protocols, the ABR protocol and our Sybil Free ABR 

(SFABR) protocol. Our results show that SFABR 

performs better than ABR in terms of throughput, end 

to end delay and good put. The malicious node is 

detected in the route discovery phase of ABR when 

the LS sets the bit SECURE_ID = 1. 

Throughput: 

In communication networks, throughput of the 

system is defined as 

Throughput  =  Number of packets  

   received / Total number of 

   packets delivered.  

It is measured in terms of bits per second (bps) or 

data packets per second. It is observed that the 

system with SFABR has an improved throughput of 

around 10% than the system with ABR protocol as 

shown in Fig. 8. Thus, we can conclude that SFABR 

efficiently utilizes the bandwidth than ABR protocol.  

 

 
 

Fig. 8 Throughput. 

 

End to End Delay: 
Next, we compare the end to end delay using both 

ABR and SFABR protocols in the systems. In 

communication networks, end to end delay is defined 

as the time taken by a packet to be transmitted across 
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a network from the source to the destination. It 

involves the transmission delay, the propagation 

delay, the processing delay and the queueing delay. It 

is measured in seconds. It is observed that SFABR 

has reduced end to end delay by 5% when compared 

to ABR as shown in Fig. 9.  Thus, we can conclude 

that SFABR improves the efficiency of the system. 

 

 
 

Fig. 9 End to end delay. 

 

Good Put: 

Good put gives the actual data rate of any 

communication network. Good put is defined as  

Good Put  =  Number of packets  

   received successfully /  

   Total number of packets  

   delivered.  

It is related to the amount of time from the first bit of 

the first packet delivered until the last bit of the last 

packet is delivered. In our results, we have observed 

that the good put as observed is better by 60% in 

SFABR than ABR protocol and this is shown in Fig. 

10.  

 

 
 

Fig. 10 Good Put. 

 

The results thus show that the improvement achieved 

by detecting and removing the malicious nodes in the 

network during the route discovery phase of ABR 

contributes to the performance improvement. 

 

8. Conclusion and Future Work 
 

Establishing a secure, tamper-resistant, stable and 

long lived route, free from malicious nodes is a 

challenging task. Sybil Attack is a harmful attack in 

MANETs, where a malicious node behaves as if it 

were a larger number of nodes either by 

impersonating other nodes or by claiming false 

identities. Here in this paper, we propose to detect the 

presence of the attacker in the Route Discovery Phase 

of ABR using PKI secured unique SESSION KEY 

(SESS_KEY) generated by the Local Server (LS) 

during the time of the registration of a node into the 

network. This would thus lead to a secure 

communication network with a reduced overall delay 

and yields an efficient increase in the throughput, 

good put and integrity of the network. In our future 

work, we propose to work on detecting the presence 

of the Sybil attacker in the other phases of ABR. 
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