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1.Introduction 
Undoubtedly, one of the primary drivers of 

digitization is big data analytics (BDA) [1]. Vast 

volumes of big data are frequently generated, often in 

real-time [2]. As Lampropoulos [3] explains, BDA 

plays a crucial role as the technological foundation 

for numerous cutting-edge advancements and 

technologies, including the Internet of Things (IoT), 

artificial intelligence (AI), autonomous driving (AD), 

and many others. 

 

 

 
*Author for correspondence 

To enhance the citizen experience and boost 

institutional performance, public institutions are 

actively seeking suitable technologies to streamline 

their resources [4, 5]. One technology that has 

demonstrated a significant impact on the operations 

of public institutions, including decision support and 

healthcare improvement, is BDA [6, 7]. As new 

challenges emerge in the analysis, storage, sharing, 

transportation, and processing of massive datasets 

across public organizations, the concept of BDA is 

evolving. Factors such as digitalization, the 

widespread use of social media networks, and the 

proliferation of smart devices are contributing to the 

growth of these massive datasets (Pramanik and 

Bandyopadhyay [8], Supriyadi et al. [9]). However, 
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the notion of BDA is not universally understood in 

the academic and business communities. There are 

varying definitions of big data and its associated 

analytics, and numerous attempts have been made to 

quantify big data, but academics remain divided. 

 

Numerous publications, including those authored by 

Chen et al. [10], Fan et al. [11], and Xiang et al. [12], 

have explored the potential of BDA, particularly for 

private firms and online businesses. Therefore, it is 

essential to enhance our understanding of the role 

that BDA plays in public institutions and how these 

institutions can benefit from extensive datasets. 

Academics widely recognize the advantages of 

implementing BDA tools in public institutions. 

According to Vassakis et al. [13], active utilization of 

BDA can significantly boost the productivity of 

public institutions. As per Gamage [14], BDA has the 

potential to address numerous challenges faced by 

public institutions, including enhancing efficiency, 

transparency, and the well-being of the population, as 

noted by Moorthy et al. [15]. In fact, BDA is already 

assisting American public institutions in fulfilling 

their responsibilities in various domains, including 

health, security, agriculture, education, and law 

enforcement [16, 17]. The primary objective of this 

review paper is to identify common opportunities and 

associated challenges related to BDA in public 

institutions. 

 

Organizations, both in established and emerging 

markets, can significantly enhance their competitive 

positions by collecting, storing, and analyzing all this 

data. Public institutions are no exception. 

Understanding governance in the digital era 

necessitates an exploration of the challenges and 

opportunities that public institutions must grapple 

with when adopting technologies to manage and 

analyze vast datasets. If public organizations can 

effectively implement BDA, there is reportedly a 

wealth of fantastic potential [18]. The repercussions 

of organizations not being able to utilize BDA 

effectively are bound to be profoundly negative [19]. 

 

Although the use of BDA in public institutions has 

gained more attention thanks to authors like 

Väyrynen et al. [20], Hossain et al. [21], and Shi [22], 

developing a comprehensive understanding of the 

common prospects and challenges in public 

institutions can further stimulate the utilization of the 

underutilized big data assets already present in these 

institutions. The primary objective of this paper was 

to provide a comprehensive understanding of what 

BDA can positively contribute to in public 

institutions, the obstacles hindering these potential 

benefits, and ultimately, to offer recommendations 

and a perspective for future actions. 

 

To present the most thoroughly studied opportunities 

and barriers in the context of public institutions, this 

paper assessed both the quantity and quality of 

research efforts on BDA at both the international and 

national levels. 

 

The current state of research on the examined topic 

was assessed through various criteria, including the 

distribution of publications by year, publishers, 

inclusion and exclusion criteria, and the 

methodologies employed in the reviewed studies. 

Notably, among the 132 publications analyzed here, 

which encompass the most recent literature on BDA 

and public institutions, 58 were published between 

2015 and 2023, underscoring the relevance of the 

research question to this body of literature. The 

findings were further elaborated upon in Section 5, 

and a comprehensive framework for the utilization of 

BDA in institutions was established based on the 

insights and observations. Additionally, the study's 

limitations and conclusions were addressed. 

 

The following review questions directed our review 

in accordance with the systematic literature review 

analysis (SLRA): 

RQ1: What are the key barriers that BDA encounter 

in public institutions? 

RQ2: What significant opportunities can BDA offer 

to public institutions? 

 

The current study contributes in two key ways: it 

synthesizes scholarly works on BDA opportunities 

and barriers for public institutions and provides 

guidance for aspiring researchers by offering a 

framework for their own examination of the 

prospects and drawbacks of BDA in public 

institutions.  

 

This paper is organized as follows for the remaining 

sections: In Section 2, a summary of the literature on 

big data, its characteristics, and related analytics, 

especially in public organizations, is provided. 

Section 3 contains a description of the study's 

methodology. Findings are presented in Section 4. A 

discussion of this study is presented in Section 5. It is 

concluded in Section 6. 

  

2.Review of literature  
Under this part, different related worked have been 

discussed. 
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The concept of big data  

The term "Big Data" refers to vast, intricate, and 

challenging datasets that defy conventional 

processing techniques, such as relational database 

structures and data warehousing. The emergence of 

the "big data" concept is a response to the 

proliferation of data in our daily lives. The diverse 

characteristics of big data profoundly impact the 

efficacy of traditional warehousing when it comes to 

collecting, processing, monitoring, and analyzing it. 

Furthermore, as defined by Emmanuel and Stanier, 

the term "big data" denotes datasets that surpass the 

scale typically found in regular databases [23]. 

 

It is indisputable that big data plays a pivotal role in 

the digital sphere [24]. BDA is inherently linked to 

big data, hence the term "big data analytics." BDA 

focuses on the analysis of large datasets using 

technologies such as the Hadoop Distributed File 

System (HDFS) and MapReduce (MR), in addition to 

structured query language (NoSQL), Red Miner, 

Cassandra, among others. These BDA technologies 

and their potential in handling big data have recently 

garnered significant attention [25]. 

 

Through effective management and utilization of big 

data using BDA technologies, public institutions 

stand to benefit immensely, including the 

development of innovative indicators for economic, 

educational, infrastructure, health, social, and other 

domains [26–28]. Some authors provide a concise 

overview of what big data entails; according to 

Talaoui et al. [29], big data is a digital transformation 

brought about by the proliferation of numerous data 

sources that generate massive volumes of datasets at 

rapid or real-time speeds. Visco et al. [30] and Gul et 

al. [31] define big data as information volumes that 

are significantly larger than what conventional data 

management methods can handle. Factors driving the 

prevalence of big data include increased digitization 

levels, the shift from a data society to an information 

society, the evolution of social media networks, and 

the growing use of electronic devices [32, 33]. 

 

It is recommended that BDA should not only 

encompass big data but also receive significant 

attention from societies concerned with developing 

technologies to ensure the quality, security, and 

privacy of big data [34, 35]. 

 

While the potential benefits of BDA technologies are 

mentioned in industrial, online, and technological 

sectors [36, 37], scholars and academics concur that 

the prospects of BDA in public institutions are 

inevitable and cannot be overlooked. The practical 

applications, such as increased efficiency, enhanced 

transparency, and improved public welfare, can be 

achieved through the implementation of BDA in 

public institutions [38]. Key areas in the public sector 

that can potentially benefit from BDA applications 

include politics, health, education, disaster 

management, justice, national security, agriculture 

and food security, and poverty eradication programs 

[39]. 

 

Considering the above discussions, it is evident that 

there is a mixture of limited knowledge regarding the 

common understanding, prospects, and barriers 

associated with harnessing BDA in public 

institutions. This review conducts a SLRA to provide 

a comprehensive understanding of the critical aspects 

related to BDA barriers and prospects in public 

institutions. The SLRA technique was chosen for its 

suitability in conducting an exhaustive and careful 

review of the literature, adhering to predefined rules 

[40]. The SLRA also ensures that the selected 

literature is relevant to the study area. The findings of 

this paper indicate that, despite the significant 

applications of BDA in public institutions, there are 

critical barriers that must be addressed before, during, 

and after the implementation of BDA to realize the 

potential benefits. 

 

Characteristics of big data 

While the precise definition of the concept of big data 

appears to be lacking in the literature, many authors 

concur that big data represents a new and distinctive 

paradigm with a unique perspective on data 

characterized by three dimensions: volume, velocity, 

and variety [41]. From this delineation of big data, it 

is evident that the three Vs—volume, velocity, and 

variety—are mentioned in the definition of big data. 

However, despite the proliferation of other attributes 

associated with big data, such as value and veracity, 

among others, the valid Vs for scientifically defining 

the big data concept are volume, velocity, and variety 

[41, 42]. The other Vs are disregarded because they 

are found to be either non-compliant or partially 

unsuitable for scientifically defining the big data 

concept [41, 42]. 

 

Big data encompasses datasets produced in massive 

volumes with a wide range of characteristics. It 

assists analysts, investigators, and organizations in 

making informed decisions by employing various 

techniques such as statistics, predictive analytics, 

machine learning, data mining, deep machine 

learning analytics, and text analytics. BDA finds 
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applications in various domains, including financial 

crisis management, medical research, education, 

banking, natural language processing, and knowledge 

management. Due to its benefits, the academic 

community is increasingly utilizing BDA to address 

complex problems, such as identifying disease 

outbreaks. Eleven "V's" are used to summarize the 

characteristics of big data. 

 

Volume (V) (size): The most prominent 

characteristic of big data is its sheer abundance, 

which is the essence of the "Big" in the big data 

concept [43]. Without this attribute, attention to BDA 

and associated use cases is unnecessary [44–51]. 

Furthermore, this dimension has led to the 

introduction of new units for measuring data. Data 

units like Petabytes, Exabytes, and Zettabytes are 

now used to describe the vast volumes of data (PB-

EB-ZB, respectively). The total amount of data 

generated, collected, duplicated, and utilized globally 

was projected to reach 64.2 zettabytes by 2020. It is 

anticipated that the global data generation will 

surpass 180 zettabytes over the next five years, from 

now until 2025. The highest amount of data was 

generated and duplicated in 2020, driven by 

increased demand due to pandemic outbreaks, 

heightened use of home entertainment alternatives, 

and more people working and learning from home. 

Storage capacity is also on the rise. In 2021, only 2% 

of the data generated and consumed in 2020 was 

preserved, indicating that only a small portion of this 

newly created data is retained. With the rapid growth 

in data volume, it is estimated that installed storage 

capacity will increase proportionally, with a 

compound annual growth rate of 19.2% expected 

from 2020 to 2025. In 2020, installed storage 

capacity exceeded 6.7 zettabytes. The projected 

expansion of data in zettabytes [52] is illustrated in 

Figure 1. 

 

 
Figure 1 Volumes of data production forecast (zettabytes) 

 

Velocity (v) (speed): BDA manages the substantial 

influx of data while simultaneously conducting real-

time data analysis. This addresses the rapid 

generation, processing, and analysis of big data [46, 

47]. The factors commonly contributing to this 

velocity (V) include, but are not limited to, car 

sensors, advancements in wearable technology, the 

proliferation of mobile records and applications, 

expanded capabilities of mobile technologies, and the 

increasing number and usage of social media 

networks, among others. These factors, among 

others, necessitate the development of technologies 

capable of handling the vast datasets generated in 

near real-time instances. 

Variety (v) (complexity):   
Text, images, audio, video, and sensor data represent 

only a handful of the numerous diverse types of 

organized, semi-structured, and unstructured data that 

comprise big data. This constitutes the third (3
rd

) vital 

"V" of big data, focusing on the significant increase 

in the multitude of information sources from which 

substantial volumes of datasets originate. This 
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increase in data variety is also attributed to the 

proliferation of pathways like those contributing to 

the velocity factor mentioned earlier [47, 48]. 

Veracity (V) (quality): This dimension emphasizes 

the need for data accuracy when dealing with the 

comprehensive and detailed information collected by 

big data. 

Value (V) (knowledge): This pertains to the 

extensive provision of knowledge by the vast 

volumes of data regarding a subject under discussion, 

thereby highlighting the importance of ensuring the 

usefulness of the data. 

Variability (V) (flexibility): This dimension 

involves the dynamic and ever-evolving nature of 

data sources. Big data accommodates this dynamic 

nature through extensibility (the addition of new data 

fields) and scalability (expanding in size). 

Validity (V): This dimension focuses on managing 

extensive data, governance, and data quality. 

Venue (V): This dimension centers on distributed 

heterogeneous data from multiple platforms. 

Vocabulary (V): This dimension addresses data 

models and data structure semantics. 

Vagueness (V): This pertains to the ambiguity in the 

usage of big data and the unclear meanings of tools. 

Valence (V) (connectedness): This dimension 

concerns the utilization of big data to link various 

datasets by connecting common fields (Figure 2).

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2 The graphical representation of the 11 Vs of big data 

 

Big data analytics in public institutions  

The concept of BDA encompasses various data-

oriented methodologies for consolidating and 

analyzing massive datasets [49, 50]. The term "big 

data" is commonly used to refer to the vast amount of 

data items flowing across multiple systems [51, 52]. 

Despite being labeled as "big" data, its significance 

lies in its ability to capture even the smallest pieces 

of information relevant to the research topic [53]. The 

transformative decade of the 2000s paved the way for 

the emergence of "Big" data, which can be 

categorized into graphical, forecasting, prescriptive, 

social networking, and statistical analysis, primarily 

due to the amplification of the "3Vs" (volume, 

velocity, and variety) of information. In contrast, the 

task of applying BDA technologies to analyze and 

explore big data to uncover hidden meanings, 

insights, patterns, correlations, and new market 

trends, among other things, is simply referred to as 

BDA [54, 55]. 

There are various forms of BDA that public 

institutions can employ to enhance the delivery of 

public services. These analytics include, but are not 

limited to, text analytics, predictive analytics, 
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prescriptive analytics, diagnostic analytics, language 

analytics, descriptive analytics, and sentiment 

analytics, among others [55]. 

 

Despite the long history of public organizations 

preserving and managing data for administrative, 

legal, and practical purposes, this history primarily 

focuses on traditional survey and secondary data 

[56]. However, the datasets generated from 

contemporary platforms such as the web, email texts, 

opinions, online social networks, mobile devices, 

sensors, blogs, wikis, satellites, machine-generated 

data, among others, have shifted the focus of public 

institutions from traditional data management 

approaches to modern BDA solutions. 

 

Public institutions must tap into the vast volumes of 

data generated from various sources at high speeds if 

they are to remain competitive and relevant to their 

citizens [57]. For those unable to harness the 

advantages of BDA, the consequences can be quite 

severe [57]. However, leveraging and harnessing 

emerging big data and associated analytics 

technologies extend beyond the capabilities of 

conventional data management approaches in public 

institutions [56, 57]. This is because traditional data 

management approaches are ill-equipped to handle 

the high-volume data generated rapidly from multiple 

sources. As mentioned in the introduction, one of the 

public sector domains with significant potential 

benefits from BDA is agriculture and food security. 

According to Mishra et al. [57], when appropriately 

applied, BDA can contribute to addressing the 

world's food shortage, a solution they refer to as 

"BDA to feed the world." Furthermore, Mishra et al. 

[57] connect this solution to other remedies, such as 

reducing both natural and man-made disasters, which 

can include landslides, earthquakes, and terrorism, 

among others. 

 

In conclusion, public institutions today stand to gain 

significantly from successfully implementing BDA in 

their routine business operations. As the volume of 

big data continues to grow in various contexts, 

including healthcare, one of the public sectors [58, 

59], the prospects of BDA also expand. 

Heterogeneous and multispectral observations in the 

healthcare sector, such as patient demographics, 

treatment histories [60, 61], and diagnostic reports 

[62], generate substantial big data. According to 

Singh et al. [63], this data can be either unstructured 

(e.g., clinical notes, prescriptions, or medical 

imaging) or structured (e.g., genotype, phenotype, or 

genomics data). To make effective use of healthcare 

data, real-time, high-quality data must be consistently 

generated and collected [64]. Informed decisions can 

be made by healthcare organization decision-makers 

based on insightful conclusions drawn from big data 

[65]. Healthcare businesses leverage technology to 

adapt to the evolving nature of big data [66]. BDA in 

healthcare can also facilitate the integration of 

various disciplines to comprehensively analyze 

medical conditions [67]. 

 

Current challenges of BDA in public institutions:  
To summarize, all the attributes of big data mentioned 

earlier can be observed within the context of public 

institutions. However, there are various barriers (as 

listed in Table 1) associated with implementing BDA 

in public institutions, which can hinder the successful 

realization of BDA's potential benefits for these 

institutions [68, 69]. 

 

Despite the potential benefits of BDA in public 

institutions, BDA projects continue to struggle with 

performance issues [72]. Approximately 85% of 

BDA projects fall short of achieving their intended 

transformation [72, 73]. Additionally, market 

research and advisory firm Gartner projected that 

between 2016 and 2018, approximately 60% of BDA 

projects may either stall after the pilot and 

experimentation stage or be abandoned. According to 

Gartner, faulty BDA deployments could contribute to 

up to 50% of ethical business violations by 2018. 

Many public institutions have not even started 

working on BDA projects that progress beyond the 

conceptual phase.  

 

A study by the University of Munich in 2015, which 

examined the development of big data initiatives in 

twenty-five organizations, revealed that only one in 

five organizations had BDA projects that had reached 

the deployment stage. Four out of twenty-five were 

still in the planning stage, while the remaining 

organizations had not advanced to any other stage 

[73]. Given this background, this paper aims to 

contribute to the improvement of BDA project 

performance in public institutions by offering a 

comprehensive understanding of the challenges and 

prospects associated with successful BDA 

implementations in public institutions. It will also 

provide actionable takeaways and recommendations 

for prospects. 
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Table 1 Common challenges related to BDA 

Challenge Description 

Starting capital For institutions providing public services, the initial costs associated with establishing the 

required infrastructure to harness the benefits of big data are exceedingly high [70]. 

Information quality The organization's efforts to collect big data may be hindered by staff members who lack 

adequate training and institutional habits that resist change. The potential consequence of 

poor-quality heterogeneous data is that it can lead to inaccurate interpretations and 

recommendations [70, 71]. 

Security and 

confidentiality 

The exposure of patients' personal information to unauthorized data access during inter-

system exchanges raises privacy and security concerns, especially in the healthcare sector. In 

the broader context, this information is typically referred to as personal identification 

information (PII). 

 

3.Research methodology 

Existing approaches  

There are five primary types of literature reviews, 

each serving a distinct purpose: 

 

Traditional or narrative literature review aims to 

examine and summarize a body of literature. It 

involves a comprehensive review of relevant 

literature to identify new areas of inquiry, knowledge 

gaps, or discrepancies [74, 75].  In contrast to 

traditional reviews, systematic reviews take a more 

rigorous approach. They are often employed for well-

structured and specific research objectives, following 

strict guidelines for review [74, 75]. Meta-analysis 

literature review employs statistical methods to 

analyze conclusions drawn from selected literature. 

Meta-synthesis literature review is a non-statistical 

method that evaluates and analyzes findings from 

qualitative studies, aiming to advance previous 

conceptualizations and interpretations [74, 75]. 

Scoping literature review is a preliminary assessment 

of the scope and size of research literature, often 

involving ongoing research. It seeks to identify the 

type and extent of research evidence. The preferred 

reporting items for systematic reviews and meta-

analysis (PRISMA) statement can guide scoping 

reviews [74, 75]. 

 

For this study, a SLRA approach was chosen [76]. 

The study adhered to the PRISMA statement and the 

SALSA framework (Search, Appraisal, Synthesis, 

and Analysis) to conduct the review. PRISMA is a 

widely recognized guideline for reporting evidence in 

systematic reviews and meta-analyses, ensuring 

methodological accuracy and reproducibility [77]. 

SALSA helped determine the search standards for the 

SLRA, ensuring methodological accuracy, 

systematization, thoroughness, and reproducibility in 

the review process. 

 

Table 2 presents the summarized findings, 

advantages, and limitations of the selected approach, 

supported by the analysis of twenty-six papers that 

have employed this chosen approach. 
 

Table 2 Review of the papers to identify the approach's findings, advantages, and limitations 
No. Author Method/ 

approach  

Findings Advantages of the method 

used 

Limitations 

1 Zainal et al. 

[78] 

 

Systematic 

review 

Issues and difficulties with 

government-identified big data 
initiatives 

Thorough screening of 

pertinent literature using a 
predetermined set of 

standards. 

The SLRA's constrained 

scope and mandated 
procedures prevent full 

coverage. 

2 Al-Sai and 
Abdullah [79] 

Systematic 
review 

Identified general BDA impacts and 
challenges 

Is regarded as original work 
because it was carried out 

using a strict, organized 

procedure. 

Not as appropriate for 
students or new academics 

who are short on time and 

resources. 

3 Kamilaris, et 
al. [80] 

Systematic 
review & 

meta-
analysis 

Identified practices of big data 
analysis in agriculture 

 

Incorporate a summary or 
statistical breakdown of the 

findings from each individual 
study; be executed in a way 

that can be replicated, 

yielding identical results with 
identical information. 

Every step of the review, 
including the search, must 

be thoroughly documented 
to ensure reproducibility. 

4 Desai [81] Systematic 

review and 

descriptive 
analysis 

Stated big data applications and 

challenges 

It is explicit and systematic. 

 

It is highly structured. 

5 Mureddu et al. Systematic Research issues for using big data in Using explicit techniques to Time and resource intensive 
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No. Author Method/ 

approach  

Findings Advantages of the method 

used 

Limitations 

[82] 

 

review policy-making have been identified. systematically explore, 

evaluate, and synthesize 
literature on a certain topic. 

requiring experience. 

 

6 Praharaj  [83] Systematic 

examination  

Difficulties with massive data 

command and control centers for 

smart cities. 

• Eliminate reviewer bias by 

using objective, repeatable 

criteria to choose pertinent 
individual publications and 

evaluate their validity. 

Broader coverage is 

exchanged for more explicit 

approaches when compared 
to a standard narrative 

evaluation. 

7 Cannataci et al. 
[84] 

Systematic 
review 

Examined Legal challenges of big 
data 

Provide a statistical 
breakdown or meta-analysis 

of the findings from each 

individual study. 

Time and resource intensive 
requiring experience. 

 

8 Tse et al.[85] Literature 
review and 

content 

analysis 

Identifies challenges of big data 
governance in healthcare 

Provide a statistical 
breakdown or meta-analysis 

of the findings from each 

individual study. 

Time and resource intensive 
requiring experience. 

 

9 Pradhan and 

Shakya [86] 

Systematic 

review 

They discover the possibilities of 

digitalizing e-government services 

through creative problem-solving 
ways by modifying the big data 

application. 

When outcomes from 

multiple research studies are 

combined, an average is 
produced that is more 

accurate than the findings 

from each individual study. 
As a result, the SLR uses 

explicit, transparent 

methodologies that are 
presented explicitly and are 

repeatable by others. 

Time and resource intensive 

requiring experience. 

10 Albqowr et al. 
[87] 

Systematic 
review 

Gives an overview of the advantages 
that BDA may have for public supply 

chain management. 

Concentrates on promoting 
research knowledge. 

 

All review procedures, 
including the search, must 

be documented to ensure 

reproducibility. 

11 Shastri and 
Deshpande  

[88] 

Systematic 
review 

This article provides a brief 
description of big data and its 

applications in both the public and 

healthcare sectors. 

Rigorous search designed to 
locate all eligible studies. 

 

N/A 

12 Younas [89] Systematic 

review 

Gives an overview of a couple of the 

research issues related to BDA in the 

public sector. 

Transparent, reproducible 

methods. 

 

For reproducibility, each 

stage of the review, 

including the search, must 
be documented. 

13 Kondraganti, 

et al. [90] 

Systematic 

review 

Explains BDA tics in detail in the 

context of disaster relief and 

humanitarian help. 

Requires clear aims with 

predetermined eligibility and 

relevance criteria for studies. 

Time and resource intensive 

requiring experience. 

14 Eachempati, 

and  Srivastava 

[91] 

Systematic 

review 

Identifies some emerging sectors that 

apply big-data analytics including 

public sector 

Accurate documentation of 

the method implies. 

Demands accurate efforts. 

15 Candra et al. 
[92] 

Systematic 
review 

Identifies BDA challenges in cloud 
computing 

It combines narrative, 
quantitative, or qualitative 

synthesis. 

More effort is required for 
studying analyses. 

16 Pappas et 
al.[93] 

Systematic 
review 

Outlines techniques by which BDA 
can be used to improve performance 

in the digital age and the development 

of ecologically sound societies. 

Conclusions are drawn based 
on evidence. 

A broader coverage is 
traded for more explicit 

approaches when compared 

to a standard narrative 

review. 

17 Kolajo et 

al.[94] 

Systematic 

review 

Explore the latest recent 

breakthroughs in big data streaming 
tools and technologies, as well as the 

international techniques and 

approaches used to analyze enormous 
data streams. 

A detailed and 

comprehensive search 
strategy is developed. 

A trade-off occurs, 

exchanging broader 
coverage for more explicit 

approaches when compared 

to a standard narrative 
evaluation. 

18 Mikalef et al. 

[95] 

Systematic 

review 

Highlights strategies and procedures 

by which big data might improve the 

bottom line for public firms. 

The literature is specifically 

related to the subject being 

studied. 

It is time and resource-

intensive, requiring 

expertise. 

19 Vanani and 

Majidian [96] 

Systematic 

review 

Identifies BDA methods in 

institutions 

Results can be reproduced, 

and reviews can be 

periodically updated to 

To ensure reproducibility, 

every stage of the review, 

including the search 
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No. Author Method/ 

approach  

Findings Advantages of the method 

used 

Limitations 

incorporate new evidence. process, must be thoroughly 

documented. 

20 Aggarwal [97] Descriptive 
and 

Literature 

review 

Explains the benefits and drawbacks 
of adopting big data in the public 

sector. 

The material picked is 
solely pertinent to the 

subject under consideration. 

N/A 

21 Morabito and  

Morabito [98] 

Case studies The utilization of (a) new data 

sources, such as crowd funding and 

the IoT, (b) public talent 
participation, (c) institutionalizing 

private-public partnerships and (d) 

additional ways were explored. 

Often fast, focused, scientific 

and relatable 

Because the results depend 

on numerical responses, the 

insights into beliefs, 
motivations, and factors 

guiding the investigation 

may be limited. 

22 Batko and 
Ślęzak [99] 

Systematic 
review and 

questionnaire 

Identifies benefits of BDA to public 
medical facilities 

Thorough screening of 
pertinent literature using a 

predetermined set of 

standards. 

Time and resource intensive 
requiring experience. 

 

23 Verma [100] Literature 

review 

 

Looked into the use of sentiment 

evaluation to increase innovation, 

accountability, citizen participation, 
and public service efficiency. 

Provide researchers with new 

evidence to support 

psychological theories 

Broader coverage is 

exchanged for more explicit 

approaches when compared 
to a standard narrative 

evaluation. 

24 Rafiq et al. 

[101] 

Qualitative 

and 
quantitative 

research and 

case study 

Identified privacy and security 

concerns in big data in institutions 

Often fast, focused, scientific 

and relatable 

Limited coverage and 

results can be difficult to 
replicate 

25 Lazarevska  et 

al.[102] 

Systematic 

review 

A comprehensive deployment of 

BDA as one of the most inventive 

technological advances being 
employed in public sector 

assessments. 

Often fast, focused, scientific 

and relatable 

Cover author’s expertise 

Preconceived notions or 

biases and may 

overestimate the value of 
some studies. 

26 Jin et al. [103] Using 
literature and 

the research 

situation as 
sources, the 

positivist 

research 
paradigm, 

Investigated how BDA affected the 
efficiency of government agencies. 

Handle a wide range of 
situations in just a brief 

amount of time. 

Requires researcher’s  
expertise. 

 

We conducted a meticulous examination of the 

relationships among big data, BDA, and associated 

concerns and opportunities within public institutions. 

Our focus was on scholarly literature published from 

2015 to 2023. This systematic review aimed to 

uncover common themes and conclusions in the 

discussions surrounding the advantages and 

disadvantages of BDA in the mentioned institutional 

contexts. 

 

The process began with the formulation of research 

questions and the rational selection of keywords and 

databases. We conducted both manual and internet 

searches to identify pertinent papers. Subsequently, 

we developed criteria for inclusion and exclusion. 

The third phase involved assessing the quality of the 

identified literature and its relevance to our 

investigation. The fourth step entailed a 

comprehensive review of the substance of the 

selected studies, followed by the analysis and 

formulation of conclusions. 

 

Selecting the appropriate databases and keywords 

constituted a crucial aspect of our systematic 

literature review. We engaged in discussions and 

brainstorming sessions with subject matter experts to 

ensure that our chosen terms effectively covered both 

the core domain of BDA and public institutions. 

BDA and public institutions emerged as the two 

primary spheres of interest for our review, and we 

combined these keywords to conduct our search for 

relevant publications. 

 

To obtain the most pertinent articles for our study, we 

meticulously followed pre-established exclusion and 

inclusion criteria (as detailed in Table 5). We 

conducted the review globally, without geographical 

restrictions, to encompass the widest possible range 

of literature. We also searched multiple scholarly 
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databases, as reflected in the search result count in 

Table 3, to ensure comprehensive coverage. 

 

Our systematic literature review process adhered to 

the four detailed steps of PRISMA as the paper 

selection strategy. These steps encompassed article 

identification, screening, eligibility determination, 

and inclusion, ultimately resulting in the selection of 

pertinent papers for our analysis. 

 

The list of various scholarly databases was carefully 

chosen, and their search results are documented in 

Table 3. Our SLRA process adhered to the four 

distinct steps outlined by PRISMA in a 

comprehensive manner, serving as our paper 

selection strategy.  

 

These are as under: 

Step 1: Article identification - In this initial stage of 

the process, we outline the plans and procedures used 

to identify relevant databases and knowledge 

repositories. We describe the key terms and search 

tactics employed to locate these resources. For this 

study, this stage marks the beginning of our SLRA, 

involving comprehensive searches of article abstracts 

and citations in specific scholarly databases. 

Keywords and relevant scholarly databases were 

logically defined and justified. The selection of 

keywords and keyword combinations, as well as the 

choice of databases, resulted from consultations with 

experts from both academic and industrial 

backgrounds, extensive literature review, and critical 

thinking. A total of 1,176 articles were discovered for 

screening through the quest for identified 

keywords/keyword combinations (Table 4). 

Following the completion of the search, all retrieved 

records were thoroughly checked for duplicates. 

Step 2: Article screening - During this stage, each 

article's title, abstract, or summary, along with its 

keywords, were carefully reviewed. The objective 

was to determine whether each selected article 

contained content suitable for the study subject. We 

aimed to establish exclusion and inclusion criteria 

based on references found on the web and through 

manual searches, and to categorize and label suitable 

publications accordingly. Articles that fell under any 

of the following criteria were excluded from the 

subsequent eligibility step for content analysis and 

evaluation: non-English papers, editorial letters, legal 

conventions, interviews, non-academic texts, book 

reviews, and summaries of meetings or conferences. 

Articles eligible for content analysis and evaluation 

had to meet one of the following criteria: conference 

papers written in English, books, academic journal 

articles, empirical and case reports, editorials, 

subjects related to information technology and 

science, humanities, theoretical studies, and BDA 

interventions in fields such as agriculture science, 

technical science, and health science. 

Step 3: Determining eligibility of the article - In this 

step, we rigorously coded the content of the reviewed 

papers to facilitate the summary and comparison of 

results. After thorough examination, articles that did 

not meet the eligibility criteria were excluded from 

further consideration. Additionally, titles, abstracts, 

and summaries were screened for relevance to the 

selected keywords. The primary focus of this step 

was to identify articles of high eligibility, suitability, 

and quality for addressing the study's objectives. 

Quality assessment of each article was integral to this 

step, which involved determining its relevance to the 

study. 

Step 4: Included - This final stage encompasses the 

key findings, both numerical and descriptive, that 

were frequently present in the reviewed papers. We 

estimated the extent of challenges and promise 

associated with BDA in public organizations based 

on the shared conclusions presented by researchers 

whose work was evaluated. Following the eligibility 

determination, which included the exclusion of 

irrelevant articles, we defined the number of articles 

eligible for inclusion in the result review for content 

analysis. A total of seventy-two articles were 

removed and set aside following the exclusion rules, 

as represented in Figure 3. Additionally, two articles 

were excluded during the content analysis phase. The 

final selection of articles for the systematic review 

comprised eight papers obtained from various 

conference papers. 

 

Indeed, as previously described, the four stages of the 

systematic review process - identification, screening, 

eligibility, and inclusion - were executed. In the 

PRISMA-style representation of the paper selection 

technique illustrated in Figure 3, the results of each 

of these stages are summarized. Initially, a total of 

1,176 research publications were identified from the 

selected databases. Subsequently, 1,044 papers 

underwent a basic screening process, which involved 

applying filters to limit the year range and 

implementing predetermined exclusion criteria to 

eliminate certain papers. As a result, 72 papers were 

excluded, leaving the researcher with 60 papers to 

review. This more comprehensive evaluation 

included an assessment of each paper's abstract to 

confirm compliance with the research's eligibility 

criteria. Finally, 58 papers met all eligibility 

requirements and were included in the final 
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evaluation after the full texts of each paper were 

reviewed once more. Consequently, the systematic 

review's final sample selection consisted of 58 

papers, as depicted in Figure 3.

 

Table 3 The paper distribution from various publishers, indicating the number of search results 

Database Search results Frequency (%) Percentage (%) 

EBSCO Host 104 8.84 

Web of Science 110 9.35 

Springer Link 240 20.40 

ACM digital library 147 12.51 

IEEE Explore 247 21.00 

Scopus 140 11.90 

Science Direct 188 16.00 

Total 1176 100 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3 The PRISMA style representation for showing the paper selection strategy 

 

 

Included 

Eligibility 

Identification 

Articles after duplicates removed 

(n=1044) 

Articles screened, Titles and 

abstracts (Summary) and 

keywords of the Papers 

(n=132) 

Examining the papers' content 

and the articles' complete texts 

for eligibility (n=60) 

58 studies were included in the 

qualitative synthesis. 

Screening 

Articles eliminated based 

on BDA context and 

removed (not similar 

context) (n=72) 

Articles removed due to 

quality reasons (n=2) 

Papers identified through 

databases (n=1176) 

Synthesized and reported 

(n=58) 

Articles excluded based 

on exclusion criteria 

(n=912) 



Matendo Didas 

40 

 

Table 4 The keywords/combination of keywords applied for search 
BDA 

BDA + Public Institutions 

Big data management 

Big data 

 

Table 5 The study inclusion and exclusion criteria 

Inclusion Exclusion 

Conference papers, English language articles, journals Non-academic text 

Practical Studies, Books Interviews 

Fields information science and technology, humanities and Theoretical studies Book reviews 

Case studies and Editorials Non-English  

BDA papers related to various domains in public sector like health  

 

Year-wise distribution of the selected papers: Figure 

4 illustrates a particularly noticeable trend, with the 

number of publications in the target subject 

increasing since 2015. In relation to the two 

questions, the outcomes of the examination of the 

content of the fifty-eight chosen articles are discussed 

in the following sections. 

 

 
Figure 4 The year-wise distribution of the selected papers 

 

Year-wise count of papers along with their 

categorization: Figure 5 reflects the year-wise count 

of selected papers categorized into journals and 

books from 2015 to 2023.

 

 
Figure 5 The year-wise count of the selected papers along with their categorization (N=58) 
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4. Results  
The review's findings are reported in this section. 

This investigation led to the selection of 58 articles, 

including papers from conferences and journal 

articles. Out of the pool of articles, 8.84% were from 

EBSCO Host, 9.35% from Web of Science, 20.40% 

from Springer Link, 12.51% from ACM digital 

library, 21.00% from IEEE Explore, 11.90% from 

Scopus, and 16.00% from Science Direct. Among 

these, there were 50 journal articles and 8 conference 

proceedings papers. All of the selected articles were 

published between 2015 and 2023. After removing 

duplicates, 132 publications were evaluated for 

eligibility using title, abstract, and full-text criteria, 

and 58 research studies were ultimately included in 

the review. The complete research selection process 

is depicted in the PRISMA flow diagram shown in 

Figure 3. The study's findings are explained as 

follows: 

Big data analytics barriers in public institutions 

The most cited challenges encountered during the 

study are summarized in Table 1. These challenges 

were identified through the application of our 

methodology and by reading the adapted literature 

articles. The explanations provided here are within 

the context of public institutions, as indicated by the 

titles of the papers in our domain scope. Therefore, 

the explanations of the barriers are tailored to the 

setting of public institutions. However, it's important 

to note that the same challenges may also be 

encountered in other environments beyond the 

domain scope of this study. The challenges are 

categorized, and examples of specific challenges are 

provided under each respective category. 

Infrastructure and management barrier category 

The systematic literature review found numerous 

infrastructure and management challenges of BDA in 

public institutions. These included the following: 

Lack of innovative and business-driven approach 

for big data implementation: One of the critical 

challenges hindering the realization of BDA 

potentials in public institutions is the absence of 

innovative and business-driven approaches to 

implementing BDA technologies [103]. A significant 

failure rate of BDA projects in public institutions can 

be attributed to the lack of a proper implementation 

approach [104, 105]. Many government agencies 

have yet to initiate BDA initiatives that can progress 

beyond the Proof-of-Concept Stage, causing them to 

miss out on benefits such as cost reduction in public 

service delivery and efficient resource utilization in 

sectors like healthcare [105, 106]. The current 

methodologies used in these initiatives, such as the 

National Institute of Science and Technology and the 

Nirmala and Raj References Framework, among 

others, are ill-suited for the unique business processes 

of public institutions [106, 107]. While these 

approaches have gained acceptance in technical, 

online, and industrial corporations due to their 

technology-focused nature, they still suffer from 

critical weaknesses when applied to public 

institutions, such as a lack of business data 

requirements based on business processes, an 

excessive focus on technology infrastructure before 

addressing business process requirements, resulting 

in capital-intensive projects that are challenging to 

generalize because they are product-dependent. 

Organizational alignment: The concept of 

organizational alignment emerged as a key concern in 

the literature review, questioning whether the use of 

big data aligns with the structure, primary functions, 

and overall strategy of the respective public 

institutions. It emphasizes the need for projects 

involving big data to align with the organization in 

which they are implemented. 

Poor information and communication technology 

(ICT) infrastructure: Issues such as slow network 

connectivity are associated with this barrier [107–

109]. This encompasses various aspects, including 

computer hardware platforms, operating systems, 

business software, data storage, networking and 

telecommunications, internet connectivity, consulting 

services for system integration, and more [110, 111]. 

Information and communication technology 

infrastructure was assessed to determine if it met the 

characteristics required for the specific BDA 

application types. Evaluating the alignment between 

the present information technology system in public 

institutions and the IT network necessary for the 

chosen big data service category was deemed 

essential. It aimed to gauge the agreement between 

the current situation and a potential BDA-based 

future scenario. 

Inadequate scalability of legacy storage systems: 

Scalable database systems are essential for designing, 

developing, implementing, modifying, and reforming 

public institutions through BDA. Public 

organizations have grappled with the limited 

scalability of outdated database systems. Big data 

introduces changing data volumes with dynamic data 

formats from diverse sources at varying velocities, 

posing challenges to the effective application of big 

data and associated analyses [110, 111]. A 

consequence of inadequate scalability in legacy data 

storage systems is an added burden on the data 

visualization and presentation process, a crucial step 

in the data management pipeline. Visualization and 

presentation tools must be configured to ensure that 
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data processing and analysis results can be easily 

visualized and presented to the target audience. 

Otherwise, public institutions may accumulate, 

process, and analyze vast amounts of data without 

effectively communicating the outcomes to their 

intended audience. The literature review emphasized 

that neglecting scalability issues can result in 

difficulties in deducing and comprehending data 

processing and analytics results. 

Inaccurate interpretation of processing and 

analytics results: The accurate interpretation of data 

analysis results is crucial for deriving meaningful 

knowledge and effectively utilizing it [112]. 

BDA for data processing challenge: The review 

also identified that the existing infrastructure and 

management approach is inadequate for supporting 

and handling big data, particularly during the third 

phase of the data management pipeline, which 

involves "data processing and analytics" [113, 114]. 

Modern analytics systems, such as BDA, capable of 

managing the entire spectrum and dynamics of 

generated data are essential for processing vast 

volumes of rapidly incoming data from various 

sources [114–116]. While there are proposed 

solutions for some of the challenges posed by BDA, 

such as emerging innovations in the fourth industrial 

revolution (4thIR), these technologies are advancing 

faster than their adoption [117, 118]. 

Big data storage and retrieval: Infrastructure and 

management constraints are also associated with data 

storage and retrieval issues, as indicated by the 

research review [119, 120]. The challenges arise from 

the diverse sources and high volumes of big data, 

which can hinder the generality of conclusions, 

whether predictive or prescriptive, and create 

bottlenecks in infrastructure and management within 

public institutions [120]. To effectively handle the 

increasing frequency of big data, public institutions 

must adapt, implement, or develop analytics 

technologies capable of managing the growing data 

volumes and sources in the 4thIR era [121]. 

Integration of new big data technology: Finding an 

approach that combines new big data technology with 

existing traditional information technology platforms 

is an example of how the infrastructure and 

management barrier category intersects with 

information technology itself. It is also related to the 

challenge of integrating disparate data sets. The three 

valid Vs of big data—quantity, speed, and variety—

are causally linked to the continuum of infrastructural 

and management challenges in BDA within public 

institutions, as evident from the category of 

infrastructural and management issues [122, 123]. It 

is strongly recommended that a business-driven 

approach, along with a thorough understanding of the 

barriers and opportunities related to BDA in public 

institutions, is essential to improving the delivery of 

public services over time [122, 123]. 

Data quality challenge: Another category of 

challenges for BDA in public institutions relates to 

data quality. This category encompasses issues such 

as missing data, inconsistent data, data inaccuracies, 

and duplications, resulting in unnecessary 

redundancy and inefficient resource utilization [124–

126]. Data quality is crucial for obtaining accurate 

and clean data suitable for the intended purpose and 

evidence-driven decision-making and policy 

formulation. As highlighted in the introduction, one 

of the public domains benefiting from BDA is 

healthcare, where human lives are at stake. Poor-

quality datasets used to make decisions regarding 

patient treatment can lead to catastrophic loss of life. 

Organizational challenge: During the study, 

organizational barriers were identified as features of 

the organizational framework and culture that were 

incompatible with modern technologies. These 

barriers included issues with the flow of authority, 

challenges in aligning goals and expectations 

between IT and business departments, and resistance 

to change rooted in the organization's historical 

operations. Typical symptoms included an inability to 

recognize the strategic advantages of investing in 

BDA and a lack of organizational cohesion and 

collaboration due to organizational fragmentation 

[127]. 

Human Barrier Category: These challenges can be 

attributed to employees lacking data analysis abilities 

[128]. The human challenge category was also 

identified as one of the barriers related to BDA in 

public institutions, encompassing two aspects: a lack 

of skills and a shortage of training opportunities for 

dealing with BDA in public institutions [128, 129]. 

The adoption of BDA and the management of big 

data demand highly specialized data analytics skills 

and ongoing training in BDA [129]. End-user 

proficiency in evaluating and interpreting analytical 

results from BDA should not be overlooked [130, 

131]. 

E-Ethics, security, and privacy barrier category: 

Finally, the ethics, security, and privacy barrier 

category were found to be a significant hurdle if 

public institutions are to successfully implement 

BDA in their business processes. This category 

encompasses atomic barriers such as data sharing, the 

digital divide in big data technology, ownership, 

privacy protection, and access controls. Ethics, 

security, and privacy issues were found to be closely 

related to the volume and multiple sources of big data 
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[132, 133]. The literature review analysis 

recommended that key stakeholders in public 

institutions should strive to enact approaches and 

frameworks focused on streamlining data exchange, 

enhancing access control, bridging the big data 

digital divide, and ensuring privacy protection [134]. 

Without public institutions openly sharing data with 

the public, there can be no trust and confidence in 

public institutions' business processes and 

procedures, resulting in a lack of transparency and 

accountability in government operations as perceived 

by citizens [134–136]. This category of obstacles can 

also pertain to privacy and the security of individual 

data both inside and outside of organizations. 

 

In conclusion, the overall barriers to BDA 

implementation in public institutions can be 

summarized as follows: the most current and critical 

barriers are associated with infrastructure and 

management approaches aligned with the business 

processes of public institutions. While ethics, 

security, and privacy issues are also important 

considerations for public institutions when 

implementing BDA, a significant portion of these 

issues is predominantly linked to human factors 

[136]. Research should focus particularly on the area 

of infrastructure and management hurdles, as well as 

on the ethical, security, and privacy issues related to 

the use of BDA in public organizations.  

 

BDA presents a range of critical ethical challenges in 

addition to technological ones. Given the importance 

of data analysis in governing society, ethical 

awareness is crucial. Therefore, the rapid 

advancement of information technologies 

underscores the need for further research in the field 

of ethics and information technology within public 

institutions. Future research should address privacy 

and security vulnerabilities associated with big data, 

including those related to international legal and 

regulatory disparities. Table 6 provides a summary of 

categories and atomic barriers to BDA 

implementation in public institutions.

 

Table 6 The summary of categories and atomic barriers of BDA implementation in public institutions 

 Barrier Category Atomic Barrier 

A Infrastructure and 

Management  

Lack of innovative and business-driven approach for big data implementation 

Poor information communication and technology infrastructure 

Inadequate scalability of legacy storage systems 

Data visualization and accessibility  

Results of incorrect data analytics as well as interpretation 

Large-scale data processing puzzle solved by BDA 

Big data storage and retrieval 

  

B Data Quality  Missing data 

Inconsistent data 

Inaccurate data 

Duplicate & redundancy of data 

  

C Organizational Authority flows 

Communication 

Goal and expectation alignment between IT and business departments is challenging 

  Resistance 

D Human  Lack of Skills 

Lack of training avenues for BDA 

E Ethics, Security, and 

Privacy 

Data Sharing  

Privacy Protection  

Ownership 

Accessibility  

Big data digital divide 

 

Prospects for BDA in public institutions  

The benefits that BDA can offer to public institutions 

have become evident after examining the findings of 

the research under discussion. According to the 

potential highlighted by the systematic literature 

review, BDA has much to offer when applied and 

adapted appropriately to the business operations of 

public organizations. The analysis revealed that the 

benefits that can be derived from BDA in public 

institutions can be categorized into seven themes 

(Figure 6), as follows: 
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Figure 6 The reviewed prospects of BDA in public institutions 

 

First, social media for public decision-making: BDA 

can enable public institutions to make informed 

decisions based on interactions on social media 

networks by citizens [136, 137]. The vast amount of 

information people shares and communicate through 

their social media accounts can provide valuable 

insights for sentiment analysis of citizens [137–140]. 

According to [138, 141], by applying data mining 

techniques to social media data, challenges ranging 

from poor resource management to financial misuse 

can be addressed quickly [141, 142]. 

 

Secondly, knowledge management: BDA 

technologies can serve as a foundation for knowledge 

management, encompassing knowledge preservation 

and dissemination in any form. Public institutions are 

known for enacting policies and frameworks that 

promote knowledge creation [142, 143]. However, 

without advanced data analytics tools for preserving 

and disseminating this knowledge, the efforts put into 

its creation, along with the enacted policies and 

frameworks, can go to waste. With effective 

knowledge dissemination strategies using BDA 

techniques, public institutions can anticipate the need 

for appropriate policies before citizens demand them 

[143]. It's important to note that government datasets 

should be made available to assist public institutions 

in aligning with citizens' interests. It is the 

responsibility of public institutions to collect data 

from citizens safely and utilize it for the betterment 

of society, ranging from economic and health aspects 

to education and overall safety. 

 

Thirdly, public participation in government 

programs: BDA can promote citizen participation in 

government planning and policy-making activities. 

Citizens are the focus and beneficiaries of public 

institutions' existence [144, 145]. Overlooking citizen 

participation and their roles in government planning 

and policy-making can render discussions about 

leveraging and harnessing BDA in public institutions 

futile, along with citizens' non-compliance with 

government programs [145]. Citizen participation in 

government activities is crucial for building trust and 

confidence in public institutions' processes. 

 

Fourth, healthcare advancement: BDA 

technologies are known for advancing the healthcare 

sector in terms of both service quality and 

throughput. Big data supports subsystems such as life 

support systems, electronic health records, 

recommendation advisory systems, and surveillance 

support systems for tracking epidemic outbreaks via 

the internet, among others [146–153]. To fully 

harness the promising potential of BDA in public 

institutions, Schulte and Bohnet-Joschko [153] 

recommend continuous research in this area. BDA 

enables governments to gain insights into their 

spending and identify inconsistencies. 

 

Fifth, smart urban and transport development: 
BDA can facilitate smarter urban planning and 

development by enabling the creation of smart cities 

through innovations in the internet and data science, 

both of which rely heavily on big data [154, 155]. To 

enhance the well-being of citizens in urban 

Big data analytics 

prospects in public 

institutions 

Management of knowledge 

Public participation in government programs [169] 

Social media for public decision making 

Healthcare advancement 

Smart urban and transport development [167, 168] 

Decision support and strategy formulation  

Data governance 
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environments, smart cities can use large-scale data 

for improved decision-making, air quality 

monitoring, and technology innovations in 

transportation and traffic management [155, 156]. 

Technology innovations in urban environments, such 

as transport and traffic management, heavily rely on 

large-scale data for training machine learning models 

and conducting simulation experiments to ensure the 

accuracy of these innovations [157, 158]. This can 

lead to reduced greenhouse gas emissions, improved 

security and emergency services, and better control 

of wastewater pollution, among other benefits. 

 

Sixth, data governance: This aspect involves 

managing trade-offs between the effectiveness of 

public services and concerns related to privacy, 

ethics, and legal considerations surrounding data use 

and security in public institutions, including access 

rights management [159], personal data security, and 

[160, 161]. 

 

Seventh, decision support and strategy 

formulation: This theme highlights the role of BDA 

in facilitating informed decision-making in public 

institutions [162–164]. It also demonstrates how 

improved decision-making can lead to better national 

public policies [163–165]. BDA can assist public 

organizations in developing long-term business plans, 

including resource allocation, capacity development, 

and profit maximization strategies [163–166]. 

 

5. Discussion  
The goal of RQ1 was to compile the most recent 

studies on BDA challenges in the realm of public 

institutions. To address this query, Figure 4 

illustrates a rising trend in the number of 

publications, indicating a growing interest in the 

research topic in academia. RQ2 aimed to explore the 

potential applications of BDA in the field of public 

institutions. These questions have been addressed by 

examining the context of the research papers that 

were analyzed. The purpose of this review was to 

assess the opportunities and constraints associated 

with the concept, which served as the framework for 

evaluating the selected papers, in order to gain a 

deeper understanding of how BDA is perceived in 

public institutions. BDA is being utilized in public 

institutions worldwide, but the results of the content 

analysis also reveal challenges that may impact their 

development and implementation in these institutions 

in the future. Since the study themes primarily focus 

on real-world usage and issues related to the use of 

BDA in public institutions, the challenges are 

addressed from a practical standpoint. The research 

limitations and conclusions, which also include 

insights into the future, indicate the potential for 

beneficial BDA developments and applications in 

public institutions. 

 

BDA is theoretically defined as the analysis of a 

substantial volume of data with specific 

characteristics, generating new insights while also 

posing constraints for existing technology. These 

outcomes result from the methods employed. While 

academics and industry experts typically describe big 

data in terms of its features and associated analytics, 

definitions and these characteristics are essentially 

unrelated. Definitions are rarely provided in 

empirical research papers. The findings make it 

evident that there is no consensus on how big data 

should be defined. The study by [48], which also 

identifies a lack of consensus on a definition, is 

supported by the fact that other investigations have 

not identified a clear definition of big data either. 

This suggests that the absence of recommended 

definitions may not be solely attributable to the 

research methods applied. Since empirical studies 

primarily focus on the future of BDA, we turn to 

literature review assessments to gain insight into an 

appropriate definition. Nevertheless, one can be 

derived by applying the concept of information in 

public institutions, which is defined as "information, 

including all information products and services in any 

format, generated, created, collected, processed, 

preserved, maintained, funded by, or for public 

entities." "Information products in any format" could 

also be interpreted as "data in any form," which is a 

characteristic of big data, aside from the proliferation 

and explosion of information on a global scale. This 

type of "information product" could be generated in 

significantly larger quantities. Therefore, big data 

essentially resides in the data that government 

agencies possess. Public agencies utilize big data and 

related analytics, including public data analytics, 

which they and other organizations make available to 

promote transparency and stimulate economic 

growth. While there is no single, universally accepted 

definition or concept of open data, there does appear 

to be consensus on what qualifies as open data [170]. 

In a democratic setting, all public information is 

regarded as public data. In other words, BDA can 

employ color to represent the type, quantity, and rate 

of growth of this information. 

 

One of the primary driving factors behind the 

development of BDA is the advancement of 

communication and information technology. Public 

entities have historically collected a wide range of 
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data types. Techniques like data mining are opening 

up new opportunities for uncovering insights, leading 

to the increasing prevalence of BDA in both 

corporate and government institutions. According to 

the selected papers, a significant component of this 

data-driven progress is focused on public decision-

making. Consequently, the use of big data for 

evidence-based decision-making may become crucial 

in nearly every aspect of public institutions, offering 

new possibilities and benefits. The future of big data 

and its analytics could be further propelled by the 

growing popularity of social media and open data in 

public organizations. 

 

Based on studies and discussions about the potential 

of BDA in public institutions, numerous examples 

exist of government entities practically utilizing BDA 

to benefit public authorities, organizations, society, 

and citizens. Many sectors, including urban 

management, healthcare, and citizen engagement, 

make use of BDA and vast datasets. For instance, 

BDA is employed to establish knowledge 

infrastructure in urban management, facilitating the 

management of pre- and post-travel conditions 

through an intelligence-based information system. 

Several cities, notably in Norway and Sweden, have 

explored the availability of such a system. 

Additionally, data from website searches, 

reservations, and customer reviews is frequently 

harnessed. There appears to be a consensus regarding 

the importance of data readiness, circulation, and 

their role in promoting openness, enhancing 

transparency, and increasing citizen engagement with 

government and its decisions. Concerns regarding the 

gap between the governing body and civil society in 

fostering an environment for freely accessible 

information are raised by [170]. Although experts 

continue to emphasize citizen interaction as a crucial 

element of the electronic government and data 

society era, this analysis demonstrates how much 

emphasis has been placed on how public institutions 

operate. The diverse range of BDA opportunities 

available to public institutions underscores the 

growing importance of big data for these 

organizations. 

 

Future BDA implementations hold great promise for 

innovation, particularly in the public sector, 

healthcare, business, and industry. According to a 

recent study [171], BDA has the potential to assist 

healthcare professionals in maximizing their time 

with patients and enhancing the quality of care by 

utilizing accurate and easily accessible data to 

improve the precision and speed of patient 

information processing. Furthermore, BDA can 

facilitate electronic communication between patients 

and healthcare specialists, aiding in the generation of 

digital recommendations. Another possibility is the 

establishment of a centralized healthcare system, 

which may be achieved by conducting more 

extensive research on BDA and its utilization in 

constructing intricate medical networks connecting 

patients, healthcare providers, and pharmacists. 

 

In addition to healthcare, new digital public 

institutions that enable people to vote and participate 

in civic life may emerge. While many countries are 

taking initiatives in this direction, their impact is 

limited because not everyone can engage in 

electronic government. One advantage of an 

electronic voting system is the potential for 

transparency in the voting process. Moreover, users 

should be able to access electronic services through a 

user-friendly graphical interface. 

 

There are numerous obstacles and challenges 

associated with BDA, as well as several pressing 

concerns regarding its management. The collection, 

retention, retrieval, and overall processing and 

presentation of complex information are some of the 

challenges exacerbated by the sheer volume of 

datasets. Researchers argue that in order to cope with 

the exponential growth of data, public institutions 

and entities handling big data and related analytics 

must develop technology, management structures, 

and coding expertise. Additionally, as data volumes 

continue to expand, concerns about security and 

privacy risks associated with big data are likely to 

intensify. Therefore, each BDA program should 

assess potential privacy and security issues. Privacy 

may remain one of the most significant challenges in 

the context of big data, especially as some individuals 

are hesitant about having their data stored as 

electronic records. This poses a significant challenge 

when critical data is required to provide a digital 

service. Stringent data protection laws and 

regulations can also influence how users perceive 

data privacy. Moreover, having skilled and 

competent personnel is essential to address 

contemporary challenges effectively. Innovative 

management methods, processes, and policy 

frameworks are needed to tackle the challenges, 

transform BDA into actionable insights, and facilitate 

the comprehension of BDA outcomes. Other 

potential applications of BDA in public institutions 

that were examined include data governance, 

decision support, strategy formulation, and smart 

urban and transportation development. 



International Journal of Advanced Computer Research, Vol 13(64) 

47          

 

A comprehensive framework was presented, 

consisting of six crucial components for BDA 

implementation in public institutions, based on the 

knowledge derived from the current systematic 

literature review and analysis, as illustrated in Figure 

7. These components exhibit a degree of 

interconnectedness. The block diagram uses numbers 

(1, 2) to indicate that it first addresses the BDA 

components alphabetically (A-F), as indicated in 

Figure 7 if public institutions are to harness and 

leverage BDA technologies in their daily business 

processes. However, the availability of both 

government public data and other types of data is 

necessary to ensure the feasibility of the beneficial 

outcomes while addressing the challenges. The 

overarching idea regarding the potential of BDA in 

public institutions is collectively summarized as the 

ability to make evidence-based decisions for the well-

being of society, as depicted in Figure 7.

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Figure 7 The comprehensive block diagram illustrating the complete approach of the study's observations about 

BDA in public institutions 

 

6. Conclusion  
Furthermore, two critical aspects, privacy, and 

security, which are essential for the development of 

any big data system, receive minimal attention. 

Current developments in data privacy require that 

BDA systems adhere to regional data privacy laws 

and meet stringent security standards. Despite 

potential concerns about security and privacy that 

could impede the growth of BDA, these issues are 

seldom addressed in studies, and clear guidelines are 

lacking. Additionally, information is collected cross-

sectionally rather than longitudinally. The use of a 

longitudinal technique could enhance knowledge of 

the relationships and causation between different 

aspects.  

 

Although various studies on BDA have been 

conducted, significant knowledge gaps remain 

regarding the public administration of big data, 

necessitating further research. Based on the findings 

of this literature review, recommendations are 

provided to identify potential areas for future 

research. Establishing a consistent definition of BDA 

within the context of public institutions, while 
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challenging, is essential to achieve a shared 

understanding. A clear definition could also benefit 

the coordinated use of big data in other industries. 

 

This paper has provided a comprehensive 

understanding of various aspects related to BDA in 

public institutions. These aspects have been discussed 

in terms of barriers, prospects, and recommended 

actions for the future of BDA in the context of public 

institutions. While the literature review demonstrates 

that BDA holds significant potential to address 

various challenges faced by public institutions in 

domains such as health, education, agriculture, and 

food security, there are substantial barriers and gaps 

that must be addressed both before, during, and after 

the implementation of BDA in public institutions. 

Without overcoming these barriers, realizing the 

extensive benefits promised by BDA could remain 

elusive. 

 

The design and development process of big data 

systems, while sharing similarities with other 

systems, differ in scale and processing nature. Some 

projections suggest that up to 90% of the data 

generated by devices may have limited value. 

Therefore, the initial step is to identify relevant data, 

which requires a deep understanding of functional 

requirements. Effective data management often 

involves handling a combination of structured and 

unstructured data. While there are various non-

relational database structures available (such as key-

value, key-document, and graph databases), 

processing such structures can be a complex task. 

Typically, processing in BDA relies on highly 

distributed processing frameworks, often utilizing 

architectures like Hadoop. This entails the creation 

and replication of clusters with the aim of optimizing 

cluster configurations to balance workloads. Data 

must be processed once it has been stored and 

defined, and traditional languages like Structured 

Query Language (SQL) may not be sufficient for this 

task. Developing new languages and tools for data 

processing is a critical challenge. After data 

processing, the next step involves understanding and 

effectively applying the results. A complete list of 

abbreviations is shown in Appendix I. 
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Appendix I 
S. No. Abbreviation Description 

1 4thIR Fourth Industrial Revolution 

2 AD Autonomous Driving 

3 AI Artificial Intelligence 

4 BDA Big Data Analytics 

5 HDFS Hadoop Distributed File 

System 

6 IoT Internet of Things 

7 MR MapReduce 

8 NoSQL Not Only Structured Query 

Language 

9 PII Personal Identification 
Information 

10 PRISMA Preferred Report Items for 

Systematic Review and Meta-
Analysis 

11 SALSA Search, Appraisal, Synthesis, 

and Analysis 

12 SLRA Systematic Literature Review 
Analysis 

13 SQL Structured Query Language 

 

 


