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Abstract

effectiveness of our approach.
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Data security is very important aspects in different areas of communication. This paper deals with text data encryption as
maximum of the data communication is basically depends on text data. In this framework first the text data is loaded in
the framework. Then it is partitioned into different blocks. The data is encrypted by RC5 method and keys are generated
according to the blocks. Then an addition join key is generated for joining the blocks. Finally the results are compared
based on the histogram, key lengths, variations in keys and image conversion. The comparative study shows the

1.Introduction

Information security has turned into a critical concern
today for the fruitful operations of wvarious
prerequisite of any association. The data security is
the genuine concern and protecting an affiliation's
information asset from security dangers [1, 2]. With
an eye to scene division techniques are ensign for
countermeasures against different security perils of
the definitive information. The fluctuated points of
view of perils and vulnerabilities make undermining
condition for the information executive [3, 4]. It is
currently a testing assignment for the ventures as all
the correspondence and business depends on the
information as it is the center piece of any association
[5, 6].

There are a few cryptography strategies, which are
helpful in information security, for instance, private
or mystery key cryptography, open key cryptography,
advanced mark and hash work [7]. Private key
cryptography, a private key is utilized. Progressed
encryption standard (AES), Blowfish, CASTS5,
Grasshopper, RC4, RC5 and 3DES are the cases of
private key cryptography.
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This requires wander as a last resort part pass on
offering a pantomime of the key and the key be
struck by be passed manage without a sheltered
channel to the next individual [8]. Private-key
cryptography is level indestructible and adequately
completed for information security. Along these lines
they are more than once for mass estimations
encryption. Open key cryptography utilizes an open
and private combine for information encryption.
RSA, elliptic curve cryptography (ECC) also, Diffie—
Hellman key trade. There are other strategies jump at
the chance to deliver process hashing the message
and can encode the process to create computerized
signature [9, 10].

Because of by and large using content as a piece of
correspondence strategy, it is fundamental to shield
the mystery content data from others that is most
certainly not approved for the worry information [11]
[12]. To scramble content data one needs to encode
the information that is germane to each pixel, since
pixels are the basic building bit of picture
information [13, 14]. The encoded substance could
contain extraordinary properties that pass most by far
of the testing criteria so technique for content
encryption should be adequately solid. The encoding
strategy will change the data into confused structure
and decreasing the degree of the data, archive or
extend the traverse of the record [15].
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2.Related work

In 2009, Juan et al. [16] suggested that the Bluetooth
is a low-cost short-range wireless communications
medium. Thy suggested security is greater concern in
these devices. They have applied DES algorithm to
enable Bluetooth technology for military purposes.

In 2011, Murthy et al. [17] focused on encrypting the
data based on stream cipher method. The data
considered was between the mobile stations and base
stations. The keys are generated using genetic
algorithm. This genetic algorithm technique gives the
best or optimal key for encryption. Before we single
point cross over technique is used in generating
optimal key for encryption but this paper emphasizes
on genetic algorithm technique for different sizes of
population and different number of iterations
considering multi point crossover. The plain text
which is to be encrypted along with the key are
encoded using the arithmetic coding technique.
Encryption is done to convert the plain text into
cipher text.

In 2012, Kester et al. [18] contributed in the area of
cryptography application. They have developed a
cipher algorithm to produce the ciphered image and
also to decrypt ciphered image. The calculation at last
makes it feasible for encryption and unscrambling of
the pictures in light of the RGB pixel the calculation
was actualized utilizing MATLAB.

In 2012, Jing et al. [19] suggested that the text
encryption method is capable in information security.
On the premise of dissecting the parallels between
content watermarking and content encryption, a
content encryption calculation in view of common
dialect handling is proposed. Three semantic changes
in normal dialect preparing are presented. At long
last, the necessities and the procedure of the content
encryption calculation are given.

In [20-22] authors have suggested different
encryption techniques with different file formats have
been applied in server and client communication
security and provided a practical overview and their
implications. The results suggest that their techniques
are capable in securing server data.

In 2013, Saraireh et al. [23] proposed a secure system
for communication. Their algorithm combined
cryptographic algorithm together with steganography.
It helps in providing robust and strong
communication system to protect from the attackers.
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Thy have used filter bank cipher to encrypt the secret
text message. Then a discrete wavelet transforms
(DWT) based steganography is adopted to hide the
encrypted message in the cover image by modifying
the wavelet coefficients. Their result suggests that it
provides high level security.

In 2016, Park et al. [24] deals with two security
problems between the cloud computing service and
trusted platform module (TPM). They suggested the
first problem is the social issues from inside
attackers. For this they suggested encrypted DB
retrieval system. They suggested the second problem
is that cloud computing has limitless computing
resources. To conquer the shortcoming and create
synergic impacts between the two advancements, we
join two applications (cloud datacenter benefit, TPM
chip) as a portable concurrent innovation. The
principle strategies are TPM-security-customer and
veiled keys. With these techniques, the genuine keys
are put away in TPM and the faked keys (covered
keys) are actualized for calculations rather than
genuine keys. Accordingly, the consequence of the
faked keys is the same as the genuine keys. So their
framework is secure against both of the insiders and
pariahs, the distributed computing administration can
enhance security shortcomings.

3.Proposed work

The proposed framework allows the client to register
in this framework and authenticated by the admin.
After authentication clients can received the data
from the admin. The whole process is divides in the
following manner:

1.File partitioning

This is the first phase. In this phase the available data
is divided into different block as per the block
division algorithm. The maximum 8 blocks are
permitted.

2.RC5 encryption

Then RC5 encryption and decryption algorithm have
been applied for data encryption and decryption
purpose. It provides the key sizes between 0 to 2040
bits and block sizes of 32, 64 and 128 bits.

3.Key productions

Our method provided block based encryption and
decryption which is applied on the number of blocks.
The numbers of keys generated are the same as the
number of blocks.
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4.Image conversion

In this phase the blocks are then converted into
images to show it in the encrypted form. To join it to
the final version the join key is also generated.

5.Image received by the receiver

The data is send to the client along with the keys. The
receivers first apply the decryption key and then
apply the join key to join it to form the complete
data.

It is pictorial represented by the flowchart as shown
in Figure 1.
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y

Final data

Figure 1 Working flowchart
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RC5 algorithm [25]

The following terminology has been used in this
algorithm:

w — Word length (Example: 16, 32 or 64)
u = w/8 word length (bytes)

b — Key length (bytes)

K[] — Key array

¢ — Key length (words) (1, if b = 0)

L[] — Temp array

R — Number of rounds

t = 2(r+1) (number of required round)

S[] — Sub key array

Pw — First constant

Qw — Second constant

A, B —Word block

Step 1: K is divided into words.
u=w/8

¢ = ceiling( max(b, 1) / u)

Step 2: L is a temporary array initially with a c-length
list.

i=b-1t00

L[i/u] = (L[i/u] << 8) + KTi]

Step 3: S array is initialized. Initially it is 2(r+1)
length list

S[0] = Pw

i=1tot-1do:

S[i] = S[i-1] + Qw

Step 3: Key scheduling follows the below loop
i=j=0

A=B=0

do 3 * max(t, c) times:
A=S[i]=(S[[]+A+B)<<<3
B=L[[]=(L[]]+A+B)<<<(A+B)
i=(+1)%t

j=(+1) %c

Step 4: Encryption

A=A+ [0]

B=B+S[1]

fori=1tordo:
A=((A"B)<<<B)+S[2*i]
B=(B"A)<<<A)+S[2*i+1]
Step 5: Decryption

fori=rto1do:
B=(B-S[2*i+1])>>A)"A
A=((A-S[2*i]))>>>B)"B
B=B-9[1]

A=A-S[0]

4.Result analysis

To validate the results the produced results have been
compared with the previous method [26]. The
strength of this approach is providing different keys
according to blocks and an additional key for joining
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it. The partitioning, number of blocks and encryption
as shown in Figure 2, Figure 3 and Figure 4. The
number of blocks is converted to images as shown in
Figure 5. The other results for the key length
comparison block and histogram comparisons are
shown in Figure6, Figure 7 and Figure 8.

See also If someone told you that he had a model that could predict
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Figure 5 Number of blocks with image form
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Figure 8 All files variations

5.Conclusions

In this approach a multiple key approach with textual
data have been proposed with block division along
with block key join approach. It provides the data
security in three ways first it partition the data and
convert the data in the encrypted form block wise
then all the blocks are converted into different images
and finally all the blocks needed different security
keys. After applying the security keys we needed a
join key also to combine the data. So the complete
security in our approach is improved. The
effectiveness is also shown by the image histogram
and all files variations.
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