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Abstract

In recent times, the popularity of digital photographs has increased due to their ability to convey more information than
conventional image and text content. However, their easy accessibility has made ensuring their security a major concern.
Therefore, serious problems can be quite challenging to minimize when testing and evaluating the validity of a study
problem and identifying malevolent intruders. To address these challenges, various digital image forensics techniques
have been proposed by numerous researchers to identify the forensics of an image and verify its content. The passive
method and the active approach are the two most used techniques in digital forensics. In this paper, a digital image
security forensics technique with different machine learning and deep learning classifiers was reviewed to demonstrate
the effectiveness of the approach. The use of these techniques was explored to enhance the accuracy of digital image

forensics.
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1.Introduction

Digital images have become an integral part of
modern communication and are widely used in
various fields, including social media, advertising,
and journalism [1, 2]. However, with the increasing
use of digital images, the issue of their security has
become a major concern [3]. Digital images can be
easily modified or manipulated, making it
challenging to verify their authenticity and integrity.
This has led to the development of digital image
forensics techniques, which aim to detect and analyze
the forgery in digital images [4, 5]. Passive digital
image security forensics has gained prominence as a
viable method owing to its efficacy and versatility
among the different techniques [6—9]. The purpose of
this paper is to give a concise overview of the latest
developments in passive digital image security
forensics, which encompasses its definition,
classifications, and practical applications. The paper
also highlights the importance of using advanced
machine learning and deep learning algorithms to
enhance the accuracy and efficiency of passive digital
image forensics. The findings of this review paper
can provide valuable insights for researchers and
practitioners working in the field of digital image
forensics.
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The passive approach to digital image forensics can
detect image forgeries by examining the inherent
hints and identifying patterns that arise during the
modification and creation of digital image content
[10, 11]. This research paper aims to highlight the
effectiveness of the passive forensic approach in
managing image security and introduces its various
applications in detecting digital image forgery. In
recent times, digital images have become
increasingly popular as they can convey more
information compared to traditional image and text
content.

Nonetheless, the simple accessibility of digital
images has given rise to a notable security concern,
posing a challenging problem to address. To tackle
the issue of image forgery detection and image
content authentication, numerous digital image
forensics (DIF) methods have been proposed by
developers and authors [12-15]. Digital forensics
relies on two primary techniques: passive and active
approaches [16]. The active forensic techniques
require the identification and design of various types
of fingerprints or watermarks for the image content,
which are then embedded into the digital image.
However, this technique necessitates watermarking
all images before sharing, which is frequently
unfeasible [17]. Consequently, passive approaches
have gained more prominence in managing image
security. By scrutinizing inherent hints and
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identifying patterns that occur during the creation and
modification of the digital image, these approaches
can detect image forgery [18—-20].

The main objective of this paper is to provide an
overview and critical analysis of the recent
developments in the field of passive digital image
security forensics, as discussed in various literatures.

This paper is organized as follows. Section 2 covers
the literature review. Methodological discussion in
section 3. Finally concluded in section 4.

2.Literature review

To store a digital image, there are multiple processing
steps that must occur. The image is first captured
using lenses that allow natural light to enter an
imaging device. A color filter array (CFA) is applied
to create a specific color pattern, with most cameras
using the RGB system [21]. This filtered light is then
converted to voltage and measured by photodetectors
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in the imaging area, which correspond to image
pixels. Demosaicing and interpolation are then used
to estimate missing color components [22]. Despite
the introduction of imperfections during this process,
these can be used to identify the source of the image
and detect tampering [23].

Distortions can be introduced by the lens during
image capture due to manufacturing and design
processes. Two types of distortions are spherical
aberration and chromatic aberration. Spherical
aberration occurs when the camera lens does not
focus on comprehending the color and various
wavelengths correctly. Noise is another feature of
digital camera acquisition. Photo response non-
uniformity (PRNU) plays a crucial role in generating
noise from the camera during image creation and
modification [21]. Renewing PRNU for each
captured image can help detect and address the noise
problem quickly. It also includes copy-paste
tampering as shown in Figure 1.

Figure 1 Tampering mechanism considering copy-paste tampering

The main purpose of utilizing lenses is to identify
image forgery, which can be accomplished through
various systems that capture both. A lens artifact
called purple fringing aberration (PFA) has been
introduced as a new method of successful extraction
for this purpose. PFA's formal directions can be used
as a distinctive fingerprint to detect any discrepancies

Table 1 Analysis of the related work

in the image during the testing phase. An algorithm
based on machine learning has shown improved
performance in detecting both tampering and forgery
[24].

Table 1 shows the outcome in terms of the analysis of
the related work.

Reference Result analysis

Kakkad et al., 2019[25]

The rapid progress in internet performance and speed has brought about a significant transformation in
human society. Real-time storage and processing of multimedia data now depend heavily on cloud
computing and its strategies. Given that images have become a major component in recent times,
ensuring their security has become vital.

Karthika and Vidhya
2019[26] and Cha et
al., 2018[27]

Ensuring system security has become a crucial concern in the present scenario, as failure to do so can
lead to data breaches and misplacement. Various Al methods, are being employed to enhance image
security.

Elkandoz et al.,
2019[28]

The performance and speed improvements of the internet have significantly transformed human
society. Cloud computing and its approach are essential for real-time, faster storage and processing of
multimedia data. In modern times, images constitute the majority of this data, so ensuring security is
crucial.

Karthika et al.,

In the current landscape, ensuring system security has become a critical priority. Otherwise, it can
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Reference Result analysis

2020[29] result in data breaches and data loss. Nowadays, various Al techniques such as SVM, ANN, and loT
are being used to guarantee image security [30].

Babu et al., 2019[31] The SVM and ANN classification techniques are highlighted in this study.

Shankar and In the current situation, digital image applications have been growing significantly compared to

Lakshmanaprabu, traditional methods. However, maintaining the security of digital images while sharing them through

2018[32] communication channels has become challenging. Therefore, people need to follow cryptography

methods to ensure ongoing secure image communication.

Susanto et al.,
2020[33]

Image encryption is a popular technique widely used for image security in recent times. In this
research, the researcher proposed three encryption techniques, namely chaos-based encryption, shift-
based encryption, and stream encryption.

Hasan et al., 2021[34]

The lightweight encryption technigue of image security is highlighted in this study.

Arora et al., 2021[35]

The combination of image encryption and image security in a hybrid model has significantly improved
digital security systems. This study provides researchers with a broader perspective on this topic.

Kumar et al., 2020[36]

This study sheds light on the importance of image security in various fields and comparative
techniques. It helps researchers gather information on how image security is utilized in different

contexts.

3.Discussion and analysis

The most widely used format for transporting and
storing images is JPEG. This is because JPEG
follows a long-established compression standard and
can establish a distinct compression pattern for each
image. By analyzing these patterns, it is feasible to
reduce crucial forensic indicators that disclose the
frequency of compression applied to an image and
whether every area of the image has undergone an
identical level of compression [37].

JPEG images undergo a non-overlapping division
process as part of their normal compression process.
The application of two-dimensional discrete cosine
transformation (2D-DCT) transforms pixels to the
image's frequency domain [21].

This paper provides a comprehensive analysis of
passive digital image forensics. It also describes how
passive approaches, with technological
improvements, have developed a place in the modern
world. Advances in this area have made it possible to
overcome active approaches [38]. The study
highlights the major aspects in the same direction
[39]. The wider part of the paper has focused on these
three traces, demonstrating that quality is maintained
in the structure [40, 41].

The most preferred way of digital image forgery is
copy-paste picture tampering, as discussed in this
section. Lighting from the real environment does not

effectively support an image, so artificial light is
often used. This passive digital image forgery has
used this lighting technique quite successfully, and
they provided a detailed analysis of this advanced
aspect of digital image forgery [42].

Figure 2 shows the overall analysis of the method
used as covered in the literature.

4.Conclusion

Based on the preceding discussion, the lens may
cause distortion that affects the captured image due to
manufacturing and design processes. This distortion
can take the form of spherical aberration or chromatic
aberration. One-time distortion may occur if camera
lenses do not focus on accurately capturing colour
and different wavelengths. Noise is another challenge
that arises when acquiring digital images. A key
factor in the noise produced by the camera is PRNU,
which can be identified and solved by renewing
PRNU for each collected image. With the
advancement of artificial intelligence technology,
deep learning techniques have emerged as a
promising solution in the field of digital forensics.
Various deep learning techniques, such as deep
residual networks, automatically learn features
extracted from samples during training, reducing
human involvement and minimizing human error.
However, while deep-learning-based techniques
show promise, they can also introduce issues in
digital image forensics.
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Figure 2 Forgery detection methodology used in this study
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