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This paper explores the integration of AES and Blowfish algorithms for video encryption, utilizing a random password
generation process to enhance efficiency in encryption and decryption. The study compares the results through various
methodologies. One category assesses data using RGB buffer calculations, demonstrating that minimal RGB buffer
variations ensure accurate encryption, making it suitable for video protection. Significant differences between original
and encrypted image RGB attributes highlight robust encryption. The proposed approach combines AES's adaptability
and Blowfish's efficiency, demonstrating their effectiveness for safeguarding sensitive digital content. The research
advances video security within the contemporary digital landscape, addressing the imperative need for robust encryption
techniques to protect valuable data during transmission and storage.

1.Introduction

In the contemporary era, a significant advancement in
the field of information storage, particularly in the
context of image data, has emerged within the
research community. This development holds
paramount importance due to its implications for data
security, as well as the seamless transmission of
information without infringing upon copyright
protections.

To achieve these objectives, various techniques such
as Cryptography, Steganography, and Watermarking
have been explored, offering avenues for data
security and authentication [1]. The concept of data
concealment can serve multiple purposes, including
safeguarding  copyrighted  content,  revealing
alterations in visual scenes [2], and facilitating covert
message transmission. Additionally, data
concealment techniques have the potential to assess
the quality of compressed videos without relying on
the original reference.

This is achieved by evaluating the discrepancies in
the extracted hidden messages [3].
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Steganography, as a legitimate approach within the
realm of information concealment, plays a pivotal
role [4]. Notably, security considerations are of
paramount importance from the inception of
designing  distributed databases, especially in
scenarios involving sensitive information [5]. The
matter of security and intrusion detection
mechanisms is also thoroughly explored in previous
works [6-9].

Furthermore, the encryption and decryption processes
applied to data during communication channels
contribute significantly to data integrity. Techniques
like DES, RSA, RC4, and RC5 are commonly
employed for encryption and decryption purposes
[10]. Block-based data segmentation can be executed
through methods such as subset superset mining or
distribution strategies [11-16]. This segmentation
becomes particularly relevant in scenarios where the
sender's data and the recipient's format differ, leading
to heightened complexity and tighter security on the
receiving end. Cryptography involves encoding the
original content to produce ciphertext, while
decryption reverses this process to retrieve the
plaintext. Steganography, on the other hand, involves
concealing the original content within another format,
such as text, PDFs, or images. The recipient then
independently extracts and decodes the concealed
content. Cryptography, however, transforms the
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original plaintext into an encrypted, unintelligible
form [13]. This encrypted content is surreptitiously
transmitted by the sender to prevent unauthorized
access, and upon reception, the reverse process is
applied for decryption based on an algorithm.
Decryption involves converting encoded data back to
its original, readable format [17-21].

The primary objective of this paper is to explore the
combined utilization of the AES and Blowfish
algorithms for encrypting video data. By employing
these robust encryption methods, the paper aims to
enhance the security and confidentiality of video
transmissions, aligning with the contemporary need
for safeguarding sensitive digital information.

2.Literature review

In 2021, the importance of data security was
emphasized by Goyal and Sharma [22] in the modern
IT landscape, particularly in wvulnerable cloud
environments. Encryption methods like AES, DES,
BLOWTFISH, and Pailier were utilized to secure data
in various formats, aiming to limit authorized access.
Their performance was compared across different file

types.

In 2021, cloud computing's dynamic nature was
highlighted by Goyal and Sharma [23], enabling
efficient data access and sharing. Data security
concerns escalated with technological growth,
necessitating secure data storage and transmission.
Cryptographic techniques were introduced to ensure
data integrity, analyzing DES, AES, Paillier, and
Blowfish algorithms. Parameters like file size,
encryption/decryption time, and memory usage were
evaluated.

In 2022, encryption techniques for data security were
explored by Shakeel et al. [24], focusing on
algorithms like DES, IDEA, 3DES, AES, ECC, RSA,
and blowfish. AES excelled in decryption.
Suggestions were made to consolidate algorithms for
enhanced security.

In 2022, the significance of data security across the
IT sector was emphasized by Vishnoi et al. [25].
Encryption played a crucial role in rendering data
unreadable to hackers. A low-bandwidth encryption
method was introduced, compared to DES, 3DES,
AES, blowfish, and RSA in execution time and file
size. The proposed approach was faster for smaller
data sizes, aiming to enhance encryption complexity.
The key was generated from the message to enhance
security.
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In 2023, Parida and Bhanja [26] discussed the
deployment of smart meters in Smart grid,
introducing RSA, Blowfish, AES, DES, and 3DES
algorithms. Hybrid RSA-Blowfish used intermediate
Blowfish and RSA for encryption. Eigenvalue
Encryption utilized eigenvalues for key generation,
comparing both algorithms based on factors.

In 2023, the integration of cloud computing was
examined by Yadav and Kumar [27], emphasizing
data security's importance. Cryptography algorithms
like DES, triple DES, Blowfish, AES, IDEA, RC4,
RSA, and ECC were analyzed in a Node JavaScript
environment, providing practical insights.

In 2023, the significance of secure communication
was emphasized by Souror et al. [28] in the digital
era. Cryptography played a vital role in safeguarding
sensitive data during transmission and storage. They
introduced the Hybrid-Blowfish algorithm, which
combined Blowfish and SCA counter-measures, and
compared DES, 3DES, AES, blowfish, RSA, and
Hybrid-Blowfish, revealing a 25% increase in cyber-
security strength.

In 2023, Susmitha et al. [29] indicated that data
security involved protecting data from unauthorized
access, ensuring privacy, availability, and integrity.
Hybrid cryptography combined symmetric-key and
public-key methods for secure communication and
storage, safeguarding sensitive data. Cloud adoption
addressed data storage challenges, but security
concerns persisted. The study proposed a method to
secure critical data and communication, addressing
unauthorized access.

3.Methods

This paper delves into the utilization of AES and
Blowfish algorithms for video encryption, integrating
a random password generation approach to enhance
the efficiency of the encryption and decryption
processes. To facilitate this, a distinct phase was
introduced where the video data was treated as a
binary file, rather than being directly employed for
encryption or decryption. This required a preliminary
step of converting the entire video content into a
binary file format, creating the foundation for
subsequent encryption and decryption operations.
Consequently, the input data used for the encryption
and decryption procedures was in the binary format.

Figure 1 provides a comprehensive illustration of the
operational process outlined in this study. It visually
encapsulates the sequential steps involved in the
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conversion of video content into binary data,
followed by the encryption and decryption phases
utilizing the AES and Blowfish algorithms. The
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Figure 1 Flowchart of working procedure

The process of data encryption and decryption was
facilitated by combining the AES and Blowfish
algorithms. These algorithms operated by utilizing
binary data as input for the encryption process.
Initially, the AES algorithm was applied to the
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process flow depicted in Figure 1 serves as a visual
aid in understanding the working mechanism adopted
in this research.

—H/ Reject

computational bytes of the data. AES effectively
utilized the entire 256 bits of a plaintext block, which
were distributed as 16 bytes and organized in various
matrix formations such as 4x4, 8x8, 16x16, and
32x32. A notable advantage of AES arises from its
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adaptability, wherein it employs 10 rounds for 128-
bit keys, 12 rounds for 192-bit keys, and 14 rounds
for 512-bit keys. Each round incorporates unique
256-bit round keys, derived from the original AES
key. The selection of AES was influenced by its rapid
processing speed and its ability to accommodate
larger key sizes. Parallel to AES, the Blowfish
algorithm played a pivotal role, executing security
measures across 16 rounds while ensuring efficient
image encryption. The decision to utilize Blowfish
was influenced by its established efficacy in data
protection and its optimized performance in image
encryption processes.

4.Results and discussion

The first category of analysis involves a comparison
of data utilizing RGB buffer calculations for two
samples. This experimental process is visually
presented in Figures 2 and 3. Diverse samples were
examined during this experimentation, revealing that
fluctuations within the RGB buffer remained
minimal. This observation indicated that the
encryption process functioned accurately, rendering it
suitable  for video encryption applications.
Furthermore, the visual inspection unveiled
substantial disparities in the RGB values between the
original and encrypted images. Consequently,
decoding the encrypted content proves to be a
formidable task due to the extensive variations in

RGB wvalues. The discernible contrast in RGB
attributes solidifies the encryption's effectiveness in
introducing complexity, enhancing the overall
security of the encrypted content. This underscores
the encryption's resilience against unauthorized
decryption attempts and reinforces its reliability as a
safeguard for sensitive video data.

5.Conclusion

This study employed the AES and Blowfish
algorithms  to  facilitate  video  encryption,
incorporating a process of random password
generation to amplify the effectiveness of encryption
and decryption operations. The results underwent
diverse comparisons. The initial category involved a
comparison of data using RGB calculations. The
analysis revealed minimal variations in RGB buffers,
affirming the accurate operation of the encryption
process, rendering it highly suitable for video
encryption. Conversely, stark disparities were evident
in the RGB attributes between the original and
encrypted images, signifying the formidable
challenge in deciphering the content due to
pronounced RGB variations. This intricacy bolstered
the encryption's efficacy in augmenting data security.
The research contributes to understanding the
potency of AES and Blowfish algorithms in ensuring
robust video encryption, reinforcing their role in
safeguarding sensitive data.
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Figure 2 Buffer segment comparison based on for sample 1 considering encryption and decryption process

12



ACCENTS Transactions on Image Processing and Computer Vision, Vol 9(25)

250

200

=

a1

o
|

RGB bin (%)
H
8

50 -

S8

N M I O O I~
w un un un un n un (92]

0O O 1 N ™M

v o

w un un un
Buffer category

<
—
w

m Encryption
Decryption

S15
S16
S17
S18
S19
S20

Figure 3 Buffer segment comparison based on for sample 2 considering encryption and decryption process
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