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Abstract 
 

Faster implementations of public-key cryptography 

and in particular of RSA are of uttmost importance 

nowadays. Performing fast modular multiplication 

for large integers is of special interest because it 

provides the basis for performing fast modular 

exponentiation, which is the key operation of the 

RSA cryptosystem. Currently, it seems that in a 

radix representation, all major performance 

improvements have been achieved. Nevertheless, the 

use of Residue Number System(RNS) proves to be a 

promising alternative for achieving a breakthrough. 

All these aspects are detailed throughout this 

research paper. Also presents an overview of the 

RSA cryptosystem, followed by a short proof of why 

the encryption-decryption mechanism works. With 

considerations regarding the employed key-sizes 

and with an example of a small RSA cryptosystem. 
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1. Introduction 
 

Generally cryptography falls into two main 

categories: secret and public key cryptography. 

Secret-key cryptography is based on a prior exchange 

of a common secret key. Since a single key is used 

for both encryption and decryption, the major issue 

associated with symmetric-key systems is the key 

distribution problem that is an efficient method has to 

be devised for the parties to agree upon and then 

exchange keys securely. In 1970, W. Diffie and M. E. 

Hellman proposed in [2][4] an efficient method of 

exchanging a shared secret key over an unsecured 
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communications channel and thus setting up the basis 

of a new type of cryptography: the public-key 

cryptography. The assymetric-key cryptography uses 

a key (public) for encryption, which is made 

available to everyone at the sending end, and another 

one (secret) for decryption that is known only by the 

recipient of the message. In 1977, R. Rivest, A. 

Shamir, and L. Adleman introduced the RSA 

cryptosystem [7], which became the most widely 

used public-key cyptosystem in the world. Its 

security depends upon the intractability of the integer 

factorization problem and it can be used to provide 

both data encryption and digital signatures.  

 

2. RSA algorithm 
 

Prior to the execution of the encryption-decryption 

protocol, outlined in Algorithm 2, each party that 

wants to communicate should generate first its own 

public/private key pair, as described in Algorithm 1. 

 

Algorithm 1 Public key generation 

Ouput: a public key (n,e) and a private key d. 

1. Generate randomly two large primes p and q, 

which are kept secret. 

2. Compute the modulus n = p • q and Euler's 

totient function  = (p - 1)(q - 1). 

3. Select a random integer e, 1 < e <, coprime 

with . 

4. Compute the multiplicative inverse of e with 

respect to modulus  (d • e = 1 (mod ))  

 

Algorithm 2 RSA encryption-decryption protocol 

B encrypts a message m and sends it to A; A decrypts 

the message 

1. Encryption 

a. B should obtain the public key (n, e) of A. 

b. B represents the message m as an integer  

     between 0 and n - 1. 

c. B computes c = m
e
 mod n. 

d. B sends the cipher text to A. 

 

2. Decryption 
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a. A should use its private key d to recover the 

message m form the cipher text m = 

c
d
mod n 

 

2.1. RSA proof 

The RSA encryption system is based on Euler's 

theorem and its generalization, the Carmichael's 

theorem. 

 

Theorem 1 (Euler's Theorem) If n and a are two 

positive, relatively prime integers, then it holds 

 

                          a
(n)

     = 1 

 

where (n) is the Euler's totient function (the number 

of integers less than n, and relatively prime with n). 

 

Theorem 2 (Carmichael's theorem) If n and a are two 

positive, relatively prime integers, then 

 

a
(n)       

= 1 

 

where (n) is the Carmichael function (the least 

common multiple of the factors of  (n)). 

 

Theorem 3 If n is a product of distinct primes, then, 

for all integers a 

 

                           a
(n)+1        

=      a   n.

 

The correctness of the RSA scheme, i.e., the fact that 

the encryption and decryption are inverse operations, 

relies on the fact that 

 

 

 

 

There are two cases to consider.  

Case 1.gcd(m,n) = 1 

We have |d • e| (n) = 1, relation which rewritten for 

an integer a >1 becomes 

 

 

 
 

 

 

 

 

 

Case 2.gcd(m, n)> 1 

 

For n, a product of two odd distinct primes, 

 

 

 

 

 

will always be a divisor of (n).  Since (n)| (n), 

the equality |e • d|(n) = 1 implies that |e • d|(n) = 1. 

Using a derivation similar to case 1, and based on 

Theorem 3, we obtain 

 

 

 

2.2. RSA key sizes 

As far as the operands sizes are concerned, the 

following remarks can be made.  

The stochastic prime’s p and q should be chosen such 

that they have approximately the same bit length to 

ensure that any attempts to factor the modulus are 

computationally infeasible. For instance, for 1024-bit 

modulus n, p and q should be chosen about 512-bits 

each. 

 

The exponent e is usually chosen small and 

preferably with a small Hamming weight (the number 

of 1's in its binary representation), in order to 

increase the efficiency of the exponentiation. One 

exponent currently used in practice is e = 2
16

 + 1 = 

65537. The exponentiation algorithm would require 

in this case 16 modular squaring and 2 modular 

multiplications (since the Hamming weight is 2). 

For security reasons, the bit length of the modulus n 

is typically in the range 5122048 bits or even more, 

and thus efficient long integer modular arithmetic is 

required for achieving high throughput rates at these 

bit precisions. 

 

3. Modular Exponentiation 
 

Modular exponentiation (a
b 

mod m) and its key 

constituent operation, modular multiplication (a • b 

mod m), are the fundamental operations underlying 

cryptographic algorithms. Since modular 

multiplications account for most of the time spent for 

encryption and decryption, their optimization is 

crucial. This can be achieved either by reducing the 

number of modular multiplications or by reducing the 

latency of each modular multiplication. Assuming m 

and e have a bit length of 1024 each, c = m
e
 would 

require a total number 

 

n 

n 

form [ 0, n – 1 ].   m
e-d

 
n 

= m, 

d•e = α• (n) +1 

 

|c
d
|n =|(m

e
)
d
|n 

=|m
1+a•(n)

|n 

=|m• (m
(n)

)
a
|n 

=|m•1|n 

=|m|n 

 

 (n) 

gcd(p – 1 , q - 1) 
(n) =  

|m
d-e

|n=|m|n , n 
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1og2(m
e
) = e • log2m 2

1024
 • 1024 = 2

1034 

bits in order to store its value. Therefore c cannot be 

obtained by performing first the modular 

exponentiation m
e
 and only after that the reduction 

modulo n. Thus these operations have to be 

interleaved at each step.  A straight forward way of 

performing exponentiation is 

 

           m
  
→   

   
→    

   
→    

   
→      

However, this naive approach requires e-1 1 modular 

multiplications, which would be infeasible for large 

exponents. Taking into consideration that not all 

powers of m need to be computed in order to obtain 

m
e
, a faster method would be: a faster method would 

be: 

 

          m
   
→   

   
→    

  
→   

   
→        

 

This method is called the square-and-multiply 

algorithm. The algorithm provides a systematic way 

for finding the exact sequence in which squarings and 

multiplications by m have to be performed in order to 

efficiently compute m
e
. 

 

4. Binary Exponentiation Method 

 

The method is based on scanning bit-by-bit the 

exponent. At each step (i.e., for every scanned bit) a 

squaring is performed. If and only if the currently 

scanned exponent bit is 1, then a subsequent 

multiplication is performed. Depending on the 

direction of processing the exponent bits (i.e., from 

MSB to LSB, or vice-versa), there exist two versions 

of the algorithm: the left-to-right binary method 

which is described below and the right-to-left binary 

method that is similar but requires an extra variable 

to keep the powers of m. Let k = log2e + 1 denote 

the bit length of the exponent e whose binary 

expansion 

 

               e= (ek-1 ek-2 .....e1 e0) =∑    
    

    

 

The left-to-right binary exponentiation algorithm 

computes the exponentiation starting from the most 

significant bit position of the exponent E and 

proceeding to the right, as described in Algorithm 3. 

 

Algorithm 3: Left-to-right binary exponentiation 

algorithm 

 

Input: m, e, n  

Output: c = |m
e
|n 

 

1. if ek_1 = 1 then c := m else c := 1 

2. for i = k -2 downto0 

2a. c:=|c • c|n 

2b. if ei= 1 then c := |c • m|n 

3. return c  

 

Assuming ek-1=1,the algorithm requires k— 1 squaring 

(step 2a.) and H(e)— 1 multiplications (step 2b.), 

where H(e) is the Hamming weight of the exponent 

(the number of ones in its binary representation). 

Since 0 < H(e) —  1 < k —  1,  we have a total maximum 

number of multiplications of 2 •  (k— 1), a minimum of 

k— 1 , while in the average case (H(e)= 0.5 •  k, that is 

half of the bits of e are 1), 1.5 •  (k—  1) 

multiplications are needed. For instance, for 1024-bit 

exponents, the square-and-add algorithm has a 

logarithmic computational complexity, requiring on 

average only 1.5 *  1023 = 1535 multiplications, while 

the straightforward exponentiation needs a linear 

amount of 2
1024 

multiplications. 

 

The binary method is used frequently in smart cards 

and embedded devices, due to its simplicity and low 

memory requirements. 

 

This method can be generalized by scanning multiple 

bits of the exponent at a time. Generally, if log2m 

bits are scanned, the method is called m-ary. When 

compared to the binary method, it requires fewer 

iterations (clock cycles), but at the expense of higher 

memory resources. Usually, this method is used for 

software implementations on processors which have 

access to bigger memory resources. 

 

5. Modular Multiplication 
 

The modular multiplication operation may be 

decomposed in two parts: a normal multiplication 

followed by a reduction. In its simple form, modular 

reduction requires trial division for finding the 

multiple of the modulus that has to be subtracted 

from the result and thus it is inherently slow. For this 

reason, faster alternative algorithms are utilized 

(Fast-Fourier Transforms, Karatsuba-Ofman 

algorithm Barret reduction and Quisquater's 

modification, redundant-digit division, etc.). 

 

6. RNS Modular Multiplication 
 

RNS exhibits several advantages over commonly 

employed fixed-radix, weighted number 



International Journal of Advanced Computer Research (ISSN (Print): 2249-7277   ISSN (Online): 2277-7970)  

Volume-4 Number-4 Issue-17 December-2014 

976 

 

representations, that facilitate fast, parallel 

implementations of long integer arithmetic. This 

makes RNS a good candidate for supporting the long 

multiplications involved in Montogomery method. 

The Montgomery multiplication algorithm relies on 

the following two relations, repeated here for 

convenience: 

 

|t + |t ·n′|r·n|r= 0, 

|t + |t ·n′|r·n|n = t. 
 

The rationale behind choosing the value of r is to 

easily compute the operation modulo r in the first 

aforementioned equation. For weighted, binary 

number systems, this is achieved by letting r be an 

integer power of the radix 2, but for RNS 

representation, it is preferable to take r as the 

dynamic range of the RNS base. This way, all 

numbers less than r are already reduced modulo r. 

However, there is a drawback induced by this choice: 

all numbers greater than r need a larger RNS base to 

be represented. Therefore, costly base extension 

operations are required in order to compute these 

additional RNS residues. 

 

The Montgomery algorithm was first adapted to RNS 

by Posch & Posch in [6]. In what follows, the RNS 

version of Montgomery multiplication Algorithm 4, 

is presented according to [1]. 

 

Algorithm 4: Montgomery Multiplication for RNS 

Input: two RNS bases B = ( m 1 , . . . , mk) and  

B' = (mi,. . . , m'k) with gcd(M, M') = 1 a positive 

integer N represented in both bases such that  

gcd(N, M) = 1 and 0 <4N < M <M' two integers a 

and b, represented in both bases, with a • b < M • N 

Output: r' = |a • b • M
-1

|N, represented in both bases 

1. t = a • b in base B U B' 

2. q = t • ( - N
-1

) in base B 

3. base extension: q from base B   q' in base 

B' 

4. r' = (t + q' • N) M
-1

in base B' 

5. base extension: r' from base B'   r in base B 

 

In order to derive the RNS Montgomery 

multiplication method, we consider two RNS bases B 

= ( m 1 , . . . , mk) and B' = (mi,. . . , m'k) of relatively 

prime moduli which implies that gcd(M, M') = 1, 

where M and M' are the dynamic ranges of the two 

bases. Even though it is not mandatory, it is assumed 

an equal number of elements for both bases, for 

regularity purposes of the correspondent hardware 

architecture or softwareimplementation. Next we take 

M=∏   
 
   

as the Montgomery constant r. 

Thereforethe Montgomery method yields 

 |a .b . M
-1 

|N 

where a, b, and the modulus N are positive integers 

represented in the predefined bases B and B , as 

 

(a )B= 
(a

i
, . . . , a

k
)             

 (
a

) B '  = 
(a

i,
. . . , a

k
) 

  
 

(b)B = (bi, . . . , b k)            (b)£, = (bi, . . . , b k)  

   

( N ) B = ( N i, . . . , N k) ( N  )B, = ( N i, . . . , N k)  

 

In step 1. we compute the product a •  b in both RNS 

bases. This can be done in parallel for all moduli, in 

constant time, according to Equation as follows: 

t=|a^b|M=(|a1^b1|m1>.... > |ak ^ bk|mk) 

t′ =|a^b|M′=(|a
1
^b

1
|m1>.... > |a′k ^ b′k|mk) 

 

In step 2. we have to compute q such that r = a •  b + 

q•  N is a multiple of M. The term a •  b + q • N 

represented in base B, composed solely of 0, since 

any multiple of M, represented modulo M equals 0. 

Thus, we have 

(r)B = 0      ^       ri=|ai •  bi  + qi  •  Ni| m .= 0     for i 

= 1,. . . ,  k. 

 

The value of q is then given by the solutions of the 

previous equations 

qi = |ai . bi .| - N 
-1 

|mi|mi  for i=1,….,k 

 

Step3. Since r is a multiple of M, as pointed out 

previously, it is composed only of 0 in base B, which 

further divided by M yields 0. Moreover, we have to 

perform the division by M, that reduces in RNS to a 

multiplication by the multiplicative inverse of M 

which unfortunately does not exist modulo M. Thus, 

we need a larger dynamic range to accommodate r. 

Also the new base moduli should be prime to M for 

the inverse |M
~ 1

|M '  to exist. 

 

In step 3, a base extension is performed to obtain q', 

the RNS representation of q in base 

 

Step4. Now we can evaluate r' = |(t' + q' • N') •|M
-1

 

|m  |M'. The term t' = |a • b|M' is already computed 

from step 1, the multiplicative inverse |M
_1

|M' is a pre 

computed constant, hence we obtain 

 

ri =| (ti+ qi • Ni) •||M~
1
| M ' | M ' | M '  

 

Step5. In order to be able to perform modular 

exponentiation by repeating the Montgomery 
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multiplication, the range of the output should be 

made compatible with the range of the input. Hence 

we need to convert the result r back to base B, which 

is achieved by applying again a base extension. 

 

We note that if a • b < M • N we have the output in 

the desired range that is < 2N, as suggested by the 

following derivation: 

 
          

 
 
       

 
  = 2N   M. 

If only one multiplication is desired, then the 

condition 2N < M suffices for the algorithm to give 

the correct result. Otherwise, it is required that 4N < 

M < M′ in order to reuse the output as input for a 

subsequent modular multiplication without any 

preceding reduction 

 

 (2N)
2
< M • N        4N < M. 

 

There exist several RNS Montgomery multiplication 

methods in the literature. The main difference 

between them is the base extension algorithm, which 

induces different conditions for the range of the input 

and output values, or necessitates additional oper-

ations to counterbalance other introduced effects. In 

the following chapter, a survey of existing base 

extension methods is presented. 

 

7. RNS Moduli Choice 
 

The Montgomery method works for RNS basis with 

moduli of any form. However, if we choose the 

moduli of a particular form, the overall performance 

can be improved. The number of moduli and their 

form both affect the complexity of the algorithm to 

be performed and the efficiency of the representation. 

Thus, selecting the proper set of moduli is a major 

issue. An important remark is that usually, we tend to 

choose the moduli such that they are comparable in 

magnitude to the largest one, due to the fact that the 

computation speed is dictated by the largest modulus. 

In the following. we present an overview of different 

possible moduli and highlight their advantages and 

disadvantages. 

 

7.1 Mersenne numbers 

Among these special forms, moduli of the form         

m = 2
k

—  1 are of special interest [5][9]. Based on the 

property|2
k
|m = 1the modulo reduction operation |a|m 

is greatly simplified. It requires at most two k-bit 

operations, for a <m
2
, obtained by writing a = a1•  2

k
 

+ a0and then reducing both sides modulo m and 

observing that: 

      |a|m = {
                   

                   
 

When these moduli are prime numbers, they are 

called Mersenne numbers. Nevertheless, this 

approach is rather unpractical. Since there exists only 

one Mersenne number of k bits, choosing as the bases 

moduli only relatively prime moduli of this form 

would result in a base with moduli not comparable in 

magnitude and a dynamic range wider than required. 

 

7.2 Pseudo-Mersenne numbers 
Crandall [3] enlarged the class of Mersenne numbers 

and proposed in 1992 the pseudo-Mersennenumers. 

The pseudo-Mersenne moduli have the form m = 2
k

—  

c, where k € N and c< 2
k/2

. The operation |a|m costs in 

this case 2 •  H(c) + 2 k-bit additions, where a <2
2k

 

and H(c) denotes the Hamming weight of c. Thus, it 

is preferable to choose c, such that H(c) is minimized. 

 

7.3 Generalized Mersenne numbers 
Solinas introduced in 1999, [8] another class of 

moduli, the Generalized Mersenne numbers. A 

Generalized Mersenne number has the following 

polynomial form 

 

     m = f (2
k
) ,     where f (X) = X

n
— C ( X ) with C 

polynomial of degree < =  n / 2 and ||C| |  = 1. 

 

In the above definition ||C||= 1 means that the 

coefficients fi of the polynomial f belong to the set 

{—1, 0, , 1}. Among these numbers, one particular 

form that allows smaller RNS base dynamic ranges 

when compared to Mersenne numbers, while still 

maintaining the efficiency of the modulo reduction, is 

m = 2
kl

—  2
k2

—  1. The operation |a|m, where a < m
2
, 

requires at most 6 k1-bit additions for 0<k2<k l+12. 

Furthermore, the number of additions can be reduced 

to 4, if k2is taken bigger than 1. However, there is a 

drawback when using these numbers: there exists 

only one number for a given bit length of the 

modulus and a fixed f(X). This implies that each 

generalized Mersenne number necessitates a 

dedicated implementation. 

 

8. Conclusion 
 

This research paper provides an overview of the RSA 

cryptosystem, emphasizing its computational 

requirement, the modular exponentiation that is 

broken into a sequence of modular multiplications 



International Journal of Advanced Computer Research (ISSN (Print): 2249-7277   ISSN (Online): 2277-7970)  

Volume-4 Number-4 Issue-17 December-2014 

978 

 

with respect to a large modulus. The binary 

exponentiation method and the Montgomery 

multiplication are scrutinized. By combining the 

efficient modulo reduction operations provided by 

the Montgomery method with RNS, a powerful 

arithmetic tool is obtained, which improves the 

global performance. We have also given guidelines 

regarding the moduli form and their influence on the 

overall performance. Then, the bottleneck of the RNS 

Montgomery multiplication algorithm is identified, 

most of computational effort is due to the two 

required base extensions. 
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