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Abstract

This paper discusses the issue of uncertainty that occurs in the Internet of Things (1oT) environment. The main operation
of 10T includes data transmission over sensors and networks via the Internet. There are three types of heterogeneity;
namely heterogeneity of data, devices, and networks, which may be the causes that trigger uncertainty in this
environment. Based on the study, there are three uncertainty levels that can occur, which are uncertain schema mapping,
uncertain data, and uncertain query. As an example, heterogeneous devices which are not compatible with loT
applications will create an opportunity for uncertain data where the data transmitted from the sensor to the application
may be partially missing. System failure is likely to happen when these sources of uncertainty generate incorrect
inferences and conclusions, thus producing unreliable information. This paper reviews previous researches to find the
most efficient approach to handle uncertainty. Discussion is centred on the efficiencies and drawbacks of different
uncertainty handling approaches in different domains of knowledge related to 10T while the most relevant of the works

are addressed in detail.
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1.Introduction

Internet of Things (10T) refers to a wide range of
embedded devices with a unique IP address to enable
communication and data sharing over the Internet [1].
In layman's terms, the loT is a group of physical
devices forming a network connected to electronics,
software, sensors and network connections that
allows data collection and exchange. There exists a
massive amount of control and automation without
human intervention as the objects are connected and
managed with a centralized wireless infrastructure.
Thus, the devices can communicate with each other
rapidly without the worry of a system failure as it is
reduced to a minimum percentage [2]. Besides
leading uniformity in daily tasks, 10T also saves time
while the applications culminate in better
management than humans. Although 10T benefits the
world today, there are still challenges to be embraced
within the technology. One of them is the issue of
uncertainty.
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Uncertainty is a situation that has incomplete or ghost
data [3, 4] which may lead to severe system analysis.

The uncertainty is mainly generated by the
heterogeneity of devices, networks and data collected
[5]. Most of the data in 10T are from the sensors,
which means that there is a chance of losing the data
and eventually cause uncertainty in the loT
environment [6, 7].

Previous works [8—14] show that uncertainty issues
can exist in different domains with different levels of
uncertainty. Based on the research, there are many
new and improvised approaches in handling this issue
to boost the reliability of the 10T and its environment.
Some approaches even work on building new
frameworks to handle uncertainty. Hence, this paper
is to review efficient approaches to handle
uncertainty in an 10T environment based on different
characteristics and parameters of multiple domains.
The performance evaluation for each approach is also
taken into consideration. The criteria of each paper
reviewed are discussed in Appendix A.
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2.Related works

The increase of IoT applications in smart systems,
Industry 4.0, and big data environments have led to
research specifically in handling uncertainty in loT
and the related domains [15]. Various approaches
have been proposed to cater to different possible
issues. The research on uncertainty issues in
computing began as early as the 1990s and has
continued to expand along with the development of
pervasive and ubiquitous computing [16—19].
Unfortunately, not much effort has been done
specifically for uncertainties in loT. However,
research has been done in the related area such as in
data and web resource management.

Ba et al. [8] proposed PrXML to integrate web-
sources under uncertainties and dependencies in the
maritime domain such as traffic monitoring and
tracking of ships. Three platform source examples
were given in the paper, and this included web
platforms, content-based web editing platforms, and
social networking platforms. It was noted in the
research that uncertainty can happen while retaining
incomplete information on the location of the ships.
By implementing the PrXML approach, the result
shows that the uncertainty was handled well and the
location of the ship is precise. The authors also
managed to integrate web sources under uncertainty
and dependencies using the proposed approach.

In 2014, a study by Mishra and Ghosh made
comparisons between Vague Set and Fuzzy Set based
on a similarity measuring method to handle uncertain
query issues. The method deduced that the databases
that implemented the Vague Set model were more
beneficial as compared to the conventional Fuzzy Set
model [9].

Diaz et al. [10] tried to solve the issue of uncertainty
upon the integration of Cloud Computing in the loT
domain. The authors also focused on security and
privacy as cloud storage is vulnerable to threats. The
proposed loT middleware such as LinkSmart, Device
Profile for Web Services (DWPS) and LooCl
succeeded in integrating Cloud Computing by
normalizing, verifying, filtering, compressing and
analysing large 1loT data amount. However,
interoperability  between devices and cloud
computing is still lacking and may cause more
uncertainties to happen.

The work by Magruk [11] studied limiting
uncertainties in Smart Building loT Technology
(SBIoT). Data heterogeneity in this environment has
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caused a high level of uncertainty as it is lacking in
interoperability. In order to shift the uncertainty to a
lower level, Magruk proposed a cryptographic
algorithm approach to overcome the issue in the
SBIloT environment. However, the approach only
managed to reduce it to a smaller amount.

Assoudi and Lounis [12] focused on coping with
uncertainties specifically in schema matching. The
approach used is based on the Bayesian Networks
and Agent-Based Modeling. From this, a simulation
tool, the Schema Matching Agent-Based Simulation
(SMAS), was produced. SMAS successfully resolved
all the expected schema matching while handling the
uncertainty that occurs within the operation. This
research, however, resolves a 1:1 matching only and
there is room for improvement in solving complex
matching.

In an alternate solution towards reducing uncertainty
in schema matching, Zhang et al. [13] proposed
crowdsourcing with accuracy rates. This led to the
formulation of two novel approaches of
Correspondence Correctness Question (CCQ) and
Multiple-CCQ which adaptively select, publish and
manage questions to be asked to the crowd. It can be
concluded that they managed to explore the issues of
CCQs and the validity of crowd-sourced answers by
accuracy rates of the crowds. The drawback in this
research is that CCQs’ withdrawal or replacement
occurs after a waiting time as they are unable to
predict the exact amount of answered CCQs.

Uncertain web resources have also become a
motivation for Boulaares et al. to model a PrXML
approach [14]. The research established an approach
for modeling, interpreting and computing the
uncertain value under uncertain navigation. The
authors also proposed to estimate modeling under
several types of uncertain distribution for future
work.

Hariri et al. [6] discussed uncertainty in big data
analytics. In a massive dataset environment,
uncertainty is inherent due to the involvement of a
large number of devices and networks. It can be
concluded that the possibility of an uncertainty to
occur increases when the speed and amount of data
also increases. Hence, in mitigating uncertainty, the
authors focused on applying different machine
learning techniques according to different issues. As
an example, incomplete data issues are solved by
implementing Fuzzy Logic Theory and deep learning
while data scalability is handled by distributed
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learning technique. Based on this approach, four out
of the five V's, namely velocity, variety, volume, and
veracity, in Big Data uncertainty handling were
catered to while data related to value (e.g., data
related in decision making in the specific domain) is
still lacking in handling the issue of uncertainty.

Various approaches have been used to solve
uncertainty from different levels. However, previous
researches in this field can only handle a small
amount of uncertainty solving as summarized in
Table 1. From the table, we can see a few works that
are based on a similar approach (e.g. Probabilistic
XML). Each of them differs from one another as each
tries to solve uncertainty in different domains of the
study.

For example, works based on PrXML consist of three
major operations, which are modeling, querying and
updating. In [8], the work only selected modeling as
the operation in handling uncertain web data while
implementing the crowd sourcing approach in data
integration. The application of PrXML in [14] covers
the operation of modeling, query evaluation and
updating the query to cater to the uncertainty that
occurs in web data resources. Based on [8, 14], it
shows that PrXML manages to handle the problem in
the different domains of knowledge. Hence, it opens
to a new consideration to extend a similar approach
to handle uncertainty in the loT environment.

3.Uncertainty in the internet of things
3.1Internet of things (1oT)

10T is defined as an embedded device with a unique
IP address that is able to communicate and share data
with each other via the Internet [20]. loT extends
Internet connectivity towards traditional devices such
as laptops and smartphones to a manifold range of
devices that utilize embedded technology. Atzori et
al. [20] verified that the basic idea of implementing
pervasive computing towards various things or
objects has made life easier.

There is an increase in the application of 10T in
multiple domains such as smart systems, healthcare,
and business. The rapid growth of mobile apps and
wearable devices has made it possible to remotely
monitor patient's health via medical devices on an
IoT platform [21-24].

However, heterogeneity has become a challenge as
countless manufacturers and developers try to
establish  their own devices and systems.
Heterogeneity is taken from the root word
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heterogeneous  which  means incommensurable
through being of different kinds, degrees, or
dimensions. In this instance, heterogeneity may be
caused by the various kinds of data, devices, and
networks used to develop an 10T system. Thus, it is
indeed crucial for 10T applications to address the
hindrance of heterogeneity and sanction the exchange
of information across platforms and applications [25].
Today, systems implement a wide variety of network
connectivity options, proprietary or standards-
predicated protocols, and communication methods
that are incipient to the 10T. Heterogeneity betokens
that there are variations in data, devices or networks
[26]. However, these variations can trigger the
occurrence of uncertainty in the 10T ecosystem.

Data heterogeneity. Data becomes heterogeneous in
the 10T environment as the data collected is multi-
model, diverse, voluminous and supplied often in
high speed [27]. Although there are recent advances
in the loT framework [28-30], the process of
capturing, storing, and processing a huge amount of
heterogeneous sensor data has somehow become
formidable. The enlargement in the number and
variety of sensors has made it strenuous to manage
data utilization, determine the kind of services to
provide with the data and ascertain the target users
[31].

Device heterogeneity. Heterogeneity makes loT
devices hardly interoperable. Therefore, the
heterogeneity of devices is a high-priority critical
issue which must be resolved [31] by working on the
issue of devices with different performances,
networking capabilities, widely differing hardware,
platform capabilities, usage patterns and remaining
battery capacity.

Network heterogeneity. A heterogeneous network is
a network connecting computers and other devices
with different operating systems and/or protocols. For
example, local area networks (LANS) that connect
Microsoft Windows and Linux based personal
computers with Apple Macintosh computers are
heterogeneous [32, 33]. Along with the development
of the loT, the requirement for services that bridge
multiple 10T application domains has increased to
realize the efficiency gains promised by the 10T.

3.2The uncertainty

According to Knight [4], uncertainty is defined as a
deviation from the expected states that avoid the user
from the use of any probability on the resulting
establishment for an action or decision. To explain
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IoT, one of the many possible

situations can be seen when data reading from
sensors becomes unreliable as it is affected by the
surroundings such as wind and temperature. In loT,
uncertainty may happen in any aspect from the levels

of uncertainty [20].

Table 1 Comparative analysis on related works

The Motivating Example. As an example, a user with
a wearable device would like to view his daily steps
tracking and body monitoring such as blood pressure,
heart rate, and body temperature. Therefore, the user

Author Issue Level of Domain Approach Limitations
uncertainty
Ba, et al, To integrate  Uncertain Data Web Probabilistic Imprecise web sources caused by
2014. [8] web sources Resources XML imperfect human knowledge has to
under be taken into consideration to
uncertainties avoid uncertainty.
and
dependencies.
Mishra and To compare Uncertain Query DBMS Similarity Vague Set model is more fruitful in
Ghosh, between Vague Measure processing uncertain queries.
2014. 9] Set or Fuzzy
Set efficiency
in handling
uncertain query
processing.
Diaz et al., To prevent  Uncertain Data loT Provide loT The integration of IoT in cloud
2015. [10] uncertainty middleware computing platforms is successful
upon the but lacks interoperability between
integration  of the device and some of the
IoT  on the proposed middleware.
cloud
computing
platform.
Magruk, To overcome Uncertain Data loT Crypto- The algorithm manages to handle
2015. [11] uncertainty  in graphic small scale uncertainty in SBloT.
Smart Building Algorithm
10T technology.
Assoudi and To cope with Uncertain Business Bayesian The model only resolved 1:1
Lounis, uncertainty in  Schema Information  Networks  and matching of the expected schema
2015. [12] schema Mapping System Agent-Based matching but not complex
matching. Modeling matching.
Zhang et al., To apply crowd Uncertain Data CCQ and The two novel approaches
2018. [13] sourcing to Schema Integration ~ Multiple CCQ managed to reduce uncertainty in
reduce Mapping schema matching. However, the
uncertainty. approach is unable to predict the
amount of answered CCQs.
Boulaares et To model an Uncertain Data Web Probabilistic Limited in handling uncertainty for
al., 2018. approach  for Resources XML a single type of uncertain
[14] uncertain distribution only.
representation
and navigation.
Hariri et al., To evaluate  Uncertain Data Big Data Machine Focus on handling uncertainty in
2019. [6] uncertainty in Analytics Learning four out of the five V's (e.g.,
big data and techniques volume, variety, velocity and
handle it. mitigation veracity) but less work done to

cater uncertainty in value.
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installs an loT application that can fetch data from his
wearable device. There is a possibility of uncertainty
during the data transmission process as the device
data is accessible by the application. The data
displayed in the application may consist of
uncertainties such as delayed or missing data caused
by Internet disconnection and inconsistent data. Tags
are readable by various readers at the same time,
thus, it is possible to get inconsistent data on the
exact location of tags. Figure 1 shows the example
where a data resource Wearable A links to
Application A with the possibility of uncertainty to
occur during data transmission.

Wearable A

Possible Unc%rtainty
Incompatibility = Tag  mismatch

Inconsistent

data with application  with the
application
Missing data database

Internet disconnection Data redundancy

l data transmission

/ Application A
‘ U@ata

Not displaying

data Tag collision  The database has

Inaccurate senso¥ data empty cells

Figure 1 Possibility of uncertainty

3.3Level of uncertainty

There are three levels of uncertainty, which are
uncertain schema mapping, uncertain data and
uncertain queries [5]. This section will briefly discuss
each mentioned level.

3.3.1Uncertain schema mapping

Schema mapping refers to finding correspondences
between the elements of two given schemata. In an
uncertain schema mapping, inaccuracy may persist
due to the imprecise pairing of attributes between the
source schema and target schema [5, 13]. Uncertainty
is possible to happen if the attributes differ. Hence,
the attributes must be given a standardized format to
prevent uncertainties from happening.

Example 1 Consider a data source S, which describes
a sensor from Wearable A (refer to Figure 1) by its
type, IP address, temperature readings in Celsius ('C)
and temperature readings in Fahrenheit (F), and the

426

target schema T, which describes another sensor by
its name, 1D and temperature reading:

S = (code, IPaddress, tempC, tempF)

T = (name, ID, temp)

Ambiguity exists when the schema mapping tools
produce a set of possible mapping. This mapping is
required to define the various views and data
representations in an loT database. In this example,
possible mappings from the schema are generated.

m;={(code, name), (IPaddress, ID), (tempC, temp) }
m,={(code, name), (IPaddress, ID), (tempF, temp) }

3.3.2Uncertain data

In an uncertain data level, data is often extracted
from unreliable unstructured or semi-structured
sources [34], such as devices that generate sensor
reading data. Uncertain data are inherent in major
applications, such as environmental surveillance,
medication and smart systems [35]. Additionally,
data veracity is another term that is usually related to
data uncertainties, especially in any big data
management. It refers to the data noise, bias, and
abnormality that may lead to a more significant
problem. For example, uncertain data produces a
particular diagnosis that fits a patient's symptoms. If
treatment is given to the patient based on that
diagnosis, it may lead to a fatality.

In some cases, uncertain data is caused by imperfect
human knowledge [8]. Humans, or specifically social
network users, may spread imprecise information on
different platforms; thereby causing uncertainty.
Given a scenario where a temperature sensor
measures room temperature in a smart room control
application, the temperature reading might be
imprecise due to room humidity or wind flowing into
the room from open windows. These factors will
affect the sensor's reading, thus producing uncertain
data.

3.3.3Uncertain queries

The final level of uncertainty is uncertain queries, in
which the system is required to translate the queries
into a structured form. Only a few researches have
been done to determine uncertain queries. According
to the study conducted by Mishra and Ghosh [9],
uncertain queries are preferably done in the relational
database by the Vague Set model. An uncertain query
means that there can be a possible query that has no
executable plan. As can be seen in Table 2, a
temperature may consist of two different readings
(e.g. in Celsius or Fahrenheit). The following applies
supposing that the system receives a query Q
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formulated using the target schema and asks for
temperature reading:

Q = SELECT temp FROM T

Using the possible mapping, Q can be reformulated
into two uncertain queries that lack the information
on which temperature unit should it generate:

Q; = SELECT tempC FROM S

Q, = SELECT tempF FROM S

4.Uncertainty in 10T integration

There are increased possibilities of uncertainty in the
0T environment as indicated by the viability of loT
technology. Previous works done in [34-39]
discussed the integration of 0T with another domain.
Based on these works, it can be deduced that
uncertainty can occur upon integration and under
certain circumstances.

Islam et al. [34] focused their work in the field of
loT-based healthcare. The integration between loT
and healthcare has continued to arise in the
implementation of 10T sensors and devices on
healthcare equipment, accommodation, and even
medicine. Sensors used in healthcare like blood
pressure monitoring sensors are usually designed as a
wearable device. Wireless Body Area Network
(WBAN) connects these devices via the Internet
through an appropriate gateway. However, if the
gateway faces failure, the device will produce
disruptive unreliable data and there will be a room of
uncertainty. Different devices and networks contain
different settings; hence, uncertainty will take place
in this diverse range since there is no standardization
of protocols and rules to interact with each other.
Besides that, 10T-based healthcare devices require an
update in every versioning due to the limitations of a
few categories of diseases only. Imprecise disease
detection will somehow lead to a larger uncertainty
that needs to be solved.

Nowadays, there is rapid evolution in wireless
communication devices. From smartphones to smart
watches, people find it necessary to have each of
them connected to the Internet just to make their
daily tasks easier. The integration between the
Internet of Things and devices was studied by
Elkhodr et al. [36], which stated that uncertainty is
majorly  caused by heterogeneous  devices
manufactured with different capabilities, hardware
and embedded sensors. This has caused imprecise
sensor readings that are transmitted through
integration. The authors concluded that 10T requires
the standards as mentioned in [34] to enable
horizontal platforms with interoperability across a
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mixture of devices that are unpredictable, fragmented
and lacks interaction among each other.

Besides the research done in loT-based healthcare
and loT-based devices, the integration between IoT
into cloud computing is also an interesting topic as
both are two different technologies. The merging of
both parties acts as an enabler of a vast humber of
application scenarios such as in a smart city,
environmental monitoring, and smart transportation.
CloudloT paradigm introduced by Botta et al. [37] in
2014 has become a baseline to two other related
works by Atlam et al. [38] and Stergiou et al. [39]
that focused on loT-based cloud. In this unification,
10T benefits virtually unlimited capabilities and cloud
resources are compensated in its technological
aspects such as storage and processing while cloud
computing is able to expand the characteristics of 10T
that deals with real-world data in a distributed and
more dynamic manner. Thus, producing new models
such as Sensor as a Service (SenaaS), Data as a
Service (DaaS), and Sensor and Automation as a
Service (SAaaS) [37].

In [38], the authors highlighted that mitigating
specific 10T application data into the cloud may lead
to complexity related to heterogeneous issues from
the data, devices, and networks. Huge and streaming
sensor data that are timely processed are a common
factor that causes uncertainty and network
constraints. Besides that, the problem of missing data
samples from the integration of both IoT and cloud is
a crucial limitation towards providing meaningful
data in loT-based cloud applications.

A few functionalities were achieved through the
integration of lIoT and cloud in [39], such as the
usage of loT-based cloud in sensor connection and
sensor readings that are accessible via the cloud.
However, there is still the possibility of uncertainty
irrespective of how cloud and 10T complement each
other. As taken in the running example from this
paper, in the context of smart transportation,
networking and communication have become
uncertain as vehicles are always moving and precise
information is not obtained.

The integration within different loT application
domains such as smart energy and smart home, smart
education and smart building, and smart
transportation and smart city, with different data
types and terms used in each domain are stated as
possible to happen by Alavi et al. [40]. The key
characteristic is to find almost similar keywords
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between two domains to undergo schema mapping
and allow the integration to happen. As an example,
in the healthcare domain, a patient with a walking
disability is using a smart wheelchair embedded with
a tracking sensor. Data from the sensor is used to
track street information and update traffic
information provided by the smart city domain.

Table 2 Comparative study of uncertainty in 10T integration

However, there is still a gap in the research to solve
uncertainty within the 10T environment even with the
number of contributions from the aforementioned
works. A comparative summary between every
research reviewed is shown in Table 2.

Author 10T-based in domain Uncertainty issue

Islam et al., 2015 [34] Healthcare e  Sensor detection is limited to a few categories of
diseases only, uncertain schema mapping occurs
when new terms in medicine are published.

e A diverse range of products and devices cause
uncertain data transmission among
heterogeneous devices.

Elkhodr et al., 2016 [36] Devices e  The heterogeneous device leads to unreliable and
imprecise data reading sent over the loT
applications.

Atlam et al., 2017 [38] Cloud Computing e The timely processing of large and real-time
sensor data cause delays in sensor networks.

e  Missing data samples during integration.

Stergiou et al., 2018 [39] Cloud Computing e The mobility of a sensor device will cause

unreliable and imprecise data.

5.Conclusion and future work

This paper has discussed the issues of uncertainty in
every level from uncertain schema mapping to
uncertain data to uncertain queries in the Internet of
Things. The existence of 10T enables things to be
connected endlessly from a wearable device to a
smart home to healthcare. 10T emboldens the
communication between devices, famously known as
Machine-to-Machine (M2M) communication [41],
[42]. Every incipient technology faces manifold
challenges, and one of them is uncertainty. Works in
[5—14] and [34—39] show that issues of uncertainty
can exist in different domains with different levels of
uncertainty. There is also the possibility of having
uncertainty in the integration between IoT and other
domains. Therefore, an efficient approach to handle
uncertainty in loT integration is crucial to ensure
flawless operations in 10T applications.

Appendix

This paper has reviewed different techniques in
mitigating uncertainty in multiple domains, where
various approaches have been proposed to solve
different related issues. As can be seen in Section 2,
some of the works utilized the same strategy in
handling uncertainties in the different domains of
knowledge. One of the potential approaches is
Probabilistic XML which can be expanded to
minimize the amount of uncertain schema mapping,
data, and queries in the loT ecosystem. Security
issues, middleware malfunctions or data veracity
must be prevented from creating any chance of
uncertainty. Hence, there is room for improvement in
order to maintain the performance of an IloT
application that can help in precise decision making.
Due to the evolving demands and trends nowadays,
additional studies must be carried out on the
uncertainty in different environments, e.g., web of
things and semantic web of things.

The complete criteria, details and sources of each paper reviewed can be found from Table 3, Figure 2 and Figure 3.

Table 3 Papers collection criteria

Reference Year  Source Criteria
Inclusion Exclusion
Baetal. [8] 2014  Springer Apply Probabilistic XML approach Web resources domain, use offline data
Mishra and 2014  1JCcCC Handle uncertain query Offline data
Gosh [9]
Diaz et al 2015  Elsevier Cater uncertainty in loT domain Focus more on security attack
[10]
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Reference Year  Source Criteria
Inclusion Exclusion
Magruk [11] 2015  Elsevier Cater uncertain data in 10T domain Focus on smart building only
Assoudi and 2015  Springer Use BNN method Solve simple schema matching only
Lounis [12]
Zhang et al. 2018 IEEE Reduce uncertainty in schema mapping Crowd sourcing method is not suitable to
[13] use in loT
Boulaares et 2018 IEEE Apply Probabilistic XML approach Offline data
al. [14]
Islam et al. 2015 IEEE Healthcare device heterogeneity Focus on device and security
[34]
Elkhodretal. 2016  arXiv Device heterogeneity Focus more on security than uncertainty
[36]
Atlam et al. 2017  IEEE Handle uncertainty in Cloud Computing Different parameters from loT
[38]
Stergiou etal. 2018  Elsevier Device heterogeneity in Cloud Computing Focus on security only
[39]
Hariri [6] 2019  Springer Handle uncertainty in big data analytics Only cater uncertainty handling in four

which is similar to loT domain

out of five V's in big data.

= arVix = Elsevier

Sources of Paper

= |[EEE = [JCCC = Springer

Figure 2 Sources of paper collection

Years of Publication

2020
2019
2018
2017
2016
2015
2014
2013
2012

o Mishra Assoudi Zhang |Boulaar Elkhodr| Atlam | Stergio

Hﬁ;’]iri Ba[gt]al'&Gosh Iz?liﬁ(?]t M[alglr]uk Loﬁnis etal. |esetal. I:IIa[n?Lat etal. | etal. |uetal

[9] o | 131 | o4 | [36] | [38] | [39]

|lYear 2019 | 2014 | 2014 | 2015 | 2015 | 2015 | 2018 | 2018 | 2015 | 2016 | 2017 | 2018

Figure 3 Years of paper publication
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