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Abstract

Counterfeit (fake) certificate problems have become a global issue, with many countries struggling to detect and prevent
them. Addressing these challenges is crucial to maintaining quality standards in the education sector and providing
assurance to employers about the legitimacy of qualifications held by prospective employees. The adoption of advanced
technologies such as blockchain, Ethereum, Hyperledger, and smart contracts (SCs) shows promise in tackling these
challenges. Blockchain, in particular, has emerged as a leading solution across various fields, with numerous
applications proposed to combat the issue of fake certificates. A simplified analysis on the application and implementation
of blockchain technologies, including Ethereum, SC, and consensus mechanisms, was reviewed in this paper to mitigate
these problems using various tools, methods, and blockchain platforms. It covers diverse applications, ranging from
counterfeit certificate prevention in education to implementations in manufacturing and engineering, utilizing different
blockchain technologies. Additionally, several open-source tools that support the development of the Ethereum
blockchain environment were discussed in the paper. The findings highlight significant contributions to enhancing the
integrity of certificates using the Ethereum blockchain. The paper also explores the use of tools such as Remix, an
integrated development environment (IDE), MetaMask, and Ganache, which facilitate development in a testing
environment. However, it was discovered that these tools are not suitable for production purposes.
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1.Introduction

According to Malaysia Higher Education Ministry
statistics, the total of intake, enrolment and
graduation students increased year by year [1]. An
increment of graduation students every year affects
job opportunities because graduation students
compete with each other to find and catch the job
opportunities. The main criteria for employers to
choose the employees is based on their certificate.
Authenticity of certificate is an important and easy
way for employers to select and hire the employees.

Unfortunately, numerous cases forging the certificate
were traced because lack of mechanism to validate
the certificate.

The persistence of fake certificate problems remains
a pressing issue within the education sector,
particularly in higher education. Numerous instances
of counterfeit certificates have been detected
globally. For example, in the United State of
America, approximately 2,000,000 forged certificates
were uncovered [2]. Similarly, the United Kingdom
reported a total of 270 cases [3], and in Singapore,
660 individuals were found to have used fake
*Author for correspondence certificates, as reported by the Ministry of Manpower
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[4]. Additionally, the Vietnamese ministry of
education (MoE) and Training identified more than
10,000 fake certificates [5].

The issue of fake certificates has been increasing year
by year, becoming a worldwide problem. These
issues negatively impact the education domain,
particularly in terms of the quality and credibility of
academic qualifications. It is essential to address
these issues to ensure that the quality and credibility
of academic qualifications are recognized without
dispute.

To address these challenges associated with forged
certificates, blockchain technology offers a promising
solution.  Blockchain, introduced by Satoshi
Nakamoto in 2008, operates on a decentralized
distributed database model [6]. It combines
cryptography and an open distributed ledger system,
initially designed for digital currency applications

[6].

However, implementation of blockchain able to
overcome the fake certificate issues, but the
challenges of implementation blockchain is about the
performance of transaction data into the blockchain.
Transaction speed is one of the important criteria in
blockchain performance because it affected the
numbering of throughput.

Regarding the widely discussed issue of counterfeit
certificates, the objective of this paper is to explore
methods implemented in previous studies. The
preferred reporting items for systematic reviews and
meta-analyses (PRISMA) method is used to search,
select, and analyze papers based on inclusion and
exclusion criteria. This paper reviews the proposed
applications and solutions to address these issues.
Finally, these methods, proposed applications, and
solutions are analyzed.

The remainder of the paper is organized as follows:
related work is discussed in Section 2, recent
methods and tools are explored in Section 3,
discussion and analysis are presented in Section 4,
and conclusions are provided in Section 5.

2.Related work

To overcome the counterfeit certificate issues, a few
methods that implemented by previous researches
including blockchain, Ethereum and consensus
algorithm discussed in this paper. These methods
currently trending to overcome the counterfeit
certificate issues. Regarding these methods, this
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section firstly discussed about the blockchain
technology then proceed with the blockchain types
focused on Ethereum. Additionally, this section also
discusses the consensus algorithms that support the
security aspect of blockchain technology.

2.1Blockchain technology

Blockchain is a technology that implements the data
storage in block data structure [7]. Blockchain allows
only write and read transactions [8], and data is
processed through cryptographic procedures [9]. The
implementation of consensus algorithms ensures the
security and integrity of blockchain characteristics.
The consensus algorithm interacts among the nodes
[10]. Consensus roles make sure every transaction
data should get an agreement. The agreement is
needed by each node to commit the transaction to
ensure the transaction process runs smoothly and
secured. The consensus algorithm procedure supports
the integrity and security of data on the blockchain.

The other characteristics of blockchain are
immutability, reliability, efficiency, and
trustworthiness. The characteristics of blockchain
highlight this technology to grow very fast.
Blockchain technology has expanded rapidly. The
objective of improvement of blockchain is to increase
the ability of blockchain. The improvement of
blockchain consists of four phases, each phase
proposed with new features. Table 1 shows the
features that were proposed on each phase [11].

Table 1 Phase of the blockchain evolution

Phase Blockchain environment

1.0 (Bitcoin) Implement only in crypto
currency application

2.0 (Ethereum) Implement smart contract

(SC) and consensus

3.0 (Bitcoin, Ethereum, Support backend coding,
Hyperledger, etc.) decentralized  applications

(dApps)

4.0 (Bitcoin, Ethereum,
Hyperledger, etc.)

The blockchain is typically categorized into three
types: public, consortium, and private [12]. Private
blockchains are commonly developed by industries
or organizations and are generally considered less
secure than public blockchains. However, their
security level largely depends on the measures
implemented by the developer. Deploying a private
blockchain is usually more cost-effective than a
public one because it does not require as much
expenditure on energy, time, and resources for
achieving consensus.



Robiah Binti Arifin et al.

Public blockchains, on the other hand, are accessible
to all participants. Every participant has the ability to
read, write, and audit the blockchain. They are
deemed more secure than private blockchains due to
their complex rules and intricate consensus
algorithms, which serve to safeguard against
malicious entities.

The consortium blockchain is a combination of both
private blockchain and public blockchain. The public
blockchain is popular and widely used because of its
security and performance [13]. Bitcoin and Ethereum
are types of public blockchain that are mostly applied
[14] on various domains.

2.2Ethereum
Ethereum is an open-source platform to develop
decentralized distributed data and its popular and

Table 2 Ethereum implementation on various domain

widely used [14]. It was introduced by Buterin [15]
in his white paper in 2013. Ethereum aimed to
address the limitation of bitcoin [16]. Bitcoin and
Ethereum are similar because they are public
blockchain.

However, Bitcoin implemented the distributed ledger
concept and Ethereum implemented the distributed
data storage concept. Recent efforts in 5 years back
(as illustrated in Table 2) discover and segregate the
used of Ethereum technology on their research
ranging in various domain from education to
application in management, voting, health, insurance,
oil and gas application, supply chain as well as
human resource. These domain and issues are
selected because of its ability to overcome through
blockchain technology.

Authors & Year Domain

Issues

Jeong and Choi [17] (2019) Human resources

Performance assessment for hiring

Serranito et al. [18] (2020) Education Qualification verifications issues
Gaikwad et al. [19] (2021) Education Fake certificate issues

Malsa et al. [20] (2021) Education Certificate verification

Badlani et al. [21] (2022) Management Fake document academic

Lee et al. [22] (2022) Vote

Voting fairness issue

Chondrogiannis et al. [23] (2022) Insurance

Insurance individual and contact record

Ahmad et al. [24] (2022) Oil and Gas

Managing oil and gas supply chain

Jaya et al. [25] (2023) Health

Validation and of drug record

Ahamed and Vignesh [26] (2023) Supply chain

Food supply chain management

Rustemi et al. [27] (2023) Education

Academic Certificate and verification

Tang et al. [28] (2024) Data security

Fraud detection

The advantages of Ethereum include its support for
SC [29]. Distributed data storage means everyone is
allowed to run their own application and blockchain
on their own server. The SC is proposed by Nick
Szabo in the early 1990s to support the Ethereum
blockchain. It is developed and stored in the
Ethereum blockchain and considered as the important
part in Ethereum to run the instruction and command
[30]. The SC is a high-level programming language
to execute the instruction and validate the data on a
specific address in blockchain. To write the SC,
solidity is one of the programming languages that can
support it. It is similar to the Java script programming
language. Other programming languages that support
SC are Mutan, Python, Viper and Chaincode.

2.3Consensus

Consensus is an algorithm to get agreement among
the nodes before any transaction is agreed to commit
[31]. In blockchain technology consensus is an
important part to execute the blockchain to ensure the
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data is consistent and integrity [20]. The consensus
also is one of security platforms in blockchain
transactions. Any transaction process must get an
agreement among the nodes through the consensus
algorithm [32, 18]. There are diverse types of
consensuses such as proof-of-work (PoW), proof-of-
stake (PoS), Byzantine fault tolerant (BFT), and
proof-of-authority (PoA). Each type possesses their
own advantage and is suitable to implement based on
the situation and environment. The selection of the
consensus variant based on the blockchain type and
blockchain client. Different consensuses possess its
own procedure and policies [33, 22]. It also consists
of its own characteristics and as illustrated in Table 3
[34, 23].

Table 3 List of consensuses

Consensus Speciality
PoS More spike in blockchain
PowW Able to solve a

mathematical puzzle
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Consensus Speciality

Proof of Luck Implemented the random
selection

Proof of elapsed time Able to set up the
scheduling while  the
timeout

Proof of space Implemented in bigger size

of hard disk environment

3.Recent method and tools

In contemporary times, numerous industry sectors are
vigorously adopting blockchain technology across
various facets of their operations, spanning
education, healthcare, transportation, supply chain
management, and beyond. This segment explores into
the integration of blockchain within the realm of
higher education, aimed at mitigating the challenges
associated with counterfeit certificates. Also
discussed the methods that implemented to solve the
fake certificate issues including tools that able to
support implementation of blockchain.

3.1Fake certificate issues in higher education

The first case of fake certificate issues was traced in
1883 at Wooton [1]. It was traced because the
certificate was issued by an undefined university.
After that, various countries detected fake certificate
issues. It has increased year by year and become a big
issue in the higher education domain [35]. The main
factor causing the fake certificate issues giant is
difficulties of manual certificate verification.
Certificate validation is a big issue among employers.
The extra cost and time needed to verify the
employee certificates [36].

The fake certificate issues can be defeated through a
framework based on blockchain technology [37]. The
framework includes a few features such as security,
transparency and reduced cost. Embedded blockchain
technology is able to support the verification process
to avoid academic certificates frauds [38].

3.2Blockchain implementation

According to recent reviews, blockchain technology
presents a promising solution to combat counterfeit
certificates and ensure validation. The utilization of
Ethereum blockchain alongside SC has been
identified as effective in addressing this issue. The
potential of blockchain technology and SC extends to
facilitating the verification process of higher
education certificates [39].

In contemporary times, numerous applications built
on blockchain technology have been suggested to
address the problem of counterfeit certificates. This
1395

study explores into the challenges surrounding
certificate verification [40]. To tackle these
challenges, the research suggests implementing a
digital certificate system rooted in Ethereum and SC
The proposed system aims to combat counterfeit
certificates and minimize management expenses.
However, blockchain-based certificates are not
generated automatically; rather, they require a request
from the student or candidate. Subsequently,
authorized individuals review these requests and
determine their approval. One drawback is that if a
student fails to request a blockchain-based certificate,
the verification issues may not be fully resolved.

The weaknesses in tracing fake certificate methods
contribute significantly to the prevalence of fake
certificate issues. In addressing this challenge, a
digital certificate system was introduced [8]. These
systems leverage the Ethereum blockchain and
solidity SC. Their functionalities encompass both the
issuance and verification of certificates. However, to
initiate the issuance of a digital certificate, a request
from the student is required. The generation of digital
certificates is contingent upon student requests. In
cases where students do not request certificate
generation via the blockchain, manual certificate
verification procedures are implemented.

There is currently no established standard mechanism
for certificate verification, leading to a rise in forged
certificate problems that pose significant challenges
[31]. To address this issue, a web-based application
was created to facilitate the generation and validation
of certificates using the Ethereum blockchain and SC.
However, limitations exist within these applications,
as they restrict modifier values to less than or equal
to four and are tailored only for specific courses in
generating and validating certificates. Ideally, such
applications should allow for the adjustment of
modifier values and comparison with any relevant
courses, enabling automated verification through SC.

The initiative outlined in [41] introduced an
application developed on the Hyperledger Fabric
Blockchain, named VECefblock. This application
operates on the amazon elastic compute cloud
(Amazon EC2 Cloud), ensuring continuous
execution. It targets authentication certificates to
combat counterfeit certificate problems in Vietnam.
The proposed application encompasses both
certificate generation and verification for all students,
with a particular emphasis on data privacy and
transaction  throughput.  However, it lacks
consideration for data validation and changes. Data
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alterations may occur due to errors in input by
lecturers or administrators.

Certificate access permission related in certificate
verification process [42] examines the topic of
certificate access permissions. It explores the
integration of Hyperledger Fabric and internet of
things (loT) to enhance the effectiveness of
certificate access permissions. These applications
utilize digital signatures and hash keys, which are
stored alongside the digital certificate, aiming to
uphold the validity of issued certificates. However,
the paper lacks detailed explanation on how the
proposed model generates and verifies certificates.

To avoid the leaking of the academic records [43],
new application is proposed. The application applied
Ethereum as a blockchain platform and the Proof of
Authority as a consensus algorithm. These
applications allow others education institute to join
the consortium. The proposed model did not
highlight how the data for each education institute
will keep privacy.

Similarly, [44] introduced a system called
MOETVBC, designed to address counterfeit
certificate concerns in Saudi Arabia. This application
leverages Hyperledger as its blockchain platform to
create a secure, expedient, and transparent solution.
Its primary focus lies in streamlining the certificate
verification process. However, one limitation pertains
to data sourcing. The data resources rely solely on the

MoE rather than directly from educational
institutions. Consequently, verification processes
may experience delays if the MoE encounters
challenges in collecting data from these
organizations.

The work presented in [45] introduces a theoretical
model aimed at tackling the problem of counterfeit
certificates. This model encompasses both the
issuance and verification of certificates through
blockchain technology. Overall, the proposed model
appears comprehensive in addressing counterfeit
certificate concerns. Utilizing blockchain ensures the
security and reliability of verification statuses.
However, verification responses may not be
immediate, as the verification process extends across
email platforms, necessitating additional time.

Recognizing the imperative for higher education to
address counterfeit certificate issues, a Higher
Education Certificate model was proposed [46]. This
model delves into aspects such as certificate issuance,
verification, data transactions, and data privacy.
Nonetheless, a limitation arises from certificates
being issued only upon student request, thereby
hindering verification via blockchain processing.

Regarding the implementation of blockchain to
address counterfeit certificate issues, Table 4
summarizes  previous research that applied
blockchain technology to overcome these challenges.

Table 4 Methods and solution for counterfeit certificate issues

Author Year Solution Method

Nguyen et al. [41] 2020 Certificate verification Hyperledger

Saleh et al. [14] 2020 Certificate verification Hyperledger

Toyoda et al. [47] 2020 Digital  certificate and Ethereum, SC & consensus algorithm
verification

Gaikwad et al. [19] 2021 Certificate verification Ethereum & SC

Ayub et al. [48] 2021 Certificate verification Hyperledger

Guerreiro et al. [38] 2022 Certificate verification and Ethereum & SC
integration

Badlani et al. [21] 2022 Certificate verification Ethereum

Leka, et al. [49] 2022 Digital  certificate and Ethereum & SC
verification

Ghani et al. [50] 2022 Digital  certificate and Hyperledger & SC
verification

Kistaubayev et al. [51] 2022 Certificate verification and Ethereum

student information

Based on Table 4, 6 out of 10 previous studies
addressing counterfeit certificate issues proposed
using the Ethereum blockchain for creating digital
certificates and verification. Ethereum is popular
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because it implements distributed data storage,
allowing users to run their own applications and
blockchain [52]. It can also store data with an
unlimited block size [53]. The remaining 4 studies
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suggested implementing Hyperledger for this
purpose.

3.3Tools

Numerous tools are available to aid in blockchain
development, including Remix integrated
development  environment (IDE), MetaMask,
Ganache, and others. Each tool possesses its unique
functionality; for instance, Ganache is utilized to
generate a development blockchain. Meanwhile,
Remix IDE and MetaMask are employed to facilitate

Table 5 Supported tools for Blockchain implementation

the blockchain development process. The Truffle
IDE, MetaMask, Infura application programmer’s
interface (API), SC, and the Ropsten Network were
utilized to aid in configuring the proposed
applications [54]. Furthermore, Truffle and Web3
supported the Rinkeby test network for data
transaction storage [55]. These tools were
implemented to bolster the proposed application's
integration of blockchain technology, as illustrated in
Table 5.

Authors/Year Tools

Implementation

Malsa et al. [20] (2021)

Remix IDE and MetaMask

Testing the send transaction into
blockchain and generate private key

Gaikwad et al. [19] (2021) Rinkeby

Testing blockchain network

Hawashin et al. [56] (2021) Remix IDE

Create and compile SC

Shawon et al. [13] (2021)

Remix IDE and MetaMask

Writing SC and generate private key

Ahmad et al. [24] (2022) Web3

Generate the private key

Ahamed and Vignesh [26] (2023)

Ganache and Truffle

Create Ethereum blockchain used testnet
and migrate blockchain and SC

Leka et al. [49] (2022)

Ganache and Rinkeby

Generate  Ethereum  and  testing
blockchain network

Table 5 indicates the advantages of implementing
these tools are their ease of use and configuration.
However, the disadvantage is that they are only
suitable for use in a development environment.
Implementing them in a production environment
poses a high risk.

3.4Digital certificate and verification issues

The implementation of blockchain technology has
become a trending solution to address counterfeit
certificate issues. Various methods, including
Bitcoin, Ethereum, Hyperledger, SC, and consensus
algorithms, are currently being used to tackle these
challenges. These methods are integrated into
proposed systems to generate and verify digital
certificates. While most proposed systems using
blockchain methods have successfully addressed
counterfeit issues, the performance of accessing and
verifying digital certificates still requires further
attention.

Table 6 demonstrates that blockchain implementation
is capable of addressing counterfeit certificate issues.
However, starting in 2023, performance issues
related to the steps involved in digital certificate
generation, viewing, and verification have been
revisited for further discussion.
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Table 6 Performance issues in blockchain technology

Authors Year Case study

Rustemi et al. 2023 Certificate verification
[27]

Wang et al. [57] 2023 Educational data

Aini et al. [58] 2023 Certificate verification

Fang et al. [59] 2024 Credential verification

Feng et al. [60] 2024 Certificate

authentication

Liuetal. [61] 2024 Certificate verification

Mai et al. [62] 2024 Certificate verification

Al and Morato 2023
[63]

Certificate verification

4.Discussion and analysis

The review analysis was conducted using the
PRISMA method, which is an evidence-based
approach for systematic reviews to identify relevant
resources [64]. Figure 1 depicts a block diagram
illustrating the process of analysis based on previous
studies. A total of 160 articles and 5 sources from
websites were sought, but only 115 articles and 1
website source were successfully retrieved (Figure
1). The search was conducted using keywords such as
"blockchain," "certificate issues,” and "Ethereum."
Of these, only 61 articles were included and used in
this paper, while 54 were excluded.
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Figure 1 Analysis based on PRISMA
The 61 articles included in this review were sourced Proceedings (13), Books (1), Magazines (1), and
from various publications, including Journals (45), Website articles (1), as shown in Figure 2.
50
45
40
= 30
=]
)
O 20
3
10
0 + £5 1
Journal Proceeding Book Magazine Website
Sources

Figure 2 Sources of articles included in the review
Table 7 Distribution of articles reviewed by year and

All the articles focused on blockchain technology, type
and analyses were conducted from various angles and Year  Journal  Proceeding  Book  Magazine  \Websites
perspectives, drawing from previous research. 2024 5 2 0 0 0
Additionally, Table 7 shows the distribution of the 2023 8 1 0 0 0
reviewed papers based on the year and type of article, gggi ; i 8 2 (1)
including journals, proceedings, books, magazines,
and websites. 2020 6 3 0 0 0
2019 6 0 0 0 0
2018 1 0 1 0 0
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The articles reviewed were also analyzed based on
their publication sources, as shown in Figure 3. Nine
different types of publishers were considered for the
review and analysis (Figure 4): IEEE (24), Education
Journal (3), ACM (5), Applied Science (8), Frontiers
(2), Electronic Journal (4), Science & Technology
Journal (5), Science Computer (2), and other
publishers (8). Meanwhile, out of the 61 articles

30
25 24
20

15

Count

10

Others Education ACM IEEE

Journal

Journal Sources

Applied
Science

related to the discussion, a dataset was developed and
these issues were analyzed, covering the
implementation of blockchain in various domains,
fake certificate issues, and development tools that
support blockchain implementation to address
counterfeit problems.

2
Frontiers Electronic ~ Science &  Computer
Technology  Science

Figure 3 Number of articles according to the publication sources

4.1Blockchain in various domain

Blockchain’s implementation merely seen across
various domain, but education domain is the most
popular discussed among the researchers with the
total of 50 efforts from 2018 to 2024 as depicted in
Figure 1. According to Figure 4, the education sector
dominates the discussion on blockchain-related
issues, with 23 studies addressing this area, whereas
only 7 studies focus on the management sector.

25
23

Count
-
(6]

[N
o

1 2 3

4

Additionally, 9 issues are related to other sectors,
with 5 pertaining to the health domain. The oil and
gas, insurance, and supply chain sectors each have 5,
3, and 1 issue discussed, respectively, in both
insurance and supply chain domains. Figure 5
explores and highlights the prevalence of fake
certificate issues specifically within the education
sector during the period from 2018 to 2024.

5 6 7

Blockchain in different domains

1: Education, 2: Management, 3: Health: 4: Oil and Gas, 5: Insurance, 6: Supply chain and 7: Others
Figure 4 Implementation of blockchain in different domains
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Figure 5 Blockchain discussion year wise in education domain

As shown in Figure 5, discussions regarding
counterfeit certificates in the education domain began
in 2018, accounting for 2 articles (4% of the total).
These discussions have steadily increased each year,
rising to 3 articles (6%) in 2019, 7 articles (14%) in
2020, and 9 articles (18%) in 2021. In 2022, the
number of discussions reached 10 articles (20%),
followed by 12 articles (24%) in 2023, and 7 articles
(14%) by June 2024. The increasing percentage of

w w A
S G & O

1. 11

Percentage
PR NN
o O o1 O O

Fake issues

Issues

Digital aspect

discussions on this topic highlights its growing
relevance and the urgent need for resolution.

4.2Fake certificate issues

Numerous researchers have engaged in discussions
regarding counterfeit certificate concerns, proposing
various methods and applications to address them
through blockchain technology. Figure 6 illustrates
the statistics pertaining to counterfeit certificate
issues and the solutions proposed by previous studies
considering different aspect.

41.6

Related to validation

Figure 6 Issues and proposed method to overcome fake certificate issues

Figure 6 reveals around 27.77% of researchers have
addressed the issue of counterfeit certificates. To
tackle this challenge, 30.5% have advocated for
digital certificates using blockchain, while 41.6%
have suggested certificate validation based on
blockchain technology. However, these proposals
lack detailed explanations regarding crucial aspects
such as data transaction, validation, privacy, and
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throughput. Addressing these criteria is essential for
the implementation of blockchain-based applications,
as outlined in Table 8.

The criteria mentioned in Table 8 are important
aspects to address counterfeit issues. However, they
are not all-inclusive in the blockchain process, as
shown in Table 9.
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Table 8 Key criteria for discussion

Criteria Description

Data validation

How and who have authorities to validate the data before it able to commit into the

blockchain. Data validation process is important task because data that sored in blockchain

impossible to update.

Data privacy

It becomes an issue if the application was share with other organization or education institute.

Supposed each organization able to handle their own data and keep it privacy.

Data transaction

The process of data transaction includes write and read data from blockchain is important to

ensure the performance of proposed application.

Data throughput

Throughput is a successful numbering transaction per second. The increase of throughput

related with the application performance.

Table 9 List of criteria

Criteria Blockchain
Data validation Exclusion
Data privacy Exclusion
Data transaction Inclusion
Data throughput Inclusion

Table 9 shows that data validation and data privacy
are not inherently included in the blockchain engine;
they depend on the application setup. On the other
hand, data transaction and data throughput are criteria
embedded in the blockchain engine. However, the
performance of data transactions and data throughput
depends on several factors, including the consensus
algorithm, data size, network, number of nodes, and
other variables.

4.3Development tools

Meanwhile in terms of tools, most researchers
discussed about the tools such as Remix IDE, Truffle,
Ganache and MetaMask. These tools able to support
development application using blockchain
environment only. The detail prescription on how to
implement the application using blockchain
technology in production environment is yet to
disclose further since those tools are embedded in the
in-house development of the Ethereum blockchain
applications.

4.4Limitations

The main challenge in completing this study was
finding and reviewing relevant papers. Most papers
did not discuss or provide detailed methods for
addressing counterfeit issues. They merely stated that
blockchain can address these issues without
explaining the proposed methods in detail.

Additionally, most papers did not discuss the tools
needed to support blockchain development in a
production environment. They only mentioned open-
source tools like Ganache, MetaMask, and Web3,
without detailing the specific functions of each tool.
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Therefore, additional research on these open-source
methods was required.

A complete list of abbreviations is listed in Appendix
.

5.Conclusion

Utilizing blockchain technology for the generation
and validation of digital certificates provides an
effective solution to address counterfeit certificate
issues. The inherent characteristics of blockchain,
such as transparency and immutability, instill trust
and make it well-suited for tackling these challenges.
In this study, various blockchain platforms used for
generating and validating academic certificates are
examined. Many researchers have proposed
prototypes and theoretical approaches to mitigate
these issues; however, these methods often do not
cover the entire certification process, including data
integration and ensuring the validity of information
committed to the blockchain. Additionally, tools that
facilitate blockchain implementation, such as Remix
IDE, Truffle, Ganache, and MetaMask, are analyzed.
It is concluded that developing blockchain-based
applications requires the support of open-source
tools. However, these tools may not always be
suitable for production environments. In light of the
limitations of open-source tools and the shortcomings
of previous systems, the MongoDB, Angular, lonic,
Node.js, smart contract, truffle, ethereum blockchain,
and python (MAINSTEP) model (MongoDB,
Angular, lonic, Node.js, SCs, Truffle, Ethereum
Blockchain, and Python) can be proposed for
blockchain-based application development to combat
counterfeit certificate issues. These methods enable
the utilization of blockchain, Ethereum, SC, and
consensus mechanisms in production environments.
Additionally, concerns regarding data validation,
privacy, transaction processing, and throughput are
addressed to ensure the efficacy of the developed
applications.
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Appendix |

S.No.  Abbreviation  Description

1 Al Artificial Intelligence

2 Amazon EC2  Amazon Elastic Compute Cloud

Cloud

3 API Application Programmer’s Interface

4 BFT Byzantine Fault Tolerant

5 dApps Decentralized Application

6 IDE Integrated Development Environment

7 loT Internet of Things

8 MAINSTEP MongoDB, Angular, lonic, Node.js,
SC, Truffle, Ethereum Blockchain, and
Python

9 MetaMask MetaMask is a cryptocurrency wallet
made specifically for tokens on the
Ethereum blockchain

10 MoE Ministry of Education

11 PRISMA Preferred  Reporting  Items  for
Systematic Reviews and Meta-
Analyses

12 PoA Proof-of-Authority

13 PoS Proof-of-Stake

14 PowW Proof-of-Work

15 SC Smart Contract




