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1.Introduction 
The field of biometric systems has undergone 

significant evolution over the past two decades, 

driven by advancements in sophisticated digital 

technologies such as information and communication 

technology (ICT), the Internet of Things (IoT), the 

Web of Things (WoT), large-scale memory devices, 

and high-speed computational processes [1]. Today, 

biometric-driven safety measures are widely adopted 

by organizations of all sizes, irrespective of their 

installation capacity.  

 

 
*Author for correspondence 

 

Facial recognition plays a critical role in biometric 

systems, particularly those focused on public 

security, aiding in the identification of offenders and 

the prevention of crimes and related activities [2]. 

 

The field of computer vision and pattern recognition 

has also given considerable attention to facial 

recognition. In light of the global COVID-19 

pandemic, there has been a notable shift away from 

contact-based biometric systems, such as fingerprint 

recognition, due to health concerns. This transition 

has led to a surge in interest in facial recognition 

technologies among biometric vendors [3]. 

Consequently, many international organizations that 
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dealing with obscured and noisy images. This study presents a simple and efficient deep learning (DL)-based facial 

recognition method capable of recognizing both occluded and distorted faces. A novel approach, termed robust facial 

recognition in biometric authentication using the modified whale optimization algorithm (RFRB-MWOA), was 

introduced. RFRB-MWOA leverages artificial intelligence and advanced DL models to recognize various emotional states 

effectively. The method employs histogram equalization to standardize brightness and hue levels across different 
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improving the robustness of the model. Additionally, a layered activation function is applied to produce flexible, 

normalized information for better generalization. Experimental results demonstrate that the proposed approach 
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Keywords 
Face recognition, Biometric authentication, Deep learning, Mask_convolutional neural network, Whale optimization 

algorithm.  

 

 



M. Leelavathi and D. Kannan 

1682 

 

previously relied on contact-based biometric 

technologies have embraced non-touch face 

identification systems [4]. The increasing demand for 

non-contact biometric technologies is expected to 

drive widespread adoption in businesses and 

influence research institutions to focus on developing 

advanced systems. Furthermore, it fosters innovation 

in other biometric technologies, including facial, iris, 

motion, and voice recognition, paving the way for 

future advancements in the field [5]. 

 

Feature selection and feature extraction techniques 

play a vital role in the process of face recognition. 

These techniques can be broadly categorized into 

global and local approaches [6]. Despite face 

recognition being a task often associated with global 

features, local approaches are generally preferred due 

to their ability to capture finer details and handle 

variations such as lighting, pose, and occlusion [7]. 

 

Numerous studies [8, 9] have explored various local 

feature extraction techniques that are particularly 

effective for face recognition. Some prominent 

methods include local binary pattern (LBP), local 

ternary pattern (LTP), local derivative pattern (LDP), 

Weber’s local descriptor (WLB), and histogram of 

oriented gradients (HOG). These techniques are 

widely used for their robustness in capturing distinct 

facial features and improving recognition accuracy in 

diverse real-world scenarios. Local feature extraction 

methods are widely regarded as producing superior 

outcomes compared to global methods in face 

recognition. This superiority stems from their ability 

to capture finer, localized details that are crucial for 

identifying facial features under varying conditions. 

Recently, the scientific community involved in facial 

recognition research has shown growing interest in 

ordinal measurements [10]. Ordinal features, 

particularly those driven by binarization, have 

demonstrated resilience against intra-class 

fluctuations, making them highly effective in 

handling variations such as lighting, expression, and 

pose changes. This robustness has positioned ordinal 

measurements as a promising avenue for improving 

the accuracy and reliability of facial recognition 

systems. 

 

According to [11], the measure of ordinal magnitude 

in biometric technologies indicate the corresponding 

order of two-colour bands within the particular place 

or mean intensity of adjacent nearby patches. In 

depicting and identifying facial images, colour 

feature is significant. As a result of recent 

developments in machine learning (ML), deep 

learning (DL), the availability of high-end hardware, 

and the abundance of data, various methods for face 

recognition have been developed that perform 

exceptionally well [12]. Due to recent developments, 

computerized facial recognition tools are now used in 

various real-world situations, from social network 

photo tagging and photo organization to vital 

criminal justice uses like searching the missing 

person and suspected investigations. Identification 

accuracy is one of the significant parameters to gauge 

a face recognition model's efficiency [13].  

Additionally, its resilience concerning the various 

data variances requires assessment.  

 

The challenges associated with automated face 

recognition remain significant, as it is a more recent 

research focus compared to technologies like 

fingerprint recognition. For example, Zhang et al. 

[14] highlighted the issue of facial feature detection, 

a critical area for the advancement of this technology. 

Most face detection methods are computationally 

intensive and often result in suboptimal recognition 

accuracy. Factors such as gender, age, positional 

variations, lighting normalization, and opacity have 

been examined in facial identification studies [15]. 

 

Recognizing faces accurately in unrestricted contexts 

is particularly challenging due to a significant drop in 

identification accuracy under such conditions. This 

indicates the need for methods that can enhance 

facial recognition performance in these scenarios. Tu 

et al. [16] attempted to address challenges related to 

illumination and pose by employing deep learning 

networks and neural network techniques, presenting a 

promising approach to improve face recognition 

accuracy. 

 

However, this method has struggled to effectively 

handle large-scale normalized reflectance images and 

outdoor face identification scenarios. Another 

significant challenge in face recognition research lies 

in testing the effectiveness of trial outcomes. The 

research community has yet to establish consensus on 

standard datasets for testing. The choice of datasets 

often depends on the preferences of individual 

researchers, resulting in a lack of consistency. 

Moreover, many datasets do not represent real-world 

scenarios as they are typically created for specific 

purposes. 

 

Ethnicity poses another challenge, as there is no 

reasonably balanced dataset that adequately accounts 

for factors such as skin color, gender, and age. 

Additionally, varying lighting conditions at different 
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angles introduce the issue of uneven illumination, 

causing inconsistencies in the amount of light 

reflected by the face. This inconsistency can lead to 

incorrect identification [17]. Similarly, random 

movement caused by individual motion can result in 

misclassification during four-dimensional 

recognition. The rotation of an image can also cause 

the input image and reference image to appear 

different, further complicating identification [18]. 

 

The primary goal of this study is to achieve accurate 

authentication by incorporating facial expressions. 

The proposed method improves detection accuracy 

by utilizing the modified whale optimization 

algorithm (MWOA) framework in conjunction with 

mask_convolutional neural network (mask_CNN). 

Furthermore, the enhanced accuracy demonstrated in 

this study contributes to increased security and 

reliability in biometric locks, making it a significant 

advancement in facial recognition technology. 

 

The increasing importance of security in 

organizational settings and the growing reliance on 

artificial intelligence for security purposes indicate 

the significance of human face recognition. However, 

real-world challenges such as occlusion and noise 

significantly affect the accuracy of recognition 

systems. While the existing methods address 

obscured and noisy images to some extent, further 

development is still needed to achieve high accuracy 

levels. 

 

A low-cost, high-accuracy deep facial recognition 

technique, mask_CNN, is employed, integrating both 

feature extraction and decision-making processes. 

The feature selection process is enhanced through 

two key improvements. First, recursive chaotic 

sequences are implemented to improve the quality of 

the evolving population. Second, a quasi-opposition 

learning system is developed, leveraging this 

mechanism to update and refine the positions of 

agents while retaining the best-performing agents 

based on their fitness. Additionally, an anti-spoofing 

mechanism is embedded within the system, utilizing 

this exact framework to identify faces accurately. The 

essential linear predictor further strengthens the 

system with its high accuracy and ease of learning. 

 

This study introduces a novel and efficient DL-based 

facial recognition method capable of accurately 

identifying occluded and distorted faces. The 

proposed robust facial recognition in biometric 

authentication using the modified whale optimization 

algorithm (RFRB-MWOA) utilizes artificial 

intelligence and advanced DL models to recognize 

varied emotional states effectively. The approach 

incorporates histogram equalization to standardize 

image brightness and hue levels and employs the 

mask_CNN model optimized with the MWOA 

algorithm for hyperparameter tuning. To address 

feature inconsistencies, mask_CNN integrates 

probabilistic max-pooling, retaining distinctive 

features while preserving variability. Additionally, 

the application of layered activation functions 

enhances the flexibility and efficiency of information 

normalization, ensuring robust and accurate facial 

recognition. 

 

The organization of the paper is as follows: Section 2 

reviews the previous investigations, section 3 outlines 

the proposed approach and techniques, section 4 

presents the experimental findings, section 5 offers a 

discussion, and section 6 concludes with the 

summary and potential directions for future research.  

 

2.Related works 
In recent years, researchers had increasingly focused 

on DL approaches due to their high automatic 

detection capabilities, despite the significant efficacy 

achieved by conventional facial recognition methods 

using handcrafted feature extraction. In this context, 

some of the most recent research in facial recognition 

had been discussed, highlighting the methods for 

deep neural networks (DNN) and feature selection 

using optimization techniques that enhances 

recognition performance. 

 

Luque et al. [19] Presented the end-to-end 

architecture for biometric identification via the 

convolutional networks utilizing biosensors. The 

validation strategy, which used convolutional 

network-based algorithms and actual signals, seemed 

feasible in the existing surveillance processes in e-

health and exercise settings, demonstrating the 

outstanding promise as biometry. In Donuk et al. 

[20], feature matrix in the linked CNN layer 

developed during the second phase was subjected to 

the binary particle swarm optimization (BPSO) 

method for selecting features. A support vector 

machine (SVM) is used to categorize particular 

characteristics. Lokku et al. [21] created the optimal 

face recognition network (OPFaceNet) to identify 

faces with significant noise and occlusion in photos. 

The noise-specific feature patterns, such as LBP, 

fuzzy local binary pattern (FLBP), and noise-resistant 

local binary pattern (NRLBP), were extracted. The 

suggested CNN classifier utilized the average of three 

patterns. The fitness sorted rider optimization 
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algorithm (FS-ROA) optimization was the primary 

contribution that improves the CNN model. Sahan et 

al. [22] introduced a new face identification method 

combining a new one-dimensional CNN, CNN deep 

classifiers with linear discriminative analysis 

techniques. Bidirectional long short-term memory 

(BiLSTM)-CNN model was suggested in Febrian et 

al. [23], along with trials on the CK+ dataset and the 

assessment of created models' accuracy rate. The 

dataset was enhanced with additional data to enhance 

model performance and avoid overfitting. Hu et al. 

[24] described the creation of an approach for 

utilizing CNN in biometric identification, based on 

the user face geometry assessment. It was proposed 

that the approach for adapting the structural 

characteristics of CNN to the predicted surrounding 

in system used the developed biometric 

authentication. It was suggested that the architectural 

parameters of CNN had been adjusted in accordance 

with the resembling typical user recognition of facial 

images, considered the unique aspects of machine 

input and presentation. In Page et al. [25], it 

demonstrated a low-power, integrated 

electrocardiogram (ECG)—pattern detection system 

for biometric identification. As the acceptance of 

devices grows, it is anticipated that ECG combined 

with the secondary biometric marker such as a 

fingerprint, played an essential role in wearing 

protection. The primary goal of this study was to 

construct the dependable, resilient, and speedy 

system with restricted surface and energy impact. 

Benradi et al. [26] presented an innovative approach 

that utilized the extracted features with HOG and 

scale-invariant feature transformed (SIFT) to improve 

face recognition performance despite variability and 

obstruction. Using the methodologies above, they 

performed the feature extraction operation before 

passing the results to CNN architecture. Our 

simulations' findings demonstrated the SIFT+CNN 

combination's strong performance. The hybrid 

ensemble convolutional neural network (HE-CNN) 

framework for face recognition was proposed in 

Anwarul et al. [27], used ensemble transfer learning 

from the altered pre-trained models. The model that 

considerably increased recognition accuracy was 

trained using progressive training. Revathy et al. [28] 

proposed an electronic voting system using face 

recognition and DL. To finish the selection 

procedure, the blind verification method and the 

application of blockchain technology were utilized 

Wen [29]. 

 

After examining the methods above, it was concluded 

that some needed more computing time, were more 

complex, and had worse accuracy. Mask_CNN was 

introduced with the modified optimization method 

optimizing the fusion process to achieve improved 

accuracy Abd and Mirjalili [30]. One research gap 

lies in the need for greater efficiency and accuracy in 

facial recognition methods amidst the prevalence of 

DL approaches. While the recent research had 

focused on DNN and feature selection using 

optimization techniques, some methods faced the 

challenges such as increased computational demands 

and lowered accuracy. Specifically, there was the 

need for approaches that balanced accuracy, 

efficiency, and complexity Rahnamayan et al. [31]. 

Additionally, existing methods often struggled with 

facial image noise, occlusion, and variability. This 

highlighted the need for novel approaches that 

addressed these challenges while maintaining the 

high levels of accuracy and efficiency [32]. 

Introduction of mask_CNN with a modified 

optimization method bridged this gap by improving 

accuracy through a fusion process. 

 

Recent research in facial recognition had explored the 

various methods that utilized DL and optimization 

techniques. One approach, utilizing convolutional 

networks with biosensors, showed promise for 

biometric identification in e-health and exercise 

settings Jain and Learned-miller [33]. Another 

method used BPSO for feature selection to enhance 

the classification accuracy using SVM. Optimal face 

recognition network (OPFaceNet) addressed the 

noise and occlusion challenges, utilizing a novel 

CNN classifier optimized by FS-ROA Sonon et al. 

[34]. BiLSTM-CNN and HOG-SIFT feature 

extraction improved recognition accuracy, albeit with 

varying computational complexity. HE-CNN utilized 

ensemble transfer learning, enhanced the accuracy 

through progressive training Vadim et al. [35]. 

However, challenges persisted including the longer 

computing times and reduced accuracy in certain 

methods. The proposed mask_CNN with modified 

optimization aimed to mitigate these challenges, 

offering improved accuracy through fusion. 

However, further research was needed to balance 

accuracy, efficiency, and complexity while 

addressing noise and variability in facial images 

Guleria et al. [36]. 

 

The reviewed works highlight advancements in facial 

recognition through DL and optimization techniques, 

including the application of convolutional networks 

with biosensors for biometric identification in 

specific settings.Other studies introduced 

optimization methods, such as BPSO and FS-ROA, 
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and innovative architectures like BiLSTM-CNN and 

HE-CNN, addressing challenges of noise and 

occlusion. However, issues like high computational 

demands, reduced accuracy, and dataset variability 

persisted. The introduction of mask_CNN with a 

modified optimization method bridged these gaps by 

improving accuracy and efficiency, although further 

research is needed to balance these aspects while 

addressing real-world challenges.  

 

3.Materials and methods 

System model 

Face recognition using amask_CNN system with 

decision-level fusion is divided into three phases: 

CNN-based feature extraction, feature selection using 

MWOA, and decision-level fusion. The entire 

process of the proposed technique is depicted in 

Figure 1. The proposed method begins with pre-

processing the input image. Mask_CNN system 

undergoes training on the face detection dataset 

WIDER FACE dataset and benchmark face detection 

dataset and benchmark (FDDB) sample to extract the 

relevant features for face recognition. The 

Mahalanobis separation and the Euclidean distance 

are utilized to determine the resemblance of the 

vector’s characteristics to merge. 

 

 
Figure 1 Block diagram for facial recognition in 

biometric authentication 

MWOA selects the features by iteratively optimizing 

feature subsets, mimicking natural whale behaviour. 

Candidates represent the different feature 

combinations evaluated by fitness function. MWOA 

balances exploration and exploitation phases, where 

the individuals explore new regions and exploit 

promising ones. Effectiveness of the feature sets is 

assessed based on the classification performance 

metrics such as accuracy, precision, and recall. 

Additionally, dimensionality reduction, 

generalization to unseen data, computational 

efficiency, and robustness to noise are considered. 

MWOA aims to identify the optimal feature subsets 

contributing significantly in the task, ensuring 

efficient and effective feature selection in various 

applications. 

 

Mask_CNN architecture comprises of convolutional, 

pooling, normalization, and fully connected layers for 

effective feature extraction and classification. 

Convolutional layers capture spatial patterns, 

followed by pooling layers for spatial dimension 

reduction. Normalization layers stabilize training, and 

fully connected layers map features to the output 

classes. Configurations like filter numbers and layer 

sizes are tailored to task complexity. During the 

training, loss function quantifies prediction 

disparities and is optimized through the algorithms 

like stochastic gradient descent or Adam. Batch size 

determines the simultaneous sample processing, 

while the number of epochs controls dataset 

iterations. Regularization techniques mitigate 

overfitting, ensuring robust model performance in 

mask_CNN system. 

 

The criteria for decision-level fusion in mask_CNN 

system encompass several vital factors. These include 

the confidence scores generated by individual CNN 

models for each input image, the consistency of 

predictions across multiple models, and the diversity 

of features captured by each model. Additionally, 

criteria such as the reliability of each model, their 

respective accuracies, and any available contextual 

information influence the decision-level fusion 

process. A weighted combination or voting 

mechanism is utilized, where the models with higher 

confidence scores or accuracies contribute more 

significantly to the final decision. 

 

3.1Preprocessing of images 

Initially, the Savitzky-Golay filter is used to process 

the pictures from FDDB and WIDERFACE dataset. 

The primary benefit of this sort of filter is that it 

reduces distortion while removing noise from a 
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signal, maintain its essential data. Information under 

consideration is initially fitted using the least square 

polynomial, and elimination is completed by 

projecting the input into the signal space. Finally, the 

polynomial equation is processed using a linear 

function to retrieve denoised data. Window size for 

the Savitzky-Golay filter application is typically 

chosen based on the data's characteristics and the 

desired smoothing level. Standard window size 

ranges from 5 to 21 data points, with larger windows 

providing greater smoothness but potentially blurring 

the smaller features in signal. It has described the 

fitting of least square polynomial into data(n) data 

points. n data points are used to fit the polynomial, 

Pol(n) in Equation 1. 

𝑃𝑜𝑙(𝑛) = ∑ 𝑏𝑝𝑛𝑝𝑁
𝑝=0    (1) 

 

In which, 𝑏𝑝 is the polynomial's 𝑝𝑡ℎ  coefficient. In 

other words, the goal is to reduce the mean square 

estimation error as shown in Equation 2. 

𝑂𝑏𝑗𝐺 = ∑ (𝑝𝑜𝑙(𝑛) − 𝑑𝑎𝑡(𝑛))2𝑊
𝑛=−𝑊  (2) 

 

An approximate time of "half width" 𝑊  is included. 

The zeroth coefficient is provided, as shown in 

Equation 3. 

𝑌0 = 𝑃(0) = 𝑏0    (3) 

 

The data is shifted towards, or the source is been 

modified, the data points are benen examined for 𝑡 ≠
0 concerning (𝐺 + 1) equations in (𝐺 + 1) unknown 

values, the variation of 𝑂𝑏𝑗𝐺 is obtained and equal to 

zero. The (𝐺 + 1) equations in the (𝐺 + 1) 

unidentified variables are represented by Equation 4: 

∑ (∑ 𝑛(𝑖+𝑝)𝑏𝑝) = ∑ 𝑛𝑖𝑊
𝑛=−𝑊

𝑊
𝑛=−𝑊

𝐺
𝑘=0 𝑑[𝑛] (4) 

 

The combination of (2𝑊 + 1) × (𝐺 + 1) are used to 

express the given equation 4 the formula for this 

matrix's (𝑛, 𝑖)  component as shown in Equation 5. 

𝑚𝑎𝑡𝑛,𝑖 = 𝑛𝑖 − 𝑊 ≤ 𝑛 ≤ 𝑊  (5)  

𝑤ℎ𝑒𝑟𝑒, 𝑖 = 0,1,2,3 … 𝐺 

 

The (𝐺 + 1) × (𝐺 + 1) matrix 𝐵is represented as 

𝐴𝑇𝐴. The (𝑖, 𝑘) element is given as in Equation 6. 

𝑊𝑒𝑖(𝑖,𝑘) = ∑ (𝑛)𝑖+𝑘𝑏𝑘 … 𝑤ℎ𝑒𝑟𝑒 𝑖, 𝑘 =𝑊
𝑛=−𝑊

0,1,2, … . 𝐺    (6) 

 

The 𝑊 information points make up an array called𝑋. 

𝐸 = [𝐸−𝑊 , … 𝐸−1, 𝐸0, 𝐸1 … 𝐸𝑊]𝑇. The adjusted 

polynomial's assessed variables are presented as 

𝑧[𝑧0, 𝑧1, … 𝑧𝐺]𝑇. The required matrix's standard 

equations are assessed in the Equations; 7, 8 and 9. 

𝑍𝑧 = 𝐴𝑇𝐴𝑧    (7) 

𝑧 = (𝐴𝑇𝐴)−1𝐴𝑇𝐸    (8) 

𝑧 = 𝐻𝐸     (9) 

 

The smooth output value,𝑧0  calculated using the first 

row of𝐻, is the first element in the array𝑧. It relies on 

the input sequence linearly, while 𝐻 relies on 𝑊 

and 𝐺. Therefore, the coefficients discovered for 

2𝑊 + 1 sample seems to be same. The same values 

are designated and decided when choosing the subset 

of data points from the dataset. The ultimate notation 

for the pre-processed information is 𝑃𝑟𝑒(𝑜𝑢𝑡). 

 

3.2Extraction of raw features 

The altered pictures Pre (out) are handled utilizing 

the 1964 Gabor function, which is the translation 

distribution of Gaussian function within the 

frequency domain [29]. Gabor function is applied 

with the values chosen for frequencies typically 

ranging from 0.1 to 0.6 cycles per pixel and 

orientations from 0 to 180 degrees. These parameters 

are selected to capture the diverse spatial frequency 

and orientation characteristics in image processing 

applications. 

 

Gabor function derives the associated features in 

frequency domain at different scales and paths, and it 

is the member of windowed Fourier transform 

family. Additionally, x Gabor function is akin to the 

biological function of human eye, frequently used for 

texture identification and produces positive 

outcomes. The two-dimensional Gabor function is 

calculated as follows in Equation 10. 

∅𝒋(𝑥) = 𝑘𝑗
2𝑒𝑥𝑝(−

𝑘𝑗
2𝑥2

2𝜎2 )(𝑒𝑥𝑝(𝑖𝑘𝑗𝑥) − 𝑒𝑥𝑝(
𝜎2

2
) (10)  

 

In this article, 20 frequencies corresponding to 8 

locations are selected for alteration, covering the 

entire frequency domain and providing 

comprehensive information for potential grouping. 

As a result, the orientation 𝑢 =  0 ∼  7 and the 

frequency domain 𝑣 =  0 ∼  19 are equal. In 

Equation 11, 𝑘𝑗 is calculated as shown in the 

Equations 11 and 12. 

𝑘𝑗 = (
𝑘𝑗𝑥

𝑘𝑗𝑦
) = (𝑘𝑣 cos ∅𝑢

𝑘𝑣 sin ∅𝑢
)   (11) 

 

Where, 𝑘𝑣 = 2
𝑦+2

2
𝜋, ∅𝑢 = 𝑢

𝜋

8
  (12) 

 

The contour of feature point u matching the 

distribution 𝑝(𝑢) is found using the equation 12. This 

equation for Gabor function transition, corresponds to 

the location𝑢, is as follows; the characteristic point 

coordinates of 𝑢 are(𝑥, 𝑦), in Equation 13. 

𝒋𝒋(𝑥) = ∫ 𝑝(𝑢′)∅𝑗(𝑢 − 𝑢′)𝑑2𝑢′  (13) 
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To determine the proper distance between different 

locations, k-means method, a traditional distance-

based approach is used. Distance is used to assess the 

similarity, with resemblance between two points 

decreasing as the distance increases, and conversely, 

closer the points, they show more similarities. 

Ultimately, each group of items are divided into 𝑘 

clusters. Average value for data objects closes to the 

𝑘 point is computed to promote high-point grouping 

similarity. Average value of point groups is 

calculated using Equation 14. 

∀𝑘=
∑ {𝑛𝑖=𝐾}𝑢(𝑖)

𝑛
𝑖=1

∑ {𝑛𝑖=𝐾}𝑛
𝑖=1

    (14)  

 

With the centre point of point category, denoted 

by 𝑛𝑖, is the nearest point group between the data 

points 𝑖 and𝐾; where, 𝑖 =  1. . . 𝑛. Some of the 

features are thus taken out, including in Equation 15. 

∀𝑘= {∀𝑘1, ∀𝑘2, … . ∀𝑘𝑛}   (15) 

 

A person's hair, chin, skin, eyebrows, iris, nose, 

nostrils, ear, forehead, and other facial features are 

included in this description.∀𝑘Subset of these traits 

are been chosen, which has been accomplished using 

the MWOA algorithm. 

 

3.3Histogram equalization of features 

Enhancing photographs is the requirement before 

choosing the characteristics. Thus, histogram 

equalization is a method that creates a grey map by 

altering an image's histogram and redistributing all 

the pixel values to come as near as feasible to the 

desired histogram that the user specifies. It chooses a 

transformation function automatically to provide an 

output image with the consistent histogram. Let 

∀𝑘𝑆 = 𝑆(𝑎, 𝑏)  represent an image made up of 𝑃 

distinct grey levels, which are represented by 𝑆 =
{𝑆0, 𝑆1, … 𝑆𝑃−1}.. The density function of probability 

𝑝(𝑆𝑘) for an image 𝑆 is referred to as in Equation 16. 

𝑝(𝑆𝑘) =
𝑛𝑟

𝑛
    (16) 

 

Here 𝑛𝑟 is the number of times, the level 𝑆𝑘 appears 

in the input image, and𝑟 = 0,1, … . 𝑆 − 1. The total 

amount of samples in the supplied image is 𝑆. The 

graphical representation of input image is connected 

to𝑝(𝑆𝑘), which denotes the number of pixels with the 

given intensity𝑆𝑘. The definition of a transformation 

function 𝑓𝑢𝑛𝑠is in Equation 17. 

𝑓𝑢𝑛𝑠 = 𝑆0 + (𝑆𝑃−1 − 𝑆0)   (17) 

 

The histogram equalization's result image is further 

represented as Y_hist_out(∀_k)=(Y(i,j)). It has 

shown that irrespective of the input mean, mean 

luminance of the histogram-equalized images 

remains in the middle grey level. 
3.3.1Activation of modified whale optimization 

algorithm (MWOA) 

MWOA enhances the original WOA by introducing 

the several key modifications to improve 

performance in complex environments. These 

includes an enhanced exploration strategy that has 

adapted based on the solution diversity, adaptive 

search radius adjusts in accordance with the 

convergence rate of population, and the incorporation 

of hybrid techniques for local search to refine 

solutions. Additionally, MWOA uses a dynamic 

mechanism for tuning the parameters that governs the 

exploration-exploitation balance, making the 

algorithm more responsive to changes in the 

optimization problem. These modifications 

collectively enable MWOA to effectively address the 

challenges posed by occluded and distorted facial 

images in biometric authentication, resulting in 

higher accuracy and reliability. 

 

A few critical traits have been selected after the 

recognizing of specific facial regions to achieve 

accurate results. This section reviews a method that 

allows significant computational time savings while 

providing a rough solution to the feature selection 

problem. To achieve this, MWOA is considered, with 

Figure 2 illustrating the selected features from the 

face. 

 

The two key enhancements are composed of two 

linked aspects. First, a chaotic sequence based on the 

tent map enhances quality. This is followed by the 

introduction of quasi-opposition learning to improve 

search capabilities in every possible direction. The 

recursive mapping is chosen initially, and its 

structure is outlined in Equation 18. 

𝑅𝑡+1 = {

10𝑅𝑠

7
𝑅𝑠 < 0.7

10(1−𝑅𝑠)

3
𝑅𝑠 ≥ 0.7

   (18) 

 

When the beginning value 𝑅1 ∈ (0,1)  is chosen at 

random, Equation 18 is also been used to generate the 

chaotic sequence of values {𝑅1, 𝑅2, … 𝑅𝑁} with 𝑁 −
 1 times. By translating the order of events to 

solution, the first agent is been created in the 

following manner, as shown in Equation 19. 

𝑦𝑖 = 𝑦𝑖,𝑚𝑎𝑥 + (𝑦𝑖,𝑚𝑎𝑥 − 𝑦𝑖,𝑚𝑖𝑛)𝑅𝑖  (19) 

 

The ith dimension's topmost edge of 𝑦 is represented 

as𝑦𝑖,𝑚𝑎𝑥, whereas the lower barrier is represented 

as𝑦𝑖,𝑚𝑖𝑛. All of the population's agents map out their 

starting states in the following Equations 18 and 
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Equation 20, which results in a chaotic population. 

After the population is created, opposition learning, 

essentially a technique for switching from random to 

symmetric search, significantly enhances the 

algorithm's search capability. Opposition-based 

learning appears inflexible and ineffective for 

adjusting in the narrow time, even though the 

opposite-learning method substantially improves the 

algorithm's search power. The proposed quasi-

opposite learning method in the research [30,31] 

introduced randomness to opposition-based learning, 

resulting in a random location between the initial 

position and the opposite location, rather than a fixed, 

uniform location. The formulation for quasi-opposite 

learning is presented in Equation 20. 

𝑦0 =
𝑚+𝑛

2
+ 𝑟𝑎𝑛𝑑(

𝑚+𝑛

2
− 𝑦)  (20) 

 

Where in 𝑟𝑎𝑛𝑑 is a random number between 0 and 1. 

Theoretically, the quasi-opposite position has a 50% 

probability of falling inside the symmetrical point 

and the centre and a 50% probability of landing 

beyond the symmetrical point if 𝑟𝑎𝑛𝑑 ∈  [0, 2]. 
Dropping beyond the symmetry point proves more 

effective for geographical searches, as it enhances 

convergence speed, whereas dropping within the 

symmetry point is preferable for algorithm tweaking 

to improve solution quality. If the variables 

constituting y are multidimensional, Equation 21, 

with m and n as vectors, must be applied 

independently to each dimension of y. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2 Feature selection using optimization method 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3 Architecture of mask_CNN 
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𝑦0′
=

𝑚′+𝑛′

2
+ 𝑟𝑎𝑛𝑑(

𝑚′+𝑛′

2
− 𝑦′)  (21) 

 

As a result, as previously stated, opposition-based 

learning and Chaotic processes are applied to 

enhance the geographical search capabilities. 

 

The MWOA employs a combination of chaotic 

sequences and opposition-based learning to select 

facial features efficiently. Initially, chaotic sequences 

generated using a tent map help diversify the search 

space. Then, opposition-based learning enhances 

search capabilities by transitioning from random to 

symmetric search. Quasi-opposite learning further 

improves the algorithm's effectiveness by introducing 

randomness, promoting convergence speed, and 

enhancing solution quality. Features are evaluated 

based on their ability to represent vital facial regions 

accurately, such as hair, chin, skin, etc. The algorithm 

selects features by iteratively optimizing feature sets 

that best capture facial characteristics. Evaluation 

criteria include feature relevance, discriminative 

power, and computational efficiency. By balancing 

these factors, the MWOA aims to select a subset of 

features that maximizes recognition accuracy while 

minimizing computational complexity. 

 

3.4Mask_CNN-based decision 

The normalization layer, activation function layer, 

and decision layer constitute the mask_CNN model 

proposed in this study. The Softmax classifier, a 

predictor for facial traits in this technique, is removed 

after CNN has been pre-trained using a large sample 

set. 

 

Data normalization: To avoid overfitting and ensure 

effective gradient descent, selecting a minimal 

learning rate during network pre-training is typically 

crucial. Data is normalized across all dimensions to 

address this issue and ensure they follow the same 

distribution. When utilizing a high learning rate, 

normalization can prevent overfitting. Assuming a 

layer's output has dimensions,𝑞 = {𝑞(1), 𝑞(2), . . 𝑞(𝛽)}, 

the normalization was applied separately to each 

dimension. Then, for purposes of explanation, for 

instance, consider every aspect wherein the data of a 

mini-batch sample with the size of can be defined as 

𝑚𝑖𝑛𝑖𝑞 = 𝑞1, 𝑞2, … 𝑞𝑠. The normalized sample data is 

𝑚𝑖𝑛𝑖𝑦 = 𝑦1, 𝑦2 , … 𝑦𝑠, 𝑦𝑖(𝑖 ∈ [1, 𝑠𝑎𝑚𝑝]) and follows 

the conventional normal distribution with a mean of 0 

and a variance of 1. Considering the outcome of the 

loss function, the sum of the factors can be 

calculated. 𝐿𝑜𝑠𝑠𝑓𝑛 the combination coefficient ∝ and 

𝜀 depiction is shown in Equations 22 and 23. 

𝜕𝐿𝑜𝑠𝑠_𝑓𝑛

𝜕∝
=

𝜕𝐿𝑜𝑠𝑠_𝑓𝑛

𝜕𝜇𝐵

𝜕𝜇𝐵

𝜕𝛼
=

𝜕𝐿𝑜𝑠𝑠𝑓𝑛

𝜕𝜇𝐵
(𝜇 − 𝜇𝐵) (22) 

 
𝜕𝐿𝑜𝑠𝑠_𝑓𝑛

𝜕𝜀
=

𝜕𝐿𝑜𝑠𝑠_𝑓𝑛

𝜕(𝜎𝑏
2)

𝜕(𝜎𝑏
2)

𝜕∝
=

𝜕𝐿𝑜𝑠𝑠𝑓𝑛

𝜕(𝜎𝑏
2)

(𝜎2 − 𝜎𝐵
2)  (23) 

 

Because normalization in the mini-batch was more 

successful than in all aspects due to the 

synchronization of the estimation, the information 

was normalized using the mini-batch to achieve an 

identical distribution. Additionally, it would be great 

if the mean and variance were unique to each 

dimension, but this wasn't feasible. The standard 

deviation and mean of every dimension have been 

identified employing the mini-batch data's median 

and variance to make the normalized computation 

process easier. All and some of these values were 

then linked by revising the entire variation and 

standard. The overall architecture for mask_CNN is 

shown in Figure 3. 

 

Layer of the activation function: The activating 

procedure introduces nonlinearity into the 

mask_CNN network. Researchers propose a layered 

activating operation to address three key issues: 

providing adaptivity to the activation function, 

enhancing the non-linear expression capability, and 

resolving gradient saturation and diffusion problems. 

The third figure illustrates a three-level architecture 

with minimal components and learnable activation 

features. In this binary tree structure, each middle-

level node represents the combined output of two 

lower-level nodes, while the high-level node 

corresponds to the overall output. Then, 𝑞(𝑖𝑛) 

represents the normalized input parameter, while 

𝑓𝑢𝑛𝑙𝑜𝑤 , 𝑓𝑢𝑛𝑚𝑖𝑑 and 𝑓𝑢𝑛ℎ𝑖𝑔ℎ, denote low-, middle-, 

and high-level node operations. The three-level node 

function is documented in Equation 24. 

𝑓𝑢𝑛(𝑞(𝑖𝑛)) = ({

𝑓𝑢𝑛𝑙𝑜𝑤
𝑛 (𝑞(𝑖𝑛))          𝑙𝑜𝑤

𝜎(𝜔𝑞(𝑖𝑛))𝑓𝑢𝑛𝑚𝑖𝑑
𝑘,𝑙𝑒𝑓𝑡

(𝑞(𝑖𝑛)

max
1≤𝑘≤𝑡

𝑓𝑢𝑛𝑚𝑖𝑑
𝑘 (𝑞(𝑖𝑛))  ℎ𝑖𝑔ℎ

) +

(1 − 𝜎(𝜔𝑞(𝑖𝑛))𝑓𝑢𝑛𝑚𝑖𝑑
𝑘,𝑟𝑖𝑔ℎ𝑡

(𝑞(𝑖𝑛)), 𝑚𝑖𝑑 (24) 

 

Where, 𝑓𝑢𝑛𝑙𝑜𝑤
𝑛  (. )is represents the 𝑛-th low-level 

node function (𝑓𝑢𝑛𝑟𝑒𝑙𝑢(. )𝑜𝑓𝑓𝑢𝑛𝑒𝑙𝑢(. )), 𝜎(. )is 

sigmoid function, 𝑓𝑢𝑛𝑚𝑖𝑑
𝑘,𝑙𝑒𝑓𝑡

(. ) and 

𝑓𝑢𝑛𝑚𝑖𝑑
𝑘,𝑟𝑖𝑔ℎ𝑡(. )represent the left or right node children 

functionalities of the k−th middle node 

correspondingly. The fundamental mechanism for 

activation is provided using Equations 25 and 26. 

𝑓𝑢𝑛𝑟𝑒𝑙𝑢(𝑞(𝑖𝑛)) = {
𝑞(𝑖𝑛),    𝑞(𝑖𝑛) > 0

𝑤1𝑞(𝑖𝑛),     𝑞(𝑖𝑛) ≤ 0
     (25) 
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𝑓𝑢𝑛𝑒𝑙𝑢(𝑞(𝑖𝑛)) = {
𝑞(𝑖𝑛),      𝑞(𝑖𝑛) > 0

𝑤2(𝑒𝑞(𝑖𝑛) − 1)    𝑞(𝑖𝑛) ≤ 0
   (26)  

 

The weights of the negative portion of control, 

known as 𝑤1 and 𝑤2, are learned from data and are 

used in the calculation. The initial values of 𝑤1 and 

𝑤2 are 0.50 and 1, respectively. The middle-node 

function 𝑓𝑢𝑛𝑚𝑖𝑑
𝑘  is represented by Equations 27 and 

28. 

𝑓𝑢𝑛𝑚𝑖𝑑(𝑞(𝑖𝑛)) = 𝜎(𝜔𝑞(𝑖𝑛))𝑓𝑢𝑛𝑟𝑒𝑙𝑢(𝑞(𝑖𝑛)) +

(1 − 𝜎(𝜔𝑞(𝑖𝑛))𝑓𝑢𝑛𝑒𝑙𝑢(𝑞(𝑖𝑛))  (27) 

 

𝑓𝑢𝑛(𝑓𝑒𝑎𝑡𝑢𝑟𝑒) = 𝑓𝑢𝑛𝑙𝑜𝑤 , 𝑓𝑢𝑛𝑚𝑖𝑑 + 𝑓𝑢𝑛ℎ𝑖𝑔ℎ (28)  

 

The maximum of 𝑡 middle-node functions is the 

high-level node function, 𝑓𝑢𝑛ℎ𝑖𝑔ℎ.The two primary 

activated functions' benefits were as follows: The 

linear element of the fun_elumakes it achievable to 

minimize gradient dissolution, and the soft-saturation 

can decrease the incline from predetermined or fixed 

limits to zero, which may speed up model learning. 

The 𝑓𝑢𝑛𝑟𝑒𝑙𝑢allows the gradient of the negative value 

to be extracted from the data, improving the 

computation that the activation function can learn. 

 

Assuming 𝑓𝑢𝑛(𝑓𝑒𝑎𝑡𝑢𝑟𝑒) is a blend of all the 

features chosen for the mask_CNN feature; it 

comprises two trained eigenvectors, 𝑒𝑖𝑔′1 and 𝑒𝑖𝑔′2 , 

for the set of images and query face pictures, 

accordingly. The formula that follows is used to 

determine the resemblance  𝑠𝑖𝑚𝑚𝑎𝑠𝑘_𝐶𝑁𝑁  

eigenvector in Equation 29. 

 𝑠𝑖𝑚𝑚𝑎𝑠𝑘_𝐶𝑁𝑁 =
(𝑒𝑖𝑔1

′ )𝑇.𝑒𝑖𝑔′2 

|𝑒𝑖𝑔1
′ |×|𝑒𝑖𝑔′2 |

  (29) 

 

where 𝑇 is the transposition and | · | is the 

normalization factor. The similarity among gallery 

face picture 𝑔𝑎𝑙𝑖  and query facial picture 𝑞𝑢𝑒𝑖 is 

determined using the resemblance of the attributes 

obtained in Equation 30. 

𝑑𝑖𝑠𝑡(𝑔𝑎𝑙𝑖𝑞𝑢𝑒𝑖) = ∑ ‖𝑒𝑖𝑔1(𝑘)
′(𝑖)

− 𝑒𝑖𝑔1(𝑘)
′(𝑗)

‖
2

𝑑𝑖𝑠𝑡
𝑘=1  (30) 

 

In which ∑ ‖𝑒𝑖𝑔1(𝑘)
′(𝑖)

− 𝑒𝑖𝑔1(𝑘)
′(𝑗)

‖
2

𝑑𝑖𝑠𝑡
𝑘=1  indicate the 

geometric separation between two eigenvectors. The 

subsequent calculation determines decision-level 

convergence in Equation 31. 

𝑑𝑒𝑐𝑐𝑜𝑛𝑣 = 𝜑𝑑𝑒𝑐𝑚𝑎𝑠𝑘_𝐶𝑁𝑁 + (1 − 𝜑)𝑑𝑒𝑐𝑚𝑎𝑠𝑘_𝐶𝑁𝑁 

     (31) 

Defined amongst them as the degree of similarity 

(𝜑<1)is the fusing similarity, and 𝑑𝑒𝑐𝑚𝑎𝑠𝑘_𝐶𝑁𝑁is the 

normalized resemblance of colour mask_CNN. 

 

The mask_CNN architecture comprises several 

layers: normalization, activation function, and 

decision. The normalization layer ensures data 

consistency by normalizing across all dimensions, 

mitigating overfitting and ensuring effective gradient 

descent during pre-training. The activation function 

layer adds nonlinearity and adaptivity to the network, 

resolving gradient saturation and diffusion issues. It 

employs three-level architecture with minimal 

components linked by learnable activation features, 

utilizing functions like rectified linear unit (ReLU) 

and exponential linear unit (ELU) to introduce 

nonlinearity and control gradient behaviour. 

 

The training process for mask_CNN involves 

selecting a subset of facial features represented as 

eigenvectors. These eigenvectors capture key facial 

characteristics and are used to calculate the similarity 

between gallery and query facial images. The training 

involves determining the resemblance of these 

eigenvectors and computing decision-level 

convergence based on similarity fusion. The loss 

function, optimization algorithm, batch size, and 

number of epochs used in training are yet to be 

described. The mask_CNN architecture incorporates 

normalization, activation, and decision layers. Details 

on the optimization algorithm, batch size, epochs, 

and loss function are necessary for training. 

 

3.5Know your customer (KYC) verification 

The KYC verification procedure begins following the 

evaluation of facial features. A person's live feed is 

captured, and their face is successfully identified 

using the trust value reported in the upper right 

corner. Although it is evident that someone is 

attempting to trick our system by using a staged 

photo of the same person, the level of trust decreases 

dramatically and the fraudulent activity is 

successfully stopped by a caution message. The trust 

level in KYC verification is determined by facial 

recognition accuracy, liveness detection, biometric 

match confidence, consistency checks, contextual 

analysis, and fraud detection algorithms, with 

predefined thresholds for validation. 

 

RFRB-MWOA benefits from the parallel processing 

capabilities of CNNs, allowing for faster inference 

times than traditional methods. By efficiently 

utilizing hardware resources such as graphics 

processing unit (GPU)s, RFRB-MWOA can process 

images rapidly, enabling real-time or near-real-time 

performance in facial recognition tasks. Additionally, 

the optimization techniques employed in RFRB-
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MWOA, such as the proposed RFRB-MWOA, 

further enhance computational efficiency by reducing 

redundancy and improving model convergence. The 

method demonstrates resilience to lighting variations, 

maintaining reliable detection across different 

illumination levels. Moreover, it effectively detects 

faces across various facial orientations, including 

frontal, profile, and tilted angles. Additionally, the 

method shows promising results in recognizing facial 

expressions accurately and identifying subtle 

variations in emotions. Overall, these findings 

indicate the versatility and efficacy of the RFRB-

MWOA method in addressing challenges posed by 

diverse environmental conditions and facial 

characteristics in facial recognition tasks. 

 

4. Results  
The studies were conducted using the Ubuntu 16.04 

OS, an NVIDIA GEFORCE GTX 1060 GPU, 16 GB 

of RAM, an Intel i7-7700 CPU, the Python 3.5 

software platform, and TensorFlow 1.2.1, as the 

interface program on a cross-platform desktop 

machine. Accuracy, precision, recall, and F-score 

were selected as the metrics for evaluation. 

 

4.1Dataset  

The WIDER FACE dataset is a widely used 

collection for facial detection, known for its 

extensive diversity in size, posture, and lighting 

conditions. In this study, 32,203 images were 

selected from the dataset, identifying a total of 

393,703 facial features. The WIDER FACE dataset is 

organized into 61 event types, offering a 

comprehensive range of scenarios for testing facial 

recognition systems. For each event type, 40% of the 

data was randomly allocated for training, 10% for 

validation, and 50% for testing, ensuring a robust 

evaluation process [32]. 

 

Additionally, the FDDB dataset, which includes faces 

from the labelled faces in the wild (LFW) dataset, 

was utilized. This dataset comprises 5,171 facial 

annotations, with image resolutions varying, such as 

363×450 and 229×410, providing a diverse set of 

conditions for assessing facial detection and 

recognition algorithms [33]. 

 

4.2Analysis of modified optimization method for 

feature selection 

Figure 4 and 5 depicts the accuracy evaluation for 

various optimization methods. When analyzing the 

FDDB dataset, the existing grey wolf optimization 

(GWO), graph based particle swarm optimization 

(GPSO) and FS-ROA achieve 87%, 78% and 75% 

accuracy. In contrast, the proposed MWOA 

algorithm achieves an accuracy of 97.9%, 

outperforming the aforementioned existing methods 

by 10.9%, 19.9%, and 22.9%. When analyzing the 

WIDER FACE dataset, the existing methods achieve 

accuracies of 83%, 80%, and 85%, respectively. In 

comparison, the proposed MWOA algorithm 

achieves an accuracy of 99.3%, demonstrating 

improvements of 16.3%, 19.3%, and 9.3% over these 

methods. Figures 6 and 7 depict the analysis of the 

recognition rate for various similarity measures. 

When analyzing the FDDB dataset, the cosine 

method achieves 87.5%, the Euclid method achieves 

76%, the Jaccard method achieves 78%, and the 

Mahal method achieves 98% of the recognition rate. 

When analyzing the WIDER FACE dataset, the 

results were 88%, 76.5%, 79%, and 98.6%. 

 

 
Figure 4 Various feature dimensions with accuracy for the FDDB dataset 
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Figure 5 Various feature dimensions with accuracy for the WIDER FACE dataset 

 

 
Figure 6 Comparison of recognition rate for the FDDB dataset 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7 Comparison of recognition rate for the WIDER FACE dataset 
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4.3Comparison with state-of-the-art methods 

Figures 8 and 9 illustrate the precision evaluation 

between various state-of-the-art methods and the 

proposed approach. When analyzing the FDDB 

dataset, the existing methods SIFT+CNN [26], HE-

CNN [27], and CNN [21] achieve precision rates of 

89%, 72%, and 81%, respectively. In contrast, the 

proposed RFRB-MWOA achieves a precision of 

92%, which is 3%, 20%, and 12% higher than the 

aforementioned methods. Similarly, when analyzing 

the WIDER FACE dataset, the existing methods 

achieve precision rates of 78%, 81%, and 89%, 

whereas the proposed RFRB-MWOA algorithm 

achieves 94% precision, demonstrating 

improvements of 16%, 13%, and 5%, respectively. 

Figures 10 and 11 depict the recall evaluation 

between various state-of-the-art and proposed 

methods. When analyzing the FDDB dataset, the 

existing SIFT+CNN [26], HE-CNN [27], and CNN 

[21] achieves 86%, 75%, and 89% of recall. In 

contrast, the proposed RFRB-MWOA achieves 

93%which is 7%, 18% and 4% better than the 

aforementioned existing methods; when analyzing 

the WIDER FACE dataset, we can see that the 

existing method achieves 79%, 74%, and 82%. In 

contrast, the proposed RFRB-MWOA algorithm 

achieves 91% of recall. 

 

 
Figure 8 Comparison of precision for the FDDB dataset 

 

 
Figure 9 Comparison of precision for the WIDER FACE dataset 

 

Figures 12 and 13 depict the F-score evaluation 

between various state-of-the-art and proposed 

methods. When analyzing the FDDB dataset, the 

existing SIFT+CNN [26], HE-CNN [27], and CNN 

[21] achieve 72%, 85%, and 87% of F-score. In 

contrast, the proposed RFRB-MWOA achieves 89%, 

which is 17%, 4%, and 2% better than the 

aforementioned existing methods; when analyzing 
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the WIDER FACE dataset, the existing methods 

achieve 74%, 81%, and 86% F-score, respectively. In 

contrast, the proposed RFRB-MWOA algorithm 

achieves 97% of the F-score. 

 

 
Figure 10 Comparison of recall for FDDB dataset 

 

 
Figure 11 comparison of recall for WIDER FACE dataset 

 

 
Figure 12 comparisons of F-score for FDDB dataset 
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Figure 13 comparison of F-score for WIDER FACE dataset 

 

5. Discussion  
Table 1 provides a comparative analysis of various 

methods applied to the FDDB and WIDER FACE 

datasets, including SIFT+CNN [26], HE-CNN [27], 

CNN [21], and the proposed method, RFRB-MWOA. 

The evaluation is based on standard classification 

metrics: precision, recall, and F-score.  

 

The comparative analysis highlights the superior 

performance of the proposed RFRB-MWOA method 

across both the FDDB and WIDER FACE datasets in 

terms of precision, recall, and F-score. On the FDDB 

dataset, RFRB-MWOA achieves the highest 

precision (92%), recall (93%), and F-score (89%), 

demonstrating its effectiveness in accurately 

detecting and localizing faces. Similarly, on the 

WIDER FACE dataset, it outperforms competing 

methods with precision (94%), recall (91%), and F-

score (87%), showcasing its ability to balance 

precision and recall effectively. 

 

In contrast, other methods, including SIFT+CNN 

[26], HE-CNN [27], and CNN [21], exhibit varied 

performance levels. For instance, SIFT+CNN shows 

relatively good precision on the FDDB dataset but 

lower recall and F-score compared to RFRB-MWOA. 

HE-CNN demonstrates high precision on FDDB but 

lags behind in recall and F-score. While CNN 

performs competitively on the WIDER FACE 

dataset, it does not surpass RFRB-MWOA on either 

dataset. 

 

Overall, the results underline the notable 

improvements offered by RFRB-MWOA, achieving 

superior accuracy across all key metrics. For the 

FDDB dataset, RFRB-MWOA outperforms 

SIFT+CNN (89% precision, 86% recall, 72% F-

score), HE-CNN (72% precision, 75% recall, 85% F-

score), and CNN (81% precision, 89% recall, 87% F-

score). Similarly, on the WIDER FACE dataset, 

RFRB-MWOA achieves better results than 

SIFT+CNN (78% precision, 74% recall, 79% F-

score), HE-CNN (81% precision, 81% recall, 74% F-

score), and CNN (89% precision, 86% recall, 82% F-

score). 

 

These findings emphasize the consistent superior 

performance of RFRB-MWOA across datasets, 

highlighting its ability to deliver higher accuracy in 

precision, recall, and F-score. However, further 

analysis may be warranted to explore specific 

advantages and limitations of each method, including 

computational efficiency and robustness to image 

quality and facial characteristic variations. 

 

Table 1 Overall comparative analysis 

FDDB dataset WIDER FACE dataset 

Method Precision (%) Recall (%) F-score (%) Precision (%) Recall (%) F-score (%) 

SIFT+CNN [26] 89 86 72 78 79 74 

HE-CNN [27] 72 75 85 81 74 81 

CNN [21] 81 89 87 89 82 86 

RFRB-MWOA 

[proposed] 

92 93 89 94 91 87 
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5.1Limitations 

While mask_CNNs demonstrate proficiency in 

solving a wide array of problems with an elevated 

probability of completion, they are not without 

limitations and require continuous improvement. 

Although mask_CNNs are promising in biometric 

verification, expression recognition, and identifying 

anomalies, these applications are still in the early 

stages, necessitating further research to enhance 

accuracy and precision. Despite the considerable 

potential of these findings and models, they also have 

inherent drawbacks. For instance, authentication 

models can encounter difficulties verifying users in 

specific settings, and sensor failures can occur. Facial 

recognition algorithms can also struggle under 

particular lighting conditions, leading to erroneous 

facial recognition. These limitations indicate the 

importance of ongoing refinement and innovation in 

developing mask_CNNs. This will help address the 

challenges and maximize their effectiveness across 

various applications. Continued research efforts to 

mitigate these limitations will be essential in 

unlocking the full potential of mask_CNNs in 

biometric verification and anomaly detection. 

 

A complete list of abbreviations is listed in Appendix 

I. 

 

6. Conclusion and future work 
The RFRB-MWOA technique offers promising 

answers to the occlusion and noise difficulties in face 

recognition applications. The method significantly 

enhances accuracy and robustness by using cutting-

edge techniques such as Mask_CNN for feature 

extraction, histogram equalization for image 

normalization, and MWOA for hyperparameter 

optimization. Probabilistic max-pooling and a layered 

activation method serve to ensure the conservation of 

crucial facial traits, allowing for accurate recognition 

even in the presence of occlusions and distortion. 

Experimental results reveal that RFRB-MWOA 

outperforms existing approaches in many real-world 

scenarios. The performance of the proposed approach 

was evaluated using the WIDER FACE dataset, 

which contains 32,203 images and 393,703 annotated 

faces of various scales, postures, and occlusions. This 

dataset, which is divided into 61 event categories, 

serves as a comprehensive baseline for assessing the 

durability of face recognition systems under stressful 

conditions. Future study should focus on improving 

the system's computational efficiency for real-time 

applications, as well as optimizing it to handle more 

complex occlusions, such as severe posture shifts and 

partial occlusion. Furthermore, the technique might 

be adapted to incorporate more diverse datasets, 

demonstrating its usefulness in a broader range of 

locations and scenarios.  
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Appendix I 
S. No. Abbreviation Description 

1 Bi-LSTM Bidirectional Long Short-Term 

Memory 

2 BPSO Binary Particle Swarm Optimization 

3 CNN Convolutional Neural Network 

4 DL Deep Learning  

5 DNN Deep Neural Network 

6 ECG Electrocardiogram 

7 ELU Exponential Linear Unit 

8 FDDB Face Detection Dataset and 
Benchmark 

9 FLBP Fuzzy Local Binary Pattern 

10 FS-ROA Fitness Sorted Rider Optimization 

Algorithm 

11 GWO Grey Wolf Optimization 

12 GPSO Graph Based Particle Swarm 

Optimization 

13 GPU Graphics Processing Unit 

14 HE-CNN Hybrid Ensemble Convolutional 

Neural Network 

15 HOG Histogram of Oriented Gradient 

16 IoT Internet of Things 

17 KYC Final Know Your Customer 

18 LBP Local Binary Pattern 

19 LDP Local Derivative Pattern 

20 LFW Labelled Faces in the Wild 

21 LTD Local Ternary Pattern 

22 mask_CNN Mask_Convolutional Neural 
Network 

23 ML Machine Learning 

24 MWOA Modified Whale Optimization 

Algorithm  

25 NRLBP Noise-Resistant Local Binary Pattern 

26 OPFaceNet Optimal Face Recognition Network  

27 ReLU  Rectified Linear Unit  

28 RFRB-

MWOA 

Robust Facial Recognition in 

Biometric Authentication using the 
Modified Whale Optimization 

Algorithm 

29 SIFT Scale-Invariant Feature Transform 

30 SVM Support Vector Machine 

31 WLB Weber's Local Descriptor 

32 WoT Web of Things 
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