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Abstract

The rapid growth of the digital economy poses significant cybersecurity threats, particularly for individuals in accounting
and finance. This study investigates the effectiveness of a mobile-based learning program in enhancing cybersecurity
awareness among accounting and finance students. The research employs a 4D model approach (Define, Design,
Develop, Disseminate). The instruments used include validity and reliability questionnaires, cybersecurity awareness tests,
and effectiveness surveys. The mobile learning-based cybersecurity program developed was validated through expert
assessment. Test results revealed a significant improvement in cybersecurity awareness among accounting and finance
students. The key advantages of this approach include increased student engagement, high accessibility, lower costs, and
applicability for students without a technology background. This study provides empirical evidence supporting the
enhancement of students’ cybersecurity understanding, enabling them to be more vigilant and proactive in safeguarding
financial information. These findings can also inform policy development regarding the integration of cybersecurity
education into institutional curricula. Given the success of mobile learning programs, further research is recommended
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to explore their long-term impacts and to customize learning content for diverse fields of expertise.
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1.Introduction

The digital revolution has ushered in a new era of
connectivity and innovation, transforming the way
we live, work, and manage our finances. However,
like a double-edged sword, these advancements have
also paved the way for increasingly dangerous cyber
threats [1]. In Indonesia, where digital transactions
have surged in recent years, the emergence of
cashless payment methods such as electronic money
(E-Money) [1] and quick response code Indonesian
standard (QRIS) have played a significant role in
driving this growth [2]. These convenient payment
methods have made financial transactions faster and
more accessible but have also become attractive
targets for cybercriminals.
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The increasing reliance on digital platforms, driven
by these innovations, demands a collective effort to
build a robust cybersecurity framework [3]. While
advancements in digital payments address the need
for convenience, the human element remains a
critical weak link in the fight against cyber threats.

Cybersecurity is often considered a technological
problem, but human factors play a crucial role [4].
Many cyberattacks stem from human error, opening
unknown attachments and clicking malicious links
[5]. Hackers frequently target sensitive financial
information, including company data, transaction
records, and personal client details [6]. Accounting
and finance professionals are particularly vulnerable,
as the data they manage makes them prime targets for
cyberattacks in the digital environment. Cyberattacks
like hacking and identity theft can result in
reputational damage, privacy violations, and severe
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financial ~ losses [7].  Therefore, enhancing
cybersecurity awareness among accounting and
finance students is an essential precaution.

Several studies have been conducted to develop
cybersecurity awareness programs. Research by
Fadlika et al. [8] A traditional educational approach
with direct interaction and guided discussions is
effective in increasing understanding but is limited by
the need for physical presence. Research by Yeoh et
al. [9] showed that awareness campaigns can increase
awareness temporarily but are less effective in
maintaining long-term effects. Research with the
capture the flag (CTF) Approach conducted by Fisk
[10] It proved effective for participants with technical
backgrounds but needed to be more suitable for fields
such as accounting and finance. Meanwhile, research
with virtual reality-based methods conducted by
Rana and Chicone [11] showed great potential, but
faced accessibility constraints and high resource
requirements.

Alternatively, mobile learning offers a more efficient
solution regarding accessibility and resources.
Utilising devices such as smartphones and tablets are
a cost-effective option. Several previous studies have
shown that mobile learning has been efficacious in
improving learning outcomes [12], comprehension
[13], motivation [14], knowledge retention [15], and
practical skill [16]. This approach has been used in
various disciplines [17]. The interactive and
personalised delivery of content makes it promising
for overcoming he limitations of previous
cybersecurity awareness programs. Based on several
studies, a research gap related to mobile-based
learning approaches to increase cybersecurity
awareness, especially for accounting and finance
groups.

This study aims to address the identified gap by
evaluating the effectiveness of a mobile learning-
based cybersecurity program in  enhancing
cybersecurity awareness among accounting and
finance students. The findings have the potential to
transform cybersecurity education by offering a
flexible, accessible, and effective approach tailored to
the unique needs of these students. Additionally, the
results can assist educational institutions in
developing progressive policies to integrate
cybersecurity education into their curricula.

The paper is organized as follows: Section 2 provides
a review of existing literature on cybersecurity
awareness and mobile learning within the financial
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sector. Section 3 outlines the research methodology,
focusing on the design and implementation of the
mobile learning-based program. Section 4 presents
the findings and explores their implications for
accounting and finance students. Finally, Section 5
concludes the study by summarizing key insights and
offering recommendations for future research and
educational practices.

2.Literature review

The literature review aims to explore existing studies
and approaches related to cybersecurity awareness,
particularly in the context of educational technology.
This section examines various methods used to
enhance cybersecurity knowledge, highlighting their
strengths and limitations. By identifying gaps in prior
research, this review provides a foundation for
developing and evaluating the proposed mobile
learning-based cybersecurity awareness program.

Cybersecurity awareness programs are critical to
mitigating risks associated with human factors in
cybersecurity breaches. As cyber threats evolve and
become more sophisticated, the role of human error
in these breaches can no longer be underestimated
[18]. Research has shown that the majority of
cybersecurity incidents stem from human actions
[19], such as falling victim to phishing attacks [20],
mishandling sensitive information [19], or failing to
follow basic security protocols [21] . These human-
related vulnerabilities underscore the critical need for
comprehensive cybersecurity awareness programs
that educate and empower individuals to recognise
and respond effectively to potential threats.

Addressing human factors in cybersecurity breaches
requires comprehensive awareness programs that
educate individuals on recognizing and mitigating
digital threats. Various approaches have been
explored to address this need, each with distinct
methodologies, results, advantages, and limitations.
Security awareness campaigns, which commonly
utilise mass communication strategies such as emails,
posters, seminars, and courses, have been shown to
increase awareness levels temporarily [22]. Research
by Georgiadou et al. [23] highlights their
effectiveness in raising employee awareness, but the
impact tends to decline over time unless continuous
reinforcement is provided. Similarly, Lee and Choi
[24] research findings suggest that cyberattack
campaigns are easy to implement and can increase
participant awareness. Likewise, the findings of
research conducted by Vrhovec et al. [25] state that
campaigns are a concise way to increase
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cybersecurity awareness. However, while these
campaigns are easy to implement and can quickly
reach a broad audience, their short-lived effect limits
their sustainability as a long-term solution.

Another approach is the traditional classroom-based
program, which includes lectures, workshops, and
practical exercises, providing a more structured
learning environment. Such as research conducted by
Balogun et al. [26] where the research findings
revealed that these programs have been proven to
improve cybersecurity knowledge and skills. In
addition, Childers et al. [27] also revealed that
integrating cybersecurity lessons into the curriculum
can prevent students from cyber attacks. Another
study conducted by Wusylko et al. [28] revealed that
the use of comics to improve understanding of
cryptography and cybersecurity has a positive impact.
However, this approach has limitations in the level of
engagement and retention remains a significant
challenge. The static nature of these programs can
fail to capture the dynamic and evolving
cybersecurity threats. Additionally, they often need
more personalization, making it easier to address the
diverse learning needs of participants with varying
levels of prior knowledge or expertise. Despite
offering interactive discussions and practical
exercises, their effectiveness could be improved in
foster sustained learning.

Interactive methods like CTF competitions present an
alternative by engaging participants in solving
cybersecurity challenges in a competitive format.
Studies by Kim et al. [29] demonstrate that CTF
competitions are highly effective for participants with
technical backgrounds, as they foster critical
thinking, problem-solving abilities, and hands-on
experience. However, research by Purbo et al. [30]
notes that these competitions are more suitable for
more technical audiences, such as accounting and
finance students, due to the prerequisite of
technological expertise. This limitation restricts their
broader applicability.

Emerging trends in cybersecurity education focus on
integrating artificial intelligence (Al) and machine
learning to deliver personalised learning experiences.
Research findings by Ortiz-garcés et al. [31]. suggest
that Al-based systems can adapt to an individual’s
pace and learning style, significantly improving
efficiency and retention in raising cybersecurity
awareness. These systems leverage real-time data to
deliver customized content, ensuring learners are
engaged and receive targeted support. Furthermore,
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research by Reddy et al. [32] suggests that these
systems can simulate complex cyber scenarios,
providing hands-on experience in a controlled
environment. Research by Soon et al. [33] also
leverages Al by simulating phishing attacks to test
the safety awareness of social media users. Even
more sophisticated, Mishara et al. [34] suggests that
Al can be used to detect cyberattacks. However, the
complexity and cost of developing such systems
present challenges to widespread adoption, especially
in resource-constrained environments.

The reviewed studies highlight the strengths and
weaknesses of these diverse approaches. Security
awareness campaigns and traditional classroom-
based programs offer structured and scalable
solutions but often lack engagement and sustained
impact. Meanwhile, interactive methods like CTF
competitions and game-based learning provide high
engagement and skill development but are resource-
intensive and unsuited for non-technical learners. Al-
based personalised learning  systems have
transformative potential but face practical challenges
related to cost and complexity. Despite these
advancements, a critical gap remains in developing
accessible, scalable, cost-effective cybersecurity
awareness programs tailored to non-technical
learners, mainly accounting and finance students.
This review highlights the need for a flexible,
accessible, and scalable solution to bridge
cybersecurity awareness gaps among accounting and
finance students. Mobile learning offers a way to
bridge this gap by delivering cost-effective,
interactive, and flexible content tailored to the unique
needs of this audience.

3.Method

This study employed a developmental research
methodology to design, develop, and evaluate a
mobile learning-based program aimed at enhancing
cybersecurity ~ awareness  among  vocational
accounting and finance students. Developmental
research focuses on the creation and refinement of
educational tools and interventions through a
systematic process of analysis, design, and evaluation
[35]. The aim is to create practical solutions that
effectively increase cybersecurity awareness among
the target audience.

3.1Research procedures

The research procedure follows the 4D model, which
consists of four stages: Define, Design, Develop, and
Disseminate. This model provides a structured
approach to the development and implementation of
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educational programs [36]. The research steps are

illustrated in Figure 1.
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Figure 1 Stages in the research procedure

The define phase is the cornerstone of the
development process, focusing on identifying and
understanding the target audience's specific needs.
This begins with a comprehensive needs analysis,
where a thorough literature review is conducted to
find gaps in existing cybersecurity awareness
programs. By analyzing these gaps, a clearer
understanding of the unique challenges faced by
vocational accounting and finance  students,
particularly in the context of cybersecurity, can be
achieved. Additionally, data was collected through
interviews and surveys with educators and students to
gain insights into their experiences, challenges, and
expectations regarding cybersecurity education. This
analysis helps identify characteristics such as the
current level of knowledge, learning preferences, and
technology proficiency. Curriculum analysis was also
carried out to determine the extent to which
cybersecurity education was taught and which
strategies and media were employed. Based on these
insights, clear learning objectives are established to
guide program design and development, ensuring the
program is tailored to meet participants' specific
needs and goals.

The design phase focuses on conceptualizing the
structure and content of a mobile learning-based
cybersecurity awareness program. Appropriate
teaching strategies are selected to align with the
learning objectives and the needs of the target
audience. Interactive and engaging learning activities,
such as quizzes, simulations, and case studies, are
designed to enhance knowledge retention and
practical skills. Detailed storyboards and mobile
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learning module prototypes are created to visualize
the content and user experience. Ensuring usability is
crucial during this phase, as the design must be user-
friendly and accessible across various mobile
devices. Feedback mechanisms are integrated to
support iterative design improvements, enabling
adjustments based on user feedback and testing
results. This phase lays the foundation for developing
a robust and effective learning program.

The development phase transforms the prototype into
a functional mobile learning module. This requires
collaboration with instructional designers, software
developers, and subject matter experts to ensure the
content is accurate, relevant, and technically sound.
The development process includes iterative cycles of
testing and refinement to address issues and enhance
the module's quality. Pilot testing was conducted with
a small group of students to gather initial feedback on
usability and effectiveness, allowing for further
revisions and improvements based on real-world use.
The iterative nature of this phase ensures that the
final product aligns with the stated learning
objectives and user needs, resulting in a high-quality
educational tool designed to enhance cybersecurity
awareness among vocational accounting and finance
students.

The dissemination phase focuses on implementing
and evaluating programs developed on a larger scale.
The mobile learning-based cybersecurity awareness
program was applied to a broader audience of
vocational accounting and finance students, with
training and support provided to educators and
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students to facilitate implementation. Data was
collected through pre- and post-assessment surveys,
focus groups, and usage analysis to evaluate the
program's impact on students' cybersecurity
knowledge, attitudes, and behavior. The findings are
analysed to assess the program's effectiveness and
identify areas for further improvement. Finally, the
results and insights obtained from the evaluation are
disseminated  through  academic  publications,
conferences, and collaboration with educational
institutions. This promotes the adoption of the
program and fosters further research and
development in cybersecurity awareness education,
thereby contributing to the overarching goal of
enhancing cybersecurity practices in the financial
sector.

3.2Research subject

The subjects of this research involved vocational high
school students in accounting and finance, who were
from several vocational high schools in Yogyakarta,
Indonesia. The total research participants were 136
students. The subjects were selected using
convenience sampling, where schools that agreed to
participate in the study provided access to their
accounting and finance students. This approach was
chosen due to logistical considerations and the
willingness of schools to collaborate. The choice of
sampling method ensured that the participants were
relevant to the research topic, which focuses on
increasing cybersecurity awareness in the context of
accounting and finance education. The research
design used in this study is pretest and posttest as
shown in Figure 2.

Gain the student
score, calculate
average, and
compare the
average pretest
and postest

Gain the student
score and
calculate the
average

PRETEST TREATMENT

Students use
cybersecurity
awareness mobile
learning
applications

Figure 2 Pretest and posttest design to evaluate
program effectiveness
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In this design, each group of students takes a pretest
to assess their initial knowledge and awareness of
cybersecurity prior to the intervention. Subsequently,
they participate in a mobile-based learning program
aimed at enhancing cybersecurity awareness. Upon
completing the program, a posttest is administered to
evaluate the changes in students' knowledge and
awareness. This design allows researchers to measure
the program's effectiveness by comparing pretest and
posttest results and identifying improvements due to
the intervention. Given that the main focus of this
study was to evaluate the direct impact of the mobile
learning application on the studied group, this study
did not use a control group.

3.3Research instrument and data analysis
3.3.1Validity instrument

This instrument assesses the mobile learning
module's  content and  construct  validity.
Cybersecurity and educational technology experts
review modules to ensure the content is accurate,
relevant, and aligned with learning objectives.
Validity instruments help identify and address
content gaps or inaccuracies. The indicators used are
available in Table 1.

Table 1 Indicators for validity assessment of the
instrument

Indicator No. item
Curriculum alignment 1-3
Functional 4-7
Performance 8-12
Safety 13-16
Appearance 17-20

Validity testing by experts was conducted using
Aiken's V validity coefficient calculation method, a
widely recognized approach for evaluating the
accuracy of research instruments. The calculation is
presented in Equation 1.

_ Z(Ti_rx)z
T k(k+1).(N-1) @)

Description:

V = Coefficient Validity

ri = Correlation between the scores of each expert

r« = Average of all correlations between experts
k=The total number of experts who provided
assessments

N=Number of items or questions in the research
instrument

The results of each expert's validity evaluation were
then collected and analyzed to assess the extent to
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which this instrument complies with established
standards. The cybersecurity awareness program that
has been prepared is considered valid if all experts
meet the previously established criteria. The validity
criteria used as a reference can be found in Table 2.

Table 2 Criteria for assessing validity of instruments

Criteria Description
>0.6 Valid
<0.6 Invalid

3.3.2Reliability instrument

The reliability of the instruments used in this study
was assessed to ensure that they consistently measure
cybersecurity awareness among the participants.
Reliability testing was conducted using Cronbach’s
alpha, a widely used statistical measure for
evaluating the internal consistency of a set of items.

Cronbach’s alpha is calculated using the Equation 2.
N.c

oO=—-— (2)

v+(N-1).c

Description:

a = Cronbach’s alpha coefficient

N= Number of items in the test

¢ = Average covariance between item pairs
v = Average variance of each item

Before the main study, a pilot test was conducted
with 30 Vocational High School student’s
representative of the target population. According to
established guidelines, Cronbach's alpha values are
interpreted as shown in Table 3.

Table 3 Cronbach's alpha reliability classification

Range Description

>0.90 Excellent reliability
0.80-0.89 Good reliability

0.70 -0.79 Acceptable reliability
0.60 — 0.69 Questionable reliability
0.50 - 0.59 Poor reliability

<0.50 Unacceptable reliability

The Cronbach’s alpha value obtained was 0.85,
which falls within the Good Reliability range. This
result indicates that the instrument has internal solid
consistency and is suitable for assessing
cybersecurity awareness.

3.3.3Cybersecurity awareness test

Standardized tests were administered to the
experimental and control groups to objectively
evaluate their cybersecurity knowledge and skills.
These multiple-choice questions require students to
demonstrate understanding and application of
cybersecurity practices. The tests given previously
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have passed tests for validity, reliability,
distinguishing power, and difficulty level. Average
test results were compared between the experimental
and control groups to determine the effectiveness of
the mobile learning-based approach. Equation 3 is
used to calculate the average value.

NA = x100% 3)

Description:

NA = Final Score

S = Score obtained
M = Maximum score

Next, the pretest and posttest results were analysed
using the Gain score, which measures the difference
between the pretest and posttest scores (Equation 4).

_ (%<Sf>=%<c>
<g>= (100—%<Si> (4)
Description:

g = gain score

Sf = posttest score

Sf = pretest score

The gain score measures the difference between
students' comprehension scores before and after
participating in a cybersecurity awareness program.
The effectiveness of the program in improving
student understanding can be determined by
analyzing the scores obtained. If the score reaches the
"medium™ or even "high" category, the program has
succeeded in providing new knowledge or improving
existing understanding. On the other hand, if the
score only reaches the "low" category, this may
indicate that the program needs to be revised or
improved to achieve better results. The criteria for
gain values are presented in Table 4.

Table 4 Criteria for gain score interpretation

Gain Score Interpretation
(<9>)>07 High

0,7 > (<g>) >0,3 Medium

(<g>) <03 Low

3.3.4Effectivity instrument

The cybersecurity awareness test is designed to
evaluate the extent to which students have
internalized the cybersecurity concepts taught during
the program. It assesses behavioral changes related to
cybersecurity practices following participation in the
awareness program. Test evaluates various aspects,
including the use of strong passwords, adoption of
security software, awareness of cyber threats, and
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implementation of other preventive measures,
through a  structured  questionnaire.  This
questionnaire was compiled based on indicators used
by several previous studies, namely research by [37-
41]. The details are provided in Table 5.

Table 5 Indicators for cybersecurity awareness test

Indicator No. item
Passwords and Access control 1,2,3,4,5
Software and Hardware Security 6,7,8,9,10
Mail and Data Protection 11,12,13,14,15
Network Security 16,17,18,19,20
Data Backup and Recovery 21,22,23,24,25
Encryption 26,27,28,29,30

Next, the instrument is analysed, and the data
obtained is compared with the effectiveness category.
At this stage, the scores obtained from questionnaire
analysis will be compared with predetermined criteria
to determine the level of program effectiveness.
These criteria cover a range of categories from “Very
Effective” to “Ineffective.” By comparing the
analysis results with the predetermined effectiveness
categories, it will be possible to know the extent to
which the program successfully achieves the
predetermined goals. The details are provided in
Table 6.

Table 6 Categories effectiveness of cybersecurity
awareness program

Indicator Criteria

85-100 Very Effective
75-84 Effective

60-74 Moderately Effective
55-59 Les Effective

0-54 Not Effective

4.Result and discussion

4.1Design

In the design phase, the activities include developing
an initial design that comprises a data flow diagram
(DFD) to illustrate the flow of data within the system,
an entity-relationship diagram (ERD) to map the
relationships between entities in the database, and a
system work design (SWD) that outlines the structure
and overall system workflow. This comprehensive
design ensures that all system components are
seamlessly integrated and operate according to the
specified requirements, thereby facilitating effective
and efficient program implementation.

4.1.1Data flow diagram (DFD)

DFD is designed to describe the flow of data and the
processes in the system, where two external entities
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interact with it: students and instructors. Students
interact with the entire mobile learning system, while
the instructor acts as a companion and guide for
students in learning with mobile learning. The
context diagram and DFD are shown in Figure 3 and

Figure 4, respectively.

Figure 3 Context diagram interaction between users
and system components

Mobile Learning

The process starts from the start stage, where the user
opens the application. Users are then directed to the
introduction page, which provides an overview of the
purpose and benefits of cybersecurity awareness
programs. After that, the system checks the cache to
see whether the user has logged into the application.
The user is immediately directed to the main page if
there is cache data. Users must always go through the
login page to log in using their credentials if there is
no cache data. After successfully logging in, users
arrive at the main page, which functions as a
navigation center for various features and learning
content. On this main page, users can access multiple
lesson pages, divided into five sections, each
containing learning material presented through text,
video, animation, simulation, and quizzes to measure
understanding.

After completing all learning modules, users must
undergo a comprehension test to assess the extent of
their understanding of the material they have studied.
Once the test is complete, the user will reach Finish,
where they can see the results and feedback. This
application also provides a discussion feature that
allows users to interact and discuss topics related to
cybersecurity. The create discussion button enables
users to create a new discussion topic, while several
previously created discussion topics are below it.
This DFD provides a clear picture of how users
interact with the application and its various elements
and stages.

4.1.2Entity relationship diagram (ERD)

The ERD from a mobile learning application for a
cybersecurity awareness program depicts the
relationship between various entities in the system.
The ERD is shown in Figure 5.
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student_name: varchar (40)
gender: varchar (8)
phone: varchar (12)

Instructor

id_instructor: varchar (20)
instructor_name: varchar (40)
gender: varchar (8)

phone: varchar (12)

Lesso

id_lesson: varchar (8)

title: varchar (20)
basic_competence: varchar
(4000)

indicator: varchar (4000)
progress: integer

id_test: varchar (10)

Discussion

id_discus: varchar (10)
id_topik: varchar (10)

title: varchar (20)
id_student: varchar (20)
student_name: varchar (40)
text:text

id_material: varchar (10)
title: varchar (20)
id_modul: varchar (8)
id_wideo: varchar (8)
id_simulation: varchar (8)
id_quiz: varchar (8)

Test

id_test:varchar (10)
id_question: varchar (10)
quiestion:text

answer: input(l)

Figure 5 Entity Relationship diagram of cybersecurity awareness application
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Topik
id_topik: varchar (10)
id_material: varchar (20)
general_topik:varchar (20)

id_modul: varchar (10)
title: varchar (30)
Text: text

id_wideo: varchar (10)
title: varchar (30)
video: media

id_simul: wvarchar (10)
title: varchar (30)
simulation: media

id_guiz: varchar (10}
id_guest: varchar (30)
score: integer

id_question: varchar ( 10)
quiestion:text
answer: input(1)
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The main entities in this diagram include the Student,
Instructor, Lesson, Lesson Material, Discussion,
Topic, Module, Video, Simulation, Quiz, Test, and
Question Bank. The student entity has attributes such
as id_student, student_name, gender, and phone,
through which each student can participate in
discussions and access course materials. Instructors
with the attributes id_instructor, instructor_name,
gender, and phone are responsible for providing and
managing lesson  content.  Lessons  contain
information about lessons with attributes such as
id_lesson, title, basic_competence, indicators,
progress, and id_test and are related to lesson
material consisting of various types of content.
Lesson material has the attributes id_material, title,
id_modul, id_video, id_simulation, and id_quiz. The
Discussion entity handles discussion topics created
by students with the attributes id_discus, id_topic,
title, id_student, and student_name. Topics, with the
attributes id_topic, id_material, and general_topic,
indicate materials related to a specific topic.

The module consists of the id_modul, title, and text
attributes, representing the learning module, while the
Video entity has the id_video, title, and video
attributes, which store information about the learning
video. The simulation contains id_simul, title, and
simulation, describing the simulation used in the
lesson material. Quizzes consist of the attributes
id_quiz and id_quest, with links to a question bank
for storing questions. The test contains id_test,
id_question, and score, which connects the test with a
question bank to store gquestions and scores. Finally,
the Question Bank consists of id_question, question,
and answer, which stores all the questions and
answers used in quizzes and tests. This ERD provides
a comprehensive picture of how the various entities
in the mobile learning application relate to each other
and interact to support cybersecurity awareness
programs.

4.1.3System work design (SWD)

This mobile learning application's SWD for
cybersecurity awareness describes the
communication workflow between server
components and user devices. The SWD is shown in
Figure 6. At the top are two main servers: application
server and database server. The application server is
responsible for processing application logic and
managing user requests. At the same time, the
database server stores and manages the data required
by the application, such as user information, study
materials, and test results. These two servers
communicate with each other continuously to ensure
the data displayed to users is always up to date.
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Communication between the server and user devices
is carried out over the internet network, symbolised
by the cloud icon and wireless fidelity (Wi-Fi) signal
in the center of the diagram. The user's device, in this
case a smartphone, is connected to the application
server via the internet. When a user opens an
application and performs activities such as logging
in, accessing study materials, or taking a test, these
requests are sent to the application server. The
application server then processes the request and, if
necessary, retrieves data from the database server.
The processing results are returned to the user's
device via the Internet.

This workflow design ensures that users from various
locations can access the mobile learning application
with an internet connection. The use of two separate
servers also helps optimise application performance.
The application server focuses on processing
application logic, while the database server handles
data management. Thus, users can enjoy a smooth
and efficient learning experience supported by a
robust and well-managed infrastructure.

Server

Database Server

Request
Respond

Wireless | Network

Figure 6 Systems work design: communication flow
between server and user device
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4.2Develop

In this stage of the cybersecurity awareness program,
we developed learning content specifically designed
for accounting and finance. The application covers
five lessons: an introduction to cybersecurity,
password and access control, software and hardware
safety, mail and data protection, network safety, data
backup and recovery, and data encryption.
4.2.1Introduction page

Displays At the top of the screen is the text
"CYBERSECURITY AWARENESS PROGRAM,"
presented in bold blue font, emphasising this
application's title and primary purpose. Below the
title, there is an interesting visual illustration: a
character with a hacker-like appearance. This
illustration is surrounded by icons depicting
important aspects of data security, such as
information protection, cyber threats, and the
technological components involved. Right below the
illustration, there is the text "DATA SECURITY
START WITH YOU" followed by "PROTECT
YOUR CAREER, CLIENT, YOUR
REPUTATION," which gives a firm message that
data security starts from individual awareness and
actions, as well as the importance of data protection
in protecting careers, clients, and reputation. The
bottom of the screen displays two interactive buttons
with the text "GET STARTED," inviting users to
start a cybersecurity awareness program. The second
button has the text "GET HACK," which provides a
contrasting option that warns users of the risks of not
following the program. This design was created to
attract attention and encourage users to start the
program immediately to secure their data. Overall,
this “Introduction” display is designed to attract
users' attention, provide an understanding of the
importance of cybersecurity, and motivate them to
take action by starting the cybersecurity awareness
program offered. The introduction page display is
shown in Figure 7.

4.2.2Main page

Display of the main page of the application
"Cybersecurity Awareness Program." At the top of
the screen is a personal welcome with the text
"Welcome back, Radinal Fadli!" which gives
application users a sense of personalization. The
greeting is presented on a panel featuring an
illustration of the same hacker character as displayed
on the introduction page. This panel contains the
invitation "Start Learning Today to Level Up Your
Security," written in upper- and lower-case letters to
attract attention and motivate users to start learning
immediately. The main section of the page consists of
several buttons, each representing a different learning
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topic in a cybersecurity awareness program. Each
button includes a topic title and an indicator of
student learning progress. The main page display is
shown in Figure 8.

il = 10:30 AM 100% [mmmm)y
ES CYBERSECURITY
AWARENESS
PROGRAM

DATA SECURITY START WITH YOU
PROTECT YOUR CAREER, CLIENT, YOUR REPUTATION

GET STARTED

OR

Figure 7 Introduction page: overview of
cybersecurity awareness program
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Welcome back. Radinal Fadli!

Start Learning
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CYBERSECURITY
e INTRODUCING 100 @
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285%
ACCESS CONTROL

= >

MAIL AND DATA
PROTECTION '°*°

e DATA ENCRYPTION 75 @D

Figure 8 Main page: navigation center for
cybersecurity learning topics
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4.2.3Lesson page

This is the learning page for the "Cybersecurity
Introducing” module in the "Cybersecurity
Awareness Program" application. At the top of the
screen  is a heading, "CYBERSECURITY
INTRODUCING," emphasizing the studied topic
(Figure 9). Videos that can be played provide visual
and audio explanations of the issues discussed. In
addition, there is text that provides a detailed
explanation of cybersecurity.

100% (mmm)>

=il = 10:30 AM

Cybersecurity Is a serles of steps and actions taken to
protect computer systems, networks and data from attacks
or illegal access. Cybersecurity is also known as IT security
or Information security. Cybersecurity Is very Important In
today's digital era, where more and more activities are
ied out onli ¥ can have significant

on and or r from

loss to ge. There are varlous
types of cyber attacks that can occur, including:

1. Data theft: This attack is carried out to steal personal or
confidential data, such as financial data, identity, or login
credentials.

2. Ransomware: This attack is carried out by encrypting
the victim’s data and demanding a ransom to unlock it.

3. DoS/DDoS: This attack is carried out to make a system
or network unusable.

4. Phishing: This attack is carried out by sending fake
emails or messages that appear to come from a trusted
source, with the aim of ini iti infor { from
the victim.

To protect yourself from cyber attacks, there are several
things you can do, including:

Figure 9 Lesson page: content structure for
cybersecurity introduction module

4.2.4Simulation page

The “simulation” page is displayed in the
"Cybersecurity Awareness Program™ application. At
the top of the screen is the title "Mail Phishing,"
which indicates the section of the simulation the user
is accessing. The title, "Simulation," suggests the user
is in simulation mode for this application. The central
part of this page consists of a simulated display of an
email that looks like an actual email. This email is
designed to resemble the phishing emails typically
used by hackers to trick users into clicking on
malicious links. The emails contain content such as
urgent messages asking users to update their account
information or confirm unknown transactions. A
phishing link is included, where users can click on
the link, triggering a simulation that demonstrates the
consequences of such an action. Users are redirected
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to a fake page designed to mimic a legitimate
website, which prompts them to enter sensitive
information, such as their username and password.
This simulation provides a first-hand experience of
how a phishing attack can occur and what users
should be aware of. The simulation page is shown in
Figure 10.

il = 10:30 AM 100% (mmmm)»
s
&3
=\
7 L Me g 28 Group Message Drafts
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From: Instagram.com
Bl nbox Subject: Update Your Password
Y7 Sent Hal Radl,
We have y on
@ Work Emails your am Top your
account, we need to verify your identity.
@ Family Stuff Please click the link below to verify your
account:
@ Banking
https://instagram.io/verivyyouraccount.html
@ Environment if you do not verify your account 24 hours,
your will be per v
i Tash
Thaks You,
Instagram Team
& Encrypted
&1 Photos
B Files
& Links
. Groups

Figure 10 Simulation page: phishing email examples
and interactive features

4.2.5Discussion room

The "Discussion Room" page in the application
"Cybersecurity Awareness Program." At the top of
the screen is a button with the text "Create
Discussion." This button allows users to create new
discussion topics, encouraging interaction and
collaboration  between users in  discussing
cybersecurity-related  issues. Several discussion
topics have been made under the "Create Discussion™
button. Each discussion topic is displayed with a
clear title. Users can click on the topic title to enter
the discussion, read existing comments, and add their
opinions or questions. With this "Discussion Room"
feature, the "Cybersecurity Awareness Program"
application provides one-way learning material and
an interactive platform where users can share
knowledge, exchange experiences, and help each
other understand and overcome cybersecurity
challenges. This aims to create a community that is
active and aware of the importance of maintaining
security in the digital world. The discussion page
display is shown in Figure 11.
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Figure 11 Discussion room: interactive platform for
cybersecurity topics

4.3Develop

4.3.1Validity result

Validity is essential in development research to
ensure that the instruments and materials used are fit
for purpose and reliable. This validity testing process
involves an evaluation from 3 competent experts in
cybersecurity and education, who assess the content
and program design's quality, relevance, and
effectiveness. Validity testing was conducted, and the
results are presented in Figure 12.

Assessment of the "Curriculum alignment™ indicator
received an average score of 0.8, indicating that this
program follows the established curriculum and is
relevant to students' learning needs. The
"Operational” indicator also received an average
score of 0.8, indicating that the program can operate
well and has clear user instructions. Furthermore, the
"Performance" indicator obtained an average value of
0.8, which shows that this program can provide
exemplary performance in delivering learning
material and achieving the desired goals. The
“Security” indicator, which is very important in
cybersecurity, received the highest average score of
0.9, indicating that the program meets high-security
standards and can be relied on to protect user
information. Finally, the "Design" indicator gets an
average score of 0.8, indicating that the interface
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design of this program is well-designed, attractive,
and easy for students to use. Overall, all indicators
evaluated by the validators show that this program is
valid and can be used as a practical learning tool in
increasing cybersecurity awareness among vocational
school students in accounting and finance.

4.3.2Pilot testing and revision

After going through the validity stage, this mobile
learning-based cybersecurity awareness program
entered the initial testing or pilot testing stage. This
activity was conducted in small groups of vocational
school students in accounting and finance. The
primary purpose of pilot testing was to ensure that the
application could function effectively under various
conditions and on different student devices. Pilot
testing involved a range of devices with varying
specifications to ensure broad compatibility,
including Android-based devices with other operating
system versions. During testing, participants were
asked to operate the application, follow the learning
modules, and complete the simulations and tasks
provided.

The results of pilot testing showed that the
application performed well on various devices and
operating conditions. No significant errors or
technical issues were encountered during usage.
Interaction and navigation within the application ran
smoothly, ensuring that users could easily access and
utilise all features.

In addition to technical performance, qualitative
feedback from participants provided valuable insights
into the user experience. Several students highlighted
the application's usability, noting that it was easy to
navigate and user-friendly. One participant remarked,
"The menus and modules are straightforward, and it
was easy to find what | needed without confusion."
Another student mentioned the visual design: "The
interface is simple but engaging, and the colours
make the learning process enjoyable."”

Regarding engagement, participants expressed
appreciation for the interactive simulations and tasks.
One student said, "The simulations make it feel like
I’'m solving real-world problems, which helps me
understand the concepts better.” Another added, "The
quizzes at the end of each module kept me motivated
to keep learning and test my knowledge."

In terms of content relevance, students perceived the
material as directly applicable to their field. A
participant commented, "The examples and scenarios
related to accounting and finance make the content
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relevant to my studies." Another noted, "l never
thought about cybersecurity in this way before, but
now | understand how important it is for my future
career."

Based on this feedback, several minor revisions were
made to enhance the user experience further. These
included interface adjustments to improve navigation,
minor improvements to interactive features, and

0.9

o O o
a o

Score validity
o O o
N W b

o
o -

Curriculum Operational

0.9 0.9 09 09
0.8 0.9

08 08, 0.8 0.8 os M os® 08
0.8 | | I | I | | | |

optimisation to increase access speed in specific
modules.

Thus, the pilot testing results and subsequent
revisions demonstrate that the application is ready for
broader implementation. The feedback indicates that
the mobile learning application provides an effective
and engaging solution for increasing cybersecurity
awareness among Vvocational school students in

accounting and finance.
0.9
| 0.8

0.8 0.8

Performance Security Design
Indicator

Validator 1 m®Validator 2 mValidator 3 ® Average

Figure 12 Cybersecurity awareness application validity results

4.4Disseminate

4.4.1Cybersecurity awareness test

After the cybersecurity awareness mobile learning
application was applied to vocational school students
in accounting and finance, an understanding
improvement test was carried out to determine how
much this program could improve students'
understanding of cybersecurity. The students' overall
scores, obtained after the test, are presented in Table
7.

Table 7 Cybersecurity awareness test gain score

summary
N Gain  score Gain score Gain
minimum maximum score
136 0.50 0.93 0.72
Category High

Based on the gain score results, the minimum gain
score data was obtained at 0.50 and the maximum
gain score at 0.93, with an average gain score of 0.72.
This gain score shows how much the student's
understanding has increased after following the
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learning program. The average gain score of 0.72 is
in the high category, indicating that this mobile
learning application is practical in improving
students' understanding of cybersecurity. So, this
security awareness application with mobile learning
can increase the security awareness of vocational
school students in accounting and institutional
finance expertise by 72%. This significant increase
shows that a mobile learning-based learning approach
can increase students' awareness and understanding
more effectively than traditional methods. With
interactive features and relevant content, students can
more easily understand essential concepts in
cybersecurity and apply that knowledge in their daily
lives and future work environments. These results
also strengthen the findings from pilot testing that
this application can function well and provide
tangible benefits in the learning process. This finding
aligns with previous studies by Samala et al. [42],
which demonstrated the effectiveness of mobile
learning in enhancing learning outcomes, particularly
in improving knowledge retention and engagement.
Unlike traditional classroom-based methods, which
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often face challenges in maintaining long-term
retention, mobile learning is more engaging and
accessible for non-technical learners.
4.4.2Effectiveness test

After completing the program, a security awareness
questionnaire was given to students to determine how
effective the mobile learning-based cybersecurity
awareness program is in increasing security
awareness. This instrument was given to 136
vocational school students in accounting and finance.
Respondents were asked to provide assessments and
responses according to the questionnaire. The
collected data was analyzed to produce the results
presented in Table 8.

Table 8 Effectiveness results for cybersecurity
awareness program

Indicator Score  Category
Passwords and  Access 85 Very Effective
control

Software and Hardware 80 Effective
Security

Mail and Data Protection 87 Very Effective
Network Security 80 Effective

Data Backup and Recovery 77 Effective
Encryption 80 Effective

The effectiveness testing of the cybersecurity
awareness  program  using mobile learning
demonstrated positive and satisfactory outcomes
based on the scores obtained for each indicator. For
the password and access control aspect, the program
achieved a score of 85, classified as "Very Effective,"
highlighting its success in promoting adequate
password management and access control practices.

In the software and hardware security aspect, the
program received a score of 80, categorized as
"Effective.” Similarly, the mail and data protection
indicator showed exceptional results with a score of
87, classified as "Very Effective," reflecting the
program's success in emphasizing the importance of
secure email and data practices.

Network security, data backup and restore, and
encryption scored 80, 77, and 80, respectively, all
falling within the "Effective" category. These scores
indicate the program's success in fostering
cybersecurity-related skills and practices.

With consistent results ranging from the "Effective"
to "Very Effective" categories, this study highlights
the potential of mobile learning as a viable solution to
address the limitations of CTF approaches. By
offering a more straightforward yet effective method

1727

to improve cybersecurity awareness, the mobile
learning program leverages interactive features and
contextually relevant content to motivate safer
behavioral changes and enhance practical skills,
particularly for non-technical learners.

4.5Discussion

This research produces a mobile learning-based
cybersecurity awareness program that effectively
increases cybersecurity awareness among accounting
and finance vocational school students. The validity
test results show that the mobile learning application
developed has been well received by cybersecurity
and educational technology experts, with an average
validity value reaching 0.8 or higher for each
indicator tested. Specifically, aspects of curriculum,
operations, performance, security, and application
design are considered valid for cybersecurity
education.

Significant improvements were also seen in students'
understanding of cybersecurity, which was reflected
in increased understanding scores before and after
implementing the application. The mobile learning-
based cybersecurity awareness program has increased
knowledge by 72% in various aspects of
cybersecurity. The effectiveness of this application
has also been proven to be significant based on the
evaluation results. Consistent use of this application
increases cybersecurity awareness, especially in
password management and access control, software
and hardware protection, as well as email security
and data protection, all of which achieve the "Highly
Effective"” or "Effective"” category.

The findings of this research show several advantages
compared to previous research. Compared with
research by Taherdoost [43], which used
conventional modules in cybersecurity training, the
mobile learning application in this research
consistently achieved a higher level of effectiveness
in increasing students' understanding of cybersecurity
aspects. Additionally, research by Hodhod et al. [44],
which focuses on game-based learning to increase
cybersecurity — awareness, shows that these
applications provide additional advantages in terms
of accessibility and low cost, as evidenced by their
ability to operate seamlessly on various devices
without using additional devices. Additionally, in
research by Ortiz-garces et al. [45], which focused on
the CTF competition to hone security skills. This
mobile learning application offered a more inclusive
approach, where users were not required to have
advanced technical skills to use it effectively.
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Overall, the findings from this research reinforce that
mobile learning applications can be an effective and
affordable tool for increasing awareness and
understanding of cybersecurity among students. This
is supported by previous research by Kim et al. [46],
which used mobile learning to increase awareness of
work safety in the construction sector.

While these findings are promising, several factors
may have influenced the results and should be
considered. Among them, participants overestimated
their knowledge or provided socially desirable
responses, which could affect the results' accuracy—
differences in device type and internet speed may
affect their engagement with the application. Students
using older devices or slow internet connections may
experience decreased usability, affecting their
learning outcomes. The sample size of 136 may limit
the generalizability of the findings to other contexts
or populations. Larger-scale studies with more
diverse samples, including students from different
regions or educational backgrounds, would provide a
more  comprehensive  understanding  of  the
effectiveness of the application. Although the results
show significant improvements in understanding, it is
uncertain whether these improvements will be
sustainable; future studies should include follow-up
evaluations of behaviour over a more extended
period, providing deeper insight into the long-term
impact of mobile learning programs. These findings
suggest that mobile learning apps can effectively
increase students’ awareness and understanding of
cybersecurity. This study emphasizes the importance
of integrating educational technology relevant to the
needs of today’s workforce, where cybersecurity is
increasingly a top priority. However, addressing the
identified limitations and conducting further
comparative research across different learning
methods would increase the robustness and
applicability of these findings.

A complete list of abbreviations is listed in Appendix
l.

5.Conclusion and future work

This research has successfully developed a mobile
learning-based application to enhance cybersecurity
awareness among vocational accounting and finance
students. The findings demonstrate a significant
improvement in students’ understanding of critical
cybersecurity concepts. This underscores the
effectiveness of mobile learning as a flexible,
accessible, and cost-effective approach to addressing
cybersecurity education gaps, particularly for non-
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technical learners. The results highlight the
importance of integrating cybersecurity awareness
programs into vocational education curricula. The
application has proven to be an effective tool for
fostering students’ understanding of password
management, data protection, and network security,
which are essential skills for their future careers.
Future research should focus on assessing the long-
term retention of cybersecurity knowledge among
students who use mobile learning applications.
Additionally, expanding the program to other
disciplines or regions could provide a broader
understanding of its applicability.
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Appendix |

S.No.  Abbreviation Description

1 4D Define, Design, Develop,
Disseminate

2 Al Artificial Intelligence

3 CTF Capture The Flag

4 DFD Data Flow Diagram

5 ERD Entity-Relationship Diagram

6 E-Money Electronic Money

7 QRIS Quick Response Code Indonesian
Standard

8 SWD System Work Design

9 WiFi Wireless Fidelity




