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Abstract

This paper discusses the design and implementation of a representational state transfer (REST) application programming
interface (API)-based client-server architecture for an internet of things (IoT) monitoring application with multiple
sensors. The research aims to enable real-time monitoring of an integrated system consisting of more than ten sensors,
utilizing ESP-32 and long-range (LoRa) communication. The monitoring system focuses on developing a web-based
interface that allows remote access to real-time data changes, without detailing sensor functionality or energy
consumption. The system employs a REST API for data transmission. Sensor data is collected by the ESP-32, transmitted
over a long-range wide-area network (LoRaWAN), processed by the LoRa receiver, and then relayed via Wi-Fi to the
API. The architecture follows an N-layer design, facilitating client-server communication, database synchronization, and
data provisioning for the web interface. Performance testing was conducted on two nodes, each containing multiple
sensors, across various scenarios to evaluate system efficiency, load capacity, security, and dashboard functionality.
Results show that the API response time for data retrieval from the two nodes ranged between 200 and 400 milliseconds.
System performance begins to degrade beyond 1,500 users, with an observed error rate of 1.72% for node-1 and 0.9% for
node-2. Security tests confirm the system’s resistance to various security threats. Dashboard monitoring results indicate
that data can be displayed with a latency of less than one second.

Keywords
REST API, Internet of things (l1oT), Client-server architecture, Real-time monitoring, LoRa communication, Multi-
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1.Introduction

The Internet of Things (IoT) is a technological
innovation that has advanced significantly in recent
years. Multiple domains of human existence undergo
significant transformations when integrated with 10T.
The loT facilitates the interconnection of devices to
gather and transmit data over the internet. The
implementation of 10T significantly enhances
accessibility to electronic devices.

loT technology significantly enhances various
aspects of human life. The domestic sector comprises
many smart gadgets, including lighting, doors, and
appliances, which may be managed by smartphones.
Smartphones can be used to monitor cattle health and
land conditions in the agriculture [1] and livestock
sectors [2].
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In the healthcare sector [3], health devices facilitate
real-time patient monitoring and expedite responses
to health issues. The introduction of the Industry 4.0
idea in the industrial sector, which depends on 10T to
enable communication between production systems
and machines to increase efficiency.

One of the main aspects of 10T implementation in life
lies in the ability of an application to effectively
monitor the system [4]. The monitoring process in
10T is closely related to the number of sensors used
in the monitoring process. The more sensors used for
monitoring, the more parameters that must be
displayed in loT-based monitoring applications.

loT-based monitoring systems are intrinsically linked
to the utilization of networks as a communication
medium. The performance advantage of loT-based
systems is due to real-time and continuous data
collection [5]. For instance, loT-based security
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systems are used to detect anomalies or monitor
specific parameters over designated timeframes,
generating essential data to support user decision-
making, analysis, and future strategic planning [6].
Consequently, ensuring the continuation of data
transmission presents a barrier for numerous
researchers developing loT-based applications [7-9].
Therefore, the continuity of data transmission
becomes a challenge, especially with monitoring
applications with hardware in remote places where
there is no Wi-Fi.

Moreover, website monitoring systems play a crucial
role in the monitoring process [10], serving as an
interface between the system and the user. The
primary purpose of website monitoring is to provide
users with data on performance, functionality, speed,
and other key metrics to ensure efficient and
responsive operation. This helps prevent potential
disruptions during user interactions and maintains the
integrity of data transmission connections [11]. This
is because this monitoring system can allow early
detection of equipment damage and errors to prevent
substantial issues.

Another aspect that needs to be considered as a
challenge in developing monitoring application is the
application system architecture. Many applications
are built using a monolithic architecture as a
foundation for developing easy monitoring
applications. However, despite its simplicity in
application device construction, this architecture
possesses numerous vulnerabilities, particularly
concerning adaptability, scalability, flexibility, and
the capacity to manage intricate and dynamic systems
[12]. Consequently, a monolithic design is unsuitable
for a multi-sensor-based monitoring application.

Meanwhile, there are some other specific types of
architectures used for loT-based systems that utilize
multiple sensors including n-layered architecture (N-
Tier) [13] in conjunction with microservice
architecture [14] or event-driven architecture (EDA)
[15]. These three architectures exhibit distinct layer
separation, facilitate scalability, and are responsive to
state alterations. Moreover, edge computing
architectures  are  frequently  employed in
multisensory-based 10T applications, necessitating
data processing near the source at the gateway level
to minimize latency, bandwidth consumption, and
cloud load. Despite the numerous advantages of the
three architectural styles regarding scalability,
flexibility, and the capacity to manage intricate and
dynamic systems, their complexity renders them
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suitable for application in multisensory-based
systems [16-18].

However, in the case of development of application
systems, representational state transfer (REST)
application programming interface (API) architecture
is frequently employed, facilitating the establishment
of network connections between nodes and users on a
client-server framework [19]. Sensors linked to edge
devices gather data and transmit it to the server over
an API. The server functions as a hub that accepts
data from several sensors via REST API endpoints,
processes the information, stores it in a database, and
facilitates access to the processed data for other
applications. There is a necessity for mobile, onling,
or desktop applications that retrieve data from the
server over the REST API to present information,
perform analysis or manage 10T devices.

This research is motivated by the necessity for smart
sensor-based systems that can serve as a basis for
developing architectures for extensive monitoring
applications that facilitate, help and support the
development and the implementation of smart cities.
In the future, sensors will take over humans in
monitoring processes and alterations that may occur
during a specific duration or continuously.
Consequently, the deployment of a sensor at an
observation site may augment in quantity or
capability.

Thus, this study is to present a simple REST API
architecture that incorporates a client-server
monitoring application design and implementation
framework coupled with n-layer architecture. The
client-server architecture is employed due to its
clarity in the arrangement of communication
components within each client and server, the
methodology of data transmission between them, and
its straightforward implementation in contemporary
online applications, mobile applications, and
corporate software. The integration of client-server
design with n-layer architecture distinctly establishes
the separation of frontend and backend, facilitating
enhanced scalability.

The application website architecture employs a REST
API, serving as an interface to concurrently receive
significant sensor data (thousands of entries). This
website architecture seeks to provide a solution for
creating a streamlined and systematic monitoring
system  application capable of overseeing
multisensory networks linked to 10T technology.
According to this fact, this research can serve as a
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multisensory system observation architecture that
enhances scalability, adaptability, and the ability to
handle complex and dynamic systems, while ensuring
maintenance efficiency on the monitoring dashboard
development side. Thus, this paper does not explain
in detail the deployment, accuracy, data
preprocessing, or energy consumed by the sensor.
This research advances the development of smart city
applications necessitating numerous monitoring
nodes across several platforms.

The rest of the paper is structured as follows: the
literature review is presented in Section 2, followed
by the research methodology in Section 3. The results
and discussion are covered in Sections 4 and 5,
respectively. Finally, conclusions and future work are
discussed in Section 6.

2.Literature review

This section provides a comprehensive literature
review, analyzing various studies on loT-based
application architectures. Numerous studies explore
how sensors collect, process, and transmit data to
servers or cloud platforms for further analysis. To
ensure efficiency and compliance with established
guidelines, application design must follow an
appropriate architectural framework.

Various software architecture methodologies used in
application  development  include  monolithic
architecture [20, 21], microservices architecture [22],
service-oriented architecture (SOA) [23], layered (N-
Tier) architecture [24, 25], EDA [26], serverless
architecture  [27, 28], microkernel (plug-in)
architecture [29], peer-to-peer (P2P) architecture
[30], client-server architecture [31], and component-
based architecture [32, 33]. For a monitoring
application utilizing 10T technology for various
environmental sensors, microservices architecture,
layered (N-Tier) architecture, EDA, and client-server
architecture are the most appropriate for loT-based
observation applications and sensor integration [34].

The most basic architecture for multi-sensor
applications is the client-server model. This
architecture positions a server as the central entity for
processing and storing data gathered from multiple
sensors. This server may be deployed in the cloud or
within a local data center. An edge device or gateway
is positioned on the client side, functioning as a client
that transmits data from the sensors to the server. It
may also refer to a mobile or online application
utilized for accessing data from the server [35, 36].
These architectures include cloud-based 10T
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architecture, edge computing architecture, fog
computing architecture, gateway-based architecture,
and client-server architecture for sensor applications,
as illustrated in Figure 1.

The illustration shows that the edge position is close
to the sensing device, functioning as a client. This
edge architecture is typically implemented to
minimize latency, improve response speed, and
reduce network strain by processing data closer to the
source device [37]. In a distributed system, fog
architecture follows edge architecture, where data is
processed on a router, switch, or a more robust local
server than edge gateways, enabling better processing
or data aggregation [38]. This fog architecture
typically serves as an intermediary layer between the
edge and the cloud. Fog architecture may or may not
be used, depending on the system's scalability
requirements. In cloud architecture, the cloud is
typically located far from the data source, serving as
a data center for long-term storage [39].

X
. i Data
B || Analysis
Gateway H
(EDGE) ' Data
Sensors i i Warehouse
Infrastucture ChirpStack | ! &
] -
B ¥ ’/"’f/zj.,» Website API
1l
Micro Controller H ﬁ"‘o'/ Web
| —
- ¥
1
R
H 3
R
B |
\ 3 i b
SENSORS EDGE FOG CLOUD

Figure 1 IoT architecture, the hierarchy of edge, fog,
and cloud computing

In client-server architecture, processing is allocated
between the client and the server; typically, the client
manages data presentation as user interface and
requests, whereas the server oversees data processing
and resource management. Consequently, client-
server independence may also be present across many
networked devices. This client-server architecture
enables the server to simultaneously accommodate
several clients through the utilization of various
sensors for environmental observation. The server
can be scaled by augmenting hardware, such as
sensors, or by distributing the load over numerous
servers (load balancing) [40]. The client-server
architecture for multisensory systems is executed
using more intricate models, such as n-tier
architecture or microservices architecture. The
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establishment of this n-tier paradigm facilitates
designers in delineating component duties with
greater specificity to accommodate more intricate
applications, wherein data gathered from diverse
sensors must be processed, analyzed, and managed
independently before reaching the client or user [41].

To construct distributed and interoperable web-based
applications, a common approach in client-server
architecture is the utilization of REST API as the
communication channel between the client and
server. This enables clients, such mobile applications,
web platforms, or 10T devices, to interact with the
server through conventional hypertext transfer
protocol (HTTP) queries. Conversely, traditional
client-server technologies like the simple object
access protocol (SOAP) are predominantly utilized at
the enterprise level, while graph query language
(GraphQL) is occasionally employed in loT
applications, though with restricted bandwidth
computing that permits clients to request just
particular data [42]. Furthermore, the google remote
procedure call (gRPC) framework and websockets
provide high-speed client-server communication
through binary protocols, enabling continuous
bidirectional data transmission between clients and
servers; however, the infrastructure is more
complicated [43]. Consequently, REST API
facilitates numerous loT applications, as the majority
of loT devices inherently support HTTP as a
communication protocol, operate stateless for each
request, and can be processed independently without
relying on the status of prior requests, thereby
significantly enhancing scalability and simplifying
communication. Furthermore, the REST API aligns
with the functionality of sensors as create, read,
update, delete (CRUD) which facilitating basic data
manipulation [44]. REST API can be integrated with
other protocols like message queueing telemetry
transport  (MQTT), which offers enhanced
communication efficiency for loT devices with
limited bandwidth and power limitations [45].

In Figure 2, it can be seen that communication
between client and server uses the standard HTTP
protocol method with get, post, put and delete
commands. This architecture is often used because it
is flexible and easy to implement [46].

In Figure 2, sensors linked to edge devices or
gateways function as clients that gather data and
transmit it to the server over REST APIs. The server
functions as a central hub that acquires data from
various sensors using REST API endpoints, processes
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the information, stores it in a database, and enables
access to the processed data for other applications.
Mobile, internet, or desktop applications function as
clients by retrieving data from the server over REST
APIs to provide information, do analysis, or control
10T devices.

VY o —
000
. REST +——— [ooB

JSON | XML | HTML API T

CLIENT SERVER

Figure 2 REST API on client-server architecture

In reference to Figure 1, the client-to-edge interaction
may manifest as a client activity (e.g., a mobile or
web application) transmitting an HTTP request to
edge devices to retrieve local information, including
device status or sensor data. The edge devices reply
through REST APIs with locally processed data. The
edge device thereafter interacts with the fog
infrastructure to transmit data for further processing,
utilizing the REST API for communication with the
fog nodes. The fog layer executes supplementary
processing, like data aggregation or filtering, and
might temporarily store the results prior to
transmitting them to the cloud. Subsequently, fog
nodes interact with the cloud layer via REST API to
transmit processed data for long-term storage or
advanced analytics. The cloud layer offers a
sophisticated and robust REST API interface for
storage, extensive analytics, or services rendered to
clients and fog layers. Simultaneously, other clients
(e.g., analytical programs or dashboards) can directly
access the cloud using REST APIs to retrieve data or
execute actions based on cloud analytical outcomes.
Consequently, the client-server interaction facilitates
a monitoring process for loT-based multisensory
observation applications, connecting several sensors
to a web-based application dashboard.

The performance of data transmission over the REST
APl necessitates an endpoint. This endpoint is
publicly accessible, rendering it susceptible to data
injection and leaking [47]. Numerous security
measures are established inside the client-server
architecture. Examples include transport layer
security/secure sockets layer (TLS/SSL),
authentication, authorization, data encryption, rate
limiting and throttling, input validation and
sanitization, logging and monitoring, APl gateway
for enhanced security, session management for REST
APIs, and device authentication for sensors [48].
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Security measures in the client-server architecture are
effective only if fully implemented within the system.
Besides focusing on API development, this research
also focuses on website development. Where using
nodeJS as a backend system and reactJS as a frontend
system. In research [49], a nodeJS-REST API-based
backend was constructed, demonstrating favorable
response time outcomes. The system can
accommodate around 3000 queries within a duration
of 10 seconds. Subsequently research [50], examines
the evolution of react]S, which is utilized in this
study. JavaScript remains extensively utilized in the
programming domain. JavaScript can be utilized in
multiple frameworks, including node.js, react, react
native [51], Vue.js [52], and numerous additional
applications that can be developed using JavaScript.

However, to support stateless functions in REST API,
security is implemented using the JavaScript Object
Notation (JSON) with a web token approach. JSON
web token (JWT) is often wused in current
authentication and authorization frameworks because
of its simplicity and capacity for secure transmission
via uniform resource locators (URL), HTTP header,
or URL parameters. In addition, JWT is independent,
highly interoperable, adaptable, and has significant
scalability [53]. In addition, JWT is easy to use in
REST API and allows decentralized access. The
token usage in JWT should have an expiration time
limit (e.g., 1 hour). This reduces the risk of misuse of
leaked or stolen tokens. Once a client or sensor is
successfully authenticated, they receive a token
containing  their identity and authorization
information. This token must be included in every
API request.

The security procedure involves obtaining an access
token subsequent to logging into an account at the
authentication endpoint, as illustrated in Figure 3.
The authentication procedure involves entering an
account using the email and password fields for sign-
in, and the username, email, and password fields for
sign-up. Upon authentication, an access token is
issued for data retrieval from the endpoint [54].

Due to technological advancement, researchers are
progressively developing sensor-based automation
systems to observe and measure objects or
environments, hence supporting modernization and
smart city applications. Sensor-based monitoring
requires various technologies that support each other
to collect, transmit, store, process, and display data
efficiently. This monitoring system must be
constructed using a technological framework
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comprising a collection of sensors or actuators
designed to detect the parameters under observation.
IoT devices, including microcontrollers, central
processing unit (CPU), and ESP32, frequently act as
primary controllers that manage sensor data and
transfer it to the server using wireless communication
protocols such as Wi-Fi, long range wide area
network (LoRaWAN), and MQTT [55].
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Figure 3 API security with JWT token

In addition, data storage strategies, such my
structured query language (MySQL) or cloud
services, and analytical data processing techniques,
such as artificial intelligence, machine learning, or
deep learning also requires building the system [56].
Subsequently, the interface platform, such as the
Thingspeak platform or a web-based device interface
is implemented to support the system. A proficient
application system should have notifications or
alarms for early warning detection. Finally, a device
is required for the integration of all components,
including the REST API and other services.

This research involves the design and development of
a REST API-based client-server architecture for 1oT
applications utilizing multi-sensors within a single
node. According to the previous literature review, the
monitoring system is executed using a client-server
architecture due to its simplicity in establishing an
organized workflow from the sensor to the
monitoring interface. The Rest API is utilized for its
simplicity and statelessness, making it highly ideal
for loT-based applications.

Meanwhile, the sensors deployed to monitor the
environment in a specific room comprise ten distinct
types, each designed for various measurement and
detection functions. These include the MQ2 gas
sensor, KY-037 noise sensor, TF Luna Lidar sensor
for distance measurement, ADXL-345 sensor for
mobility and positional orientation, load cell sensor
for weight detection, MPU6050 sensor for gyroscopic
and accelerometric parameters, FR-7548 sensor for
pressure measurement, thermal camera sensor, and
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BME sensor for temperature, humidity, and
additional parameters.

This study does not focus on individual sensor
applications, as they are considered a collective data
source within a multi-sensor environment. Instead, it
emphasizes the development of the monitoring
dashboard and its connection to the placement of the
REST API application within the client-server
architecture that links the sensors to the monitoring
dashboard.

Thus, this research is presented as a client-server
architecture incorporating an N-layered mapping
infrastructure to support multi-sensor utilization
within a single node. The monitoring solution is web-
based, accessible on both mobile and desktop
platforms, and employs JWToken for security. This
system aims to enhance and contribute to the
development of a versatile platform for diverse multi-
sensor monitoring applications.

3.Methods

This section provides a detailed explanation of the
research and methodologies. This study focuses on
the development and implementation of REST APIs
for managing loT applications with multiple sensors,
rather than on the sensors themselves. Therefore, the
most appropriate methodology for this investigation
is software engineering research methodology. The
suitable method for this study is design and
implementation research, utilizing the relevant
prototyping approach.

The initial phases of this prototyping model begin
with identifying API requirements, during which the
needs of the 10T system intended to connect to the
REST API are defined. This is followed by the initial
stage of API design, where API endpoints are
structured to facilitate communication among sensor
devices, servers, and clients. Additionally, during the
prototyping stage, the first version of the REST API
is developed using the chosen framework, Node.js.

After development, the process moves to the API
testing phase, where testing is conducted using
Postman to verify that the API functions as intended.
Furthermore, multiple scenarios are executed during
this phase to evaluate the system's security. Finally,
the test outcomes are assessed and analyzed.

3.1API requirement identification
Before developing a REST API for a multi-sensor
IoT monitoring application, it is crucial to clearly
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define the system requirements. This process ensures
that the API supports seamless communication
between sensors, servers, and clients. The key
components interacting with the API include loT
devices such as sensors and gateways, as well as
backend servers, web dashboards, and users. The
REST API is specifically designed to enable efficient
communication between multiple 10T sensors and the
server.

This system is deployed in a moving vehicle or
instrument by integrating multiple sensors. These
include a load cell for weight measurement, an
ADXL-345 for assessing system orientation during
motion, a KY-037 for noise detection, an MPU6050
for six degrees of freedom orientation detection, and
a BME280 for measuring temperature and humidity,
among other parameters. The TF-Luna LiDAR sensor
measures distance, the MQ-12 detects gas, the force
sensing resistor (FSR-7548) gauges tension or
pressure during mobility, and thermal camera sensors
are employed.

The ten sensors are grouped into a multisensory setup
at two distinct points, serving as data input for the
REST API application. Since the primary focus of
this research is on developing REST API-based
applications, the sensors themselves are not discussed
in detail. The system utilizes ESP-32 and long range
(LoRa) communication technologies, enabling
operation even in areas without Wi-Fi connectivity.

In accordance with the explanation provided in the
preceding literature review, the sensors are deployed
to monitor the surrounding environment, utilizing a
Raspberry Pi as an edge data processor, subsequently
transmitting the data through ESP and LoRa
connections. The user concurrently observes sensor
readings remotely via a web-based application.
Therefore, it is essential to establish the
comprehensive block diagram of the system.

The block diagram of the suggested system is
illustrated in Figure 4. The diagram demonstrates
that each sensor or cluster of sensors is linked to an
edge device or gateway, which functions as a client
within this framework as part of requirement
identification. This client gathers data from the
sensors and transmits it to the server for further
processing. The illustration depicts a sensor pool,
including numerous sensors that integrate to form an
observation  sensor  fusion, using  various
microcontrollers, including ESP32 and Raspberry Pi,
linked to the sensors.
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Figure 4 Primary component mapping

The MQTT protocol is frequently employed for
network communication between clients and servers
because of its lightweight characteristics and
interoperability with loT devices. However, in this
research, the ESP32 employs the LoRaWAN protocol
for remote transmission to the LORaWAN Gateway.
LoRaWAN transmits sensor data to the chirpstack
LoRaWAN network server (LNS), which functions
as the communication intermediary between the
LoRa gateway and the backend application.
Additionally, the Raspberry Pi employs Wi-Fi to
communicate data straight to the APl website.
Consequently, the HTTP protocol is employed in this
research. Concurrently, the backend system receives
data from the client and executes processing tasks.
Database models are constructed to delineate the
database, tables, and columns. The API integrates the
received data with the database. The data is
subsequently stored in the data repository, further
processed, and a monitoring report is generated for

each monitoring sensor. The subsequent phase for the
client-side interface involves the web application or
mobile application functioning as a client, enabling
real-time access to and retrieval of data from the API
website for display purposes.

This client-server approach in 10T has the advantage
that the server acts as a control center for all loT
devices, which facilitates the management and
supervision of the system or known as centralized
control. This approach also supports data integrity
where all data is stored and managed in one central
location (server), ensuring data consistency and
integrity. In addition, on the security side, this
approach is easier to manage, because data is
collected and processed on a central server, for
example through data encryption and user
authentication.

3.2Design and the proposed system

The system depicted in Figure 4 is further developed
using an n-tier design illustrated in Figure 5. The
system shown in Figure 4 was enhanced utilizing the
n-tier architecture presented in Figure 5 to facilitate
the design and organization of systems by layer. The
architecture delineates the system into six tiers. The
perception layer is the base layer consisting of
sensors for data collection and devices that facilitate
connectivity from the sensors to the next layer. The
network layer comprises long range protocols.
Utilizes LoRaWAN to communicate data from the
board device to the Gateway through radio waves.

|| Perception Layer | Network Layer | Processing Layer | Data Layer | Application Layer | Security Layer >

Figure 5 n-tier architecture of the proposed system

The processing layer involves the reception of data
from the LoRaWAN network, which is subsequently
collected and processed on the virtual private server
(VPS), serving as the primary server. The data layer
comprises MySQL as the database and a data
warehouse for extensive data storage and subsequent
data processing. The application layer employs a
REST API as a third-party interface, enabling other
applications to connect with the database using the
REST protocol. The website exemplifies the
implementation of the REST API in linking database
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JSON Web Token authentication

data to the client for enhanced display and
comprehension.

The wupper layer is the security layer, which
incorporates a JWT authentication token utilized to
protect the system's security by acquiring a JSON
token throughout the authentication procedure. This
research involves inputting the JWT token into
postman. The token is utilized to authenticate the
logged-in account on the website, enabling
modifications to the back-end system. If the user
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alters data on the API without this token, the website
returns a 400-status code, indicating either the
absence of a code or that the entered code is invalid.
However, if the code is provided as a JWT token, a
GET or POST request returns the specified response.

Furthermore, this research proposes a web system
that relies on the performance of APIs and web
programming. An observation environment that has
more than ten types of sensors installed in a place to
monitor the surroundings. All of these sensors send
output simultaneously. This research uses LoRa as a
transmission medium, the sensor can transmit data
even if it is more than two kilometers away without
using Wi-Fi [57].

LoRa may transport data from a transmitter to a
receiver using radio waves while consuming minimal
power. Data transmission to the recipient necessitates
time and a clear protocol. LoRa transmitters can
typically only be processed by LoRa receivers once
at a time. In this system, the data transmission
framework is designed to incorporate more than three
transmission devices, necessitating configuration at
the LoRa receiver by segmenting the queue according
to time. This method enables the LoRa receiver to
receive signals from a single transmitter without
interference. Upon receiving the data, the LoRa
receiver transmits it to the API via Wi-Fi using a
POST request.

The utilization of over ten sensor types in this system
necessitates its capacity to process hundreds of
thousands of data points simultaneously. The system
may experience a decrease in performance due to the
excessive volume of execution requests. The database
has the greatest influence on this system; hence it
needs support to optimize properly. A viable solution
to this issue is the implementation of APIs as
intermediaries to substitute the database in system
operations, hence preventing a substantial decline in
database performance.

The user-side client-based process is illustrated in
Figure 6. The framework demonstrates that the
system is partitioned into two services: data service
and user service for database access. Consequently,
the efficacy of data transmission is consistently
upheld and does not undergo a substantial decline in
performance. The illustration demonstrates the data
flow inside the system, highlighting the API's role in
the data storage process and manual input. Sensors
transmit data to the database via the data storage
mechanism. The data is recorded in the database
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named "data sensor" for each sensor identity using
the POST method. The data is then transmitted to the
website using the GET method, which receives the
data in JSON format.

Data
/ Service
&
&
User Auth ,70“
| HTTP D DATA
Request . BASE
v
6‘04/
£,
,
.
Website \ i

Service

Figure 6 User-side client-based diagram

In contrast to the functionality of the admin, the
admin can manually input data that alters the contents
of the database via the API and subsequently returns
the data modifications to the admin. The administrator
can also access the website's content, which comprises
data that has been processed and utilized as a sensor
graph for monitoring purposes. The POST and GET
methods utilize an endpoint for storing sensor data
information.

Each sensor possesses a distinct endpoint to maintain
an organized delivery address. Each sensor database
contains a designated column, necessitating that each
sensor declares an endpoint corresponding to its
sensor address and thereafter save the destination
value in the specified column. Consequently, the data
POST system can effectively transmit data.

The sensor data is stored in a MySQL database.
MySQL is an open-source and efficient database
management system (DBMS) [58]. Tables and
columns can be established manually or by migration
with NodeJS. The API retrieves data from MySQL
and subsequently updates the database. All
modifications in the APl data are automatically
reflected within the API. APIs that interface with the
database  significantly = reduce  effort.  The
communication between the server and the client
remains uninterrupted as the API continues to fulfill
its primary role as a client-server intermediary.

The sensor_types table in Figure 7 contains the sensor
type of each sensor. This table is connected to the
sensors table through the sensor_type id attribute
which indicates that each sensor has a different type.
The sensors table contains the identity of each sensor
used. Each sensor has one sensor type
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(sensor_type_id) which is mentioned in the
sensor_types table. The sensor_value table is a
representative table for storing data values from each
sensor. Each sensor_value table represents one

all_sensor table is connected to the sensor_value table
to find out which set of sensors at which point sent
sensor data. Finally, the users table stores information
related to users to be able to access the program.

sensor_id connected to the sensors table. The
Sensors
sensor_id, [yl4 BEps
name varchar
sensor_type nd sensor_type_id  Int sensor_value
n i In "
sensor_type_id, t T sensor_value_id ; Int
name varchar .
all_sensor value decimal
- inputed _at tstam
all_sensor_id, L] P ] P
o B sensor_id Int
description  varchar oy )
users - mannequin_id Int
I user_id Int
user_id Int =1 1
username varchar
role varchar
created_at tstamp

Figure 7 Database system

The next step is to retrieve website data from the API
using the GET method for each type of sensor, which
is then combined and monitored on the website.
Figure 8 shows the GET method to display one of the
sensors, ADXL 345.

Figure 8 illustrates the script for retrieving data from
the API and adapting it to the website display. It
starts with a function fetchData, which is designed to
retrieve data from several resources. The axios
library is used to be able to make GET requests
asynchronously to a list of URLs that have been
provided. This function uses Promise.all which
manages the asynchronous nature and ensures all
requests are completed before continuing.

Furthermore, define a function that takes prevData to
return updated data and then declare newData that
contains the returned prevData. The looping sequence
starts at the iteration of each item at the index of each
newData.data. Then take fetchedData from the
response index data. Extract the event_id from
fetchedData as newEventld. If the newEventld value
differs from the existing item.event id, the data
update is performed using the data from fetchedData.
The JSON data is formatted according to the graph
template to ensure proper organization and display of
the existing data.
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FUNCTION fetchData
DECLARE promises AS LIST OF axios.get(url) FOR EACH url IN urls

Promise.all(promises)
.then(responses)
SET adxlData TO FUNCTION(prevData)
DECLARE newData AS COPY OF prevData

FOR EACH item, index IN newData.data
DECLARE fetchedData AS responses[index].data.data.data

IF fetchedpata IS NULL

PRINT ERROR "No data in response for URL" + urls[index]

CONTINUE
DECLARE newEventId AS fetchedData[@].event id

IF item.event_id NOT EQUALS newEventId
SET item.event_id TO newEventId

SET item.series[@].data TO REVERSE(MAP(x_axis, fetchedData))

SET item.series[1].data TO REVERSE(MAP(y_axis, fetchedData))

SET item.series[2].data TO REVERSE(MAP(z_axis, fetchedData))

SET item.label TO REVERSE(MAP(inputed_at, fetchedData))
ENDIF

-

newData.data[index] = item
NEXT item

RETURN newData
END FUNCTION
END THEN

END Promise.all
END FUNCTION

Figure 8 Get ADXL-345 data to website

This project develops a system including of more than
ten interconnected sensors for monitoring purposes.
The integrated sensors track motion, temperature,
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humidity, streaming cameras, friction, lidar, gas, and
noise levels, among others. The sensors are
subsequently positioned within a compartment, as
illustrated in Figure 9. A collection of sensors is
housed at two distinct observation locations, with
each location including 9 sensors for data collection.

(b)
Figure 9 Prototype (a) node-1, (b) node-2

These sensors have undergone pre-calibration using
various methods tailored to the specific type of
sensor. certain individuals employ Kalman filtering
techniques to refine the raw data obtained. Every
sensor has been calibrated to the appropriate
threshold. All sensors have successfully undergone

Simultaneously, the application development is
illustrated through a sequence diagram depicted in
Figure 10. The sequence diagram workflow is
categorized into four states: web system, API
gateway, data service, and database.

The workflow begins when the user initiates an

action to input or retrieve data. The application then

sends a POST request to the APl gateway at the

/auth/signin endpoint. The API gateway forwards this

request to the data service, which verifies the

username and password against the database.

o If the account does not exist, the data service
generates an error response stating ''Account not
found.”

o If the account is found, the data service validates
the user information:

o If validation is successful, the data service
returns a success response.

o If validation fails, the data service returns an
error response.

o If a database error occurs, the data service
returns a 500 Internal Server Error.

laboratory  testing, ~ confirming  their  proper If all steps are completed successfully, the
functionality. application displays the sensor data in a graphical
format.
'ﬁ' Web System AP1 Gateway Data Service Data DB
Jser g .
POST:: fauth/signi -
POST= /exhisienin Checking Username and Password
[Unauthenticated) A i oot alanas i
. S Not Found
e tbemsage iy | EorResponse R 2
alidate
e » S User Data
..... I Relum ;e‘sp;msa i Return Response Account Found
Show Sensor Data by Graph | Ger.: japi "  name} B
I GET:: Japi Jisens

Get Sensor Data Based on event_id

(DB Error]

« . ”
Failed

Error 500 Internal Server Error

Display Error Message

Error 500 Internal Server Error

%)

Query
Execution

T A LY, R Display Code 200 Success
Show Data to Graph

Figure 10 Sequence diagram of application development

3.3Experiment scenario

The subsequent step involves choosing a testing
scenario for evaluating the REST API-based
application. This aims to ensure that the API works
accurately, securely, and in alignment with the
expected functionality. Because the client-server
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Sensor Data

Sensor Data

architecture design exhibits vulnerabilities, including
reliance on the server, potential overload, and
network latency issues [59]. API testing may
encompass various testing categories, including
functionality testing, performance testing, and
security testing, among others. The initial test
involves conducting manual testing to verify the
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functionality of the API endpoints prior to executing
automated testing [60]. One of the methods involves
utilizing Postman and cURL. It is important to note
that sensor testing was not conducted or elaborated
upon in the study, as the primary emphasis focused
on the design of the REST API. The sensor functions
as an input device that supplies data to the monitoring
dashboard, having undergone numerous lab tests with
the calibration method for each unit, ensuring that it
remains operational throughout the testing phase. The
sensor is outfitted with multiple protective features,
ensuring that its primary functionality remains
operational. LoRa has been validated for transmitting
information to the gateway, though there is no in-
depth discussion provided.

In this situation, postman executes an HTTP request
to the API to observe the response and conveniently
configure the request parameters. Subsequently,
execute a GET and POST data request to one of the
endpoints. Upon data acquisition, an HTTP response
is generated with a status code of 200, indicating a
successful client request. Alongside the 200-code
description, postman offers details regarding the
duration of data transmission and the data amount in
bytes, as well as status codes such as 404 for "Not
Found" and 400 for "Bad Request.". Figures 11 and
12 depict a POST and GET situation executed on a
MQ2 type sensor or gas sensor, featuring data
comprising sensor_value and sensor_id. In this
situation, the operation of all sensors is evaluated.

“status": "ok",

"message": "success input mg data",
"data": {
"value": 58.132,
"inputed_at": "2024-86-25 21:45:01",
"sensor_id": 101
f
t
Figure 11 POST data using Postman

The subsequent case, designated as the second
scenario, pertains to performance testing. This
assessment aims to evaluate the response time and
stability of the APl under specific load conditions.
The tool employed in this test is JMeter. This tool is
effective in performing load and stress tests on the
API to evaluate its capacity to manage numerous
simultaneous requests.
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"status": "ok",
"message": "success to retrieve all mg data",
"data": [

-25T14:45:01.0002",

event_id" 1833,

" 228",
inputed_at "2024-06-25T10:35:10.0002",
sensoxr_id 181

-24T11:44:54.0002",

%

Figure 12 GET data using postman

In this scenario, the system transmits hundreds or
even millions of requests to the API to assess
response time and system resilience. The key metrics
evaluated are latency and throughput. Latency refers
to the average time taken by the API to respond to a
request, while throughput measures the number of
requests the system can process per second. These
parameters are crucial in determining the API's
efficiency and ability to handle high traffic loads.

This stress test evaluates the API's resilience under a
load exceeding its typical capacity to identify the
failure threshold. The key performance metrics—
average latency, response time, and throughput—are
calculated using the following formulas (Equations
1to 3):

Sum of latencies of each scenario

Average Latency - Number of iterations (1)
Average Response Time=
Sum of response times of each scenario (2)
Number of iterations
Numb f t
Throughput — Number of requests (3)

Minutes

The subsequent examination, designated as the third
scenario, involves load testing on the API. This test is
conducted to verify that the APl can manage a
substantial volume of concurrent user queries without
notable performance decline. It evaluates the API's
capacity to handle simultaneous queries from a large
user base. Response time is assessed by observing its
variation as the volume of requests increases.
Additionally, bottlenecks are identified by examining
the API's capacity limits and determining the specific
points where performance degradation occurs.
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The fourth scenario focuses on security testing,
which aims to identify vulnerabilities in the API that
could be exploited by unauthorized entities. In this
test, authentication mechanisms are verified using
tokens or APl keys to ensure that APl endpoints
require valid credentials for access. Security testing is
conducted using automated tools such as SQL
injection testing and security assessment platforms
like Burp Suite or structured query language map
(SQLMap) to detect potential weaknesses. The final
assessment involves API automation testing and
monitoring through a dedicated dashboard. The
objective of this test is to replicate functional testing
using Postman’s Collection Runner, which automates
test execution to ensure consistent APl behavior and
reliability.

Each of these scenarios plays a crucial role in
evaluating APl performance. Response speed is
analyzed to measure the time required to process data
from 10T sensors, while throughput measurements
assess the number of concurrent requests the API can
handle. Bandwidth consumption is also evaluated to
determine the efficiency of data transmission through
the  APIl.  Furthermore, APl authentication
effectiveness is examined using the JWT method to
assess its resilience against various cyber threats.
These tests collectively ensure the API is optimized
for scalability, security, and real-world deployment.

Table 1 Client-side test results for postman tools

4.Results

4.1Functional performance testing

As explained earlier, the first test involves
performing functional testing using Postman. The test
results are shown in Table 1.

In Table 1, it is shown that manual testing using the
Postman tool on multi-sensors runs smoothly. There
are a total of 9 sensors, utilizing 27 APIs for the GET
method and 9 APIs for the POST method.
Additionally, the API supports two HTTP methods:
GET and POST. The GET method is used to retrieve
sensor data from the database and display it on the
dashboard, while the POST method is used to input
sensor data into the database.

Based on the test table, all testing processes are
interconnected and related to each other. The average
response time for the GET method is less than 200
milliseconds, while the POST method can take more
than 400 milliseconds. This difference occurs
because retrieving and displaying larger amounts of
data requires more time. Similarly, the larger the
payload sent, the longer the server processing time.
Additionally, the length of the parameters being sent
also affects the API response time, with longer
parameters resulting in increased processing time.

Average GET response Average GET response

Sensors Type time (ms) time (ms)
ID 201 - 204 ADXL 230 445
ID 1001 BME 136 463
ID 601 - 602 KY 145 402
1D 901 Lidar 169 209
ID 801 - 806 Load Cell 127 141
ID 1002 MPU 6050 116 113
ID 101 MQ 108 347
ID 1101 -1108 FSR 110 111
1D 702 Thermal Camera 174 110

4.2Performance testing

In the second scenario, the test results are shown in
Figure 13. Performance testing aims to measure the
API’s response time and stability under a specific
load using JMeter. The testing is conducted on the
client side. According to Figure 13, the effectiveness
of the proposed system is assessed on two nodes,
each consisting of multiple sensors. The system is
evaluated using Apache JMeter with parameters set at
5 iterations and an increasing number of threads from
1 to a maximum of 2,382 users. The test is performed
on a laptop with 32 GB of RAM to accommodate
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2,382 threads. The table presents the average latency,
response time, and system throughput for each case
when a thread calls the API to display sensor data. At
node-1, the average response time for 100 users is
139.81 ms, increasing up to 13 times at 1,000 users.
At 1,500 wusers, the response time increases
significantly by almost 15 times. Meanwhile, at node-
2, the average response time for 100 users is 133.81
ms, which is 6 milliseconds faster than at node-1.
Similar to node-1, node-2 also experiences an
increase in response time at 1,500 users.
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A downward trend in response time is observed for
both node-1 and node-2 at 1,000 users, followed by
an increase at 1,500 users, and another decrease at
2,000 users. The highest increase in response time
occurs at 2,382 users. Meanwhile, Figure 14 presents
the throughput test results based on requests per

5000
4500
4000
3500
[%2]
£ 3000
2 2500

o O

1 2 3 4 5 10

= 2000

1500

1000

50
EEEE EEEN ESES EEES  SEES ESES  _ESSS _EEEE =SSN =EEEE

minute for each node. The request per minute values
for node-1 and node-2 do not show a significant
difference. For most user counts, both nodes exhibit
similar request rates. However, a noticeable
difference appears between 1,500 and 2,382 users.

50 1000 1500 2000 2382

Number of users

m Total User

® Node-1 Average Response Time (Ms)

Node-2 Average Response Time (ms) ® Node-1 Average Latency (ms)

= Node-2 Average Latency (ms)

Figure 13 Client-side performance result for response time and latency
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Figure 14 Client-side performance result for throughput

Figure 15 illustrates that the success rate of data
transmission to the client remains at 100% when
handling more than 1,400 threads. However, at node-
1, a decline occurs when reaching 1,500 threads, with
the success rate dropping by 1.72% and continuing to
decrease until reaching 2,000 threads. Similarly, at
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m Node-2 Average Throughput (request/minute)

node-2, the success rate decreases by 0.9% at 1,500
threads and further drops by 4.87%. This decline is
primarily due to the system's RAM limitations, which
are unable to keep up with the increasing number of
threads.



International Journal of Advanced Technology and Engineering Exploration, Vol 12(124)

120

10

o

8

o

6

o

4

o

Percentages (%)

2

o

0

1000 1500 2000 2382

Number of users

m Node-1 Success Rate (%) m Node-2 Success Rate (%)

Figure 15 Client-side performance result for success rate

4.3Load testing performance

Simultaneously, in the third test, load testing was
performed on the server-side API. This test aimed to
verify the API's ability to handle a high volume of
simultaneous user requests without significant
performance degradation. The test was conducted
over a duration of 5 minutes with a maximum of 100
users. The results are illustrated in Figure 16.

Total requests sent (L

18,585

Requests/second (0

60.71

% 100
80
60
40
20

0

Node-1 Error Rate (%) m Node-2 Error Rate (%)

The graph below presents the outcomes of the 5-
minute test, which included a total of 18,585
requests, an average response time of 172
milliseconds, and a 0% error rate. In the graph, the
red line represents the error rate, the blue line
indicates the response time, and the gray line depicts
the number of virtual users tested.

Avg, response time (8

16:51:13 16:51:44

6:52:15 16:52:46 16:53:17

Figure 16 Load testing on the server-side API

Table 2 presents the comprehensive test results for
each user concerning the GET and POST methods.
Table 2 shows that a bottleneck occurs during data
retrieval using the GET method when the user count
reaches 100, leading to a maximum response time
approaching 2 seconds. Figure 17 illustrates the
server load under both normal and load testing
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16:53:48  16:54:19

172 ms 0.00 %
Filter by requests v Avg. response v
515 ms
400
300
200
100
0
6:54:50 6:55:21  16:56:52

conditions. Figure 17 illustrates that under normal
settings, the server load transmits 8.61 MB of data,
however, during load testing, the load escalates to
26.41 MB. This occurs because, during load testing,
the server experiences a higher volume of traffic
compared to typical conditions.
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Table 2 Server-side response time load test results

GET POST

Min Avg Max Min Avg Max
106 128 165 106 116 135
99 114 188 95 108 152
96 114 252 94 110 220
97 265 1300 96 197 1330
94 149 632 95 157 652
97 200 969 94 178 828
92 168 1990 93 120 241

Incoming Traffic @ ~

30 MB 2024-09-12 14:32

Usage: ' 26.41MB
2024-09-12 04:34

20 MB

Usage: 8.61MB

10 MB = Py

0 MB
10 AM 4PM

Figure 17 Server load during standard operations and
load evaluation

4.4Security performance testing

The fourth assessment involves security testing, which
aims to identify vulnerabilities in the API that could
be exploited by unauthorized entities. The initial
phase of security testing focuses on authentication and
authorization processes, as illustrated in the following

figure. Figure 18 demonstrates the procedure for
retrieving data from https://api.stas-rg.com/sensor,
which fails due to the absence of an authentication
token. The authentication process can be performed at
https://api.stas-rg.com/auth/signin, where users must
enter a valid email and password. Upon successful
authentication, a JWT is issued, which remains valid
for one hour.

Once the token is obtained, Postman can use it in the
Authentication - Bearer Token section to gain
authorized access. If incorrect credentials are entered,
the system denies access to unauthorized users.
However, when the correct email and password are
provided, the user can retrieve the previously
restricted data by supplying the authentication token.
The next phase of testing involves penetration testing
using Burp Suite Community Edition 2024.7.5.0. The
testing follows the protocols established by Burp
Suite, where user data is intercepted during entry into
the database. This allows Burp Suite to capture API
request inputs, commonly referred to as SQL injection
testing.

Figure 19 presents the intercepted input data obtained
through Burp Suite, showcasing how the tool analyzes
potential vulnerabilities in the API by examining
request parameters for possible SQL injection
exploits.

https://api.stas-rg.com/auth/signin password

Do authentication at Input email and

Get Into Falle_d status
https://api.stas-rg.com/sensor | sinece —
unauthorized

process

Authentication — bearer token

Sent validation JWToken

(valid for an hour)

Figure 18 Authentication and authorization process

Request
Pretty Row Hex

. POST /auch/signin HTTP/Z
2 Host: api.stas-rg.com

Contenc-Type: application/jsen
4 Authorizacion: Bearer

5 User-Agent: PostmanRuntime/7.41.2
¢ Accepe: A/*
7 Cache-Control: no-cache
Postman~-Token: Z€2lecef-df5a-47¢c9-959d-b22ct0405970
5 Accept-Encoding: gzip, detlate, br
10 Connection: keep-alive
11 Content-Length: 42

13 (
i “emafl”:"a®,

"passvord®: "a®

eyJhbGeiOATIUZIANLISINRScCIEIRPXVCIT. oyJ ILVWFPLCIGInELLCIPYXQLOIEIHIVANI IZHTY S ImVACcCIENTCyNTgIN) IXNNO . Aou01qQ L0z Sl ZVVEVEFWr A sVERMLSLCAD I8 Xr 230k

N w =

Figure 19 The procedure for submitting input in burp suite
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Upon capturing, this text is stored as a request.txt file
for further processing using SQLMap. The SQL
injection procedure in SQLMap requires the
SQLMap package and is executed on the Windows
operating system. The command entered in the
command prompt is “python sglmap.py -r
(file_name) --dbs", where "python" initiates the
execution of all .py files. The sglmap.py script
specifies the filename required to run SQLMap. The -
r flag instructs SQLMap to read HTTP requests
directly from the specified file. In this case,
request.txt represents the target file, while --dbs is

[13:47:40] [

[13:47:40] [

[13:47:42] [INFD] testing 'PostgresQL AND error-based - WHERE or HAVING Clause
[13:47:43] [

[13:47:45] [INFO] testing 'Oracle AND error-based - BHERE or HAVING clause (XMLType)'
[13:47:47) [INFO) testing 'Generic inline queries'

[13:47:47] [INFO] testing 'PostgresQL > 8.1 stacked queries (comment)'

[13:47:49] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)'
[13:47:51] [INFO] testing 'Oracle stacked queries (DBMS_PIPE.RECEIVE MESSAGE - comment)'
[13:47:52) [INFO] testing 'MySQL >= 5.8.12 AND time-based blind (query SLEEP)'
[13:47:54] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind'

[13:47:56) [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)*
[13:47:57] [INFO] testing 'Oracle AND time-based blind'

INFD] testing 'Boolean-based blind - parameter replace (original value)'

[13:48:08) [INFD] testing 'Generic UNION query (MULL) - 1 to 18 columns'

[13:48:26] [WARNING] (custom) POST parameter 'JSON email' does not seem to be injectable
8:26] [INFO] testing if (custom) POST parameter 'JSON password' is dynamic

8:27] [WARNING] (custom) POST parameter 'JSON password’ does not appear to be dynamic
7] [TNFO] testing for SQL injection on (custom) POST parameter 'ISON password'
8:27] [INFO] testing 'AND boolean-based blind - WMERE or HAVING clause’

1] [INFO] testing 'Boolean-based blind - Parameter replace (original value)'

4] [INFO| testing 'PostpresQL AND error-based - WHERE or HAVING clause'

"H]
1]
1]
2]

INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'
INFO] testing 'Generic inline queries’

INFO] testing 'PostgresQL > 8.1 stacked queries (comment)'

INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)’

INFO] testing 'Oracle stacked queries (DEMS_PIPE.RECEIVE MESSAGE - comment)’
:45] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'

8:47] [INFO] testing 'PostgresQL > 8.1 AND time-based blind'

8] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)*

[13:48:50] [INFD] testing 'Oracle AND time-based blind'

[13:48:52) [INFO) testing 'Generic UNION query (WULL) - 1 to 18 columns'

[13:49:12] [WARNING] (custom) POST parameter 'ISON password' does nol seem to be injectable
[13:49:12] [Eﬁiﬂi]

[13:49:12] [WARNING] HTTP error codes detected during run:
404 (Not Found) - 244 times

(*] ending @ 13:49:12 /2024-10-14/

Figure 20 Injection error result

The cross-site request forgery (CSRF) test is
conducted by inputting a form script acquired via
Burp Suite, which is then transmitted without website
authentication, following the steps illustrated in
Figure 21. This CSRF test is an attack that forces
authenticated users to execute actions without their
consent by exploiting browser security protocols that
allow automatic requests without user approval.

INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXTI

INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)'

8:37] [INFO] testing ‘Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)'

all tested parameters do not appear to be injectable. Try to increase values for '
nd of protection mechanism involved (e.g. WAF) maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment’) and/or switch '--random-agent'

API
Burp Suite Request is Textfile
capture the > converted P Test_ CSRF i Pentest
Request to CSRF .html
PoC

Figure 21 CSRF testing
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used to enumerate all database names on the target
server.

The consequences of this injection are illustrated in
Figure 20. The graphic displays an error indicating
that multiple processes were compromised, including
MySQL, PostgreSQL, and Microsoft SQL Server.
However, it also highlights other processes that
remained secure, demonstrating that the website's
infrastructure has protective measures in place against
SQL injection attacks.

RACTVALUE) "

il is recommended to perform only basic UNION tests if there is not at least cne other (potential) technique found, Do you went to reduce the number of requests? [Y/n] n

2] [INFD] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)

level'/'--risk' options if you wish to perform more tests. If you suspect that there is some ki

The graphic illustrates that in the initial phase, Burp
Suite intercepts the request submitted by the user, who
deliberately enters a genuine username and password.
The last phase involves transforming the API request
into a CSRF proof of concept, which may be
constructed within Burp Suite. However, due to the
user's access being limited to the community version,
this conversion is executed utilizing an online
generator to obtain the form output. The data is
subsequently stored and recorded in a text file titled
test CSRF.html, after which the penetration testing
method is executed.

The outcome of the CSRF test yields a timeout error,
since api.stas-rg.com rejects the input due to its
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classification as CSRF. Consequently, this method has
been demonstrated to be ineffective in breaching the
security of the API website, as illustrated in Figure
22. Consequently, it can be inferred that the
implementation of REST APIs in loT-based systems
demonstrates commendable security. The constructed
website features a singular form page, specifically the
login page, to mitigate the risk of vulnerabilities such
as SQL Injection or XSS in the form and search bar.

A timeout occurred s

What happened? What can | do?

Figure 22 Pentest results of the APl website

4.5API1 Dashboard monitoring

The final assessment focuses on API automation
testing and a monitoring dashboard. The primary
objective of this test is to replicate functional testing

using the postman collection runner (PCR), which
facilitates automated API testing.

To perform API automation via the Collection
Runner in Postman, the first step is to configure the
API collection (pre-request) to automate the sensor
type and sensor ID. The sensor_name variable
represents the sensor type, while the sensor ID
variable holds the sensor ID. These variables are
dynamically incorporated into the APl URL to enable
flexible and automated testing. The corresponding
script is illustrated in Figure 20.

In Figure 23, the executed script for automation
testing systematically evaluates each sensor to ensure
that the received response code is 200, confirming the
successful input and retrieval of sensor data from the
database. The results of the GET method test are
shown in Figure 24. The figure indicates that the
total execution time for all APIs using the GET
method is 3.82 seconds, with an average response
time of 121 milliseconds. Similarly, the POST
method test results are presented in Figure 25. The
total execution time for all APIs using the POST
method is 4.55 seconds, with an average response
time of 128 milliseconds.

Pre-request

var currentIteration = pm.info.iteration;

sensors.reduce (function (acc,

var totallterations =
+ wgth;

retuxn acc sensor.id.le

3. @);

wvar sensorIndex = O;
ar idoffset = ©;

n - idoffset;

set(~SENSOR_NAME", sensor.type);

pm.environment
enment .set{“SENSOR_ID", sens

pm.envir

sensox) {

Figure 23 Testing script on PCR

Pass Status code is 200

Figure 24 GET method testing
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Pass Status code is 200

Figure 25 POST method testing

Based on the test results of the POST and GET
methods, the display dashboard confirms that the
sensors can be effectively observed and monitored, as
shown in Figure 26. In Figure 26(a), the node-1
display presents the signal transmission graph for the

MPU 6050 2

(;) Acceleration

MPU6050 sensor, LiDAR sensor, and thermal
camera. Meanwhile, Figure 26(b) shows the node-2
dashboard, which displays gas sensor observations
along with the corresponding graphs.

Thermal Camera
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Figure 26 Dashboard testing: (a) node-1, (b) node-2

5.Discussion

This study explores the development of multiple
sensor websites and the integration of the REST API
within the system. This website is expected to
function as a monitoring tool capable of directly
observing conditions in the vicinity of the sensor
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placements. Through monitoring, the system can
display the condition on the dashboard if an abnormal
event occurs at the location.

The design and implementation of a REST API for
online monitoring is intended to manage the numerous
sensors attached to the system. This aims to enhance



Giva Andriana Mutiara et al.

contemporary applications by integrating sensors
within systems that facilitate smart city initiatives.
The system incorporates data inputs from a total of 18
sensors, strategically placed across two distinct
locations, with 9 sensors allocated to each site. A total
of 27 application programming interfaces were
utilized. The packet loss rate in LoRaWAN
communication was overlooked, as the focus was on
evaluating the API performance during data retrieval
from the sensors.

In the initial test, the mean response time for
contacting the APl via GET and POST varied
between 200 and 400 milliseconds. This facilitates
access to the monitoring system, which may be
observed in real-time on the website. In this testing
scenario, it can be confirmed that all sensors are
capable of transmitting data accurately via the API.
One node was set up in a Wi-Fi zone, while another
node was installed in an area utilizing LoRaWAN.
Both nodes successfully transmitted their data.
Devices situated in monitoring areas lacking wireless
fidelity (WiFi) connectivity can relay their data via the
LoRaWAN gateway, functioning as edge devices. In
contrast to earlier studies, LORA has the capability to
surpass the limitations of Wi-Fi transmission,
enabling the monitoring of sensors that are beyond the
reach of Wi-Fi networks. In earlier studies, sensor
data was saved on a storage device when Wi-Fi was
unable to transmit data. In this system, LoRa
effectively addresses the limitations of Wi-Fi.
Consequently, the data is guaranteed to be transmitted
accurately.

In this framework, LoRaWAN may be suggested as a
means of communication redundancy for systems that
necessitate extensive and broad coverage. By
prioritizing Wi-Fi as the primary connection and only
resorting to LoRaWAN when the Wi-Fi network is
unavailable. Through an automatic failover
mechanism, sensors are able to select the most
effective communication method according to the
prevailing network conditions. As this study
emphasizes the performance of the REST API,
subsequent investigations could explore further
distinct assessments required to evaluate packet loss
on LoRaWAN under different conditions (urban,
rural, industrial areas). Moreover, the system has the
capability to utilize edge computing, allowing for
certain processing to occur directly on the sensor prior
to data transmission. The system can also incorporate
methods to reduce the frequency of data transmission
or utilize compression techniques to help conserve
LoRaWAN bandwidth.
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In the realm of 10T monitoring systems, API response
times for GET and POST methods between 200 and
400 ms fall within the semi-real-time category. The
acceptable range of 100 to 500 ms remains suitable
for 1oT systems that do not demand ultra-fast
responses. APIs continue to function within
acceptable boundaries for 10T monitoring systems,
though not entirely in real-time. A recent comparison
of REST APIs and MQTT revealed that REST APIs
generally exhibit higher latency when contrasted with
protocols like MQTT or WebSockets. This is
attributed to the request-response nature of REST, in
contrast to the more efficient publish-subscribe
communication model. The primary elements
influencing API response time include server load, the
volume of concurrent requests, database optimization,
and network latency, particularly in the context of
LoRaWAN. Strategies for optimization that can be
implemented encompass caching, load balancing,
database enhancement, the utilization of message
queues, and integration with WebSocket/MQTT for
real-time communication.

In the second scenario, system performance testing
was executed with a maximum of 2382 users on each
node. The system performance deteriorated when
1500 users accessed the website, resulting in 0.9% -
1.72% of users being unable to gain access. The
situation emerged from the significant number of
visitors utilizing the website, resulting in a substantial
load on user authentication (as each user requires
verification through a token) and the constrained
memory capacity of the testing equipment, which is
32 GB. This led to a disparity between the volume of
APl requests and the server's ability to manage
concurrent requests.

For systems that accommodate numerous users and
sensors, substantial memory is crucial to ensure
immediate access and facilitate efficient website
usage. Consequently, applications necessitating extra
observation points demand a broadened memory
architecture capable of supporting enhanced services.
Furthermore, implementing a load balancer to achieve
a more equitable distribution of the load may serve as
a viable solution for the upcoming proposal.
Furthermore, enhancing the caching mechanism to
alleviate the query load on the database and
expanding server capacity or transitioning to cloud
computing with auto-scaling could serve as viable
alternatives for a large smart city application.

In load testing for the third scenario, the response time
fluctuates between 90 milliseconds and 1.9 seconds,
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with an average duration ranging from 108 to 265
milliseconds. The maximum response time of 1.9
seconds occurs when the system reaches its full
capacity with 100 users.

The sorting limitations arise from the requirement for
users to retrieve data from the server, which must
simultaneously verify the access token assigned to
each user. This authentication process places
additional strain on the server, as it must validate
tokens for every user request. As the number of users
increases, the server load rises, leading to longer
response times.

Moreover, at the fourth scenario, the security testing
incorporated into the application utilizing JWT
indicates that the system's security is commendable
based on the test findings. This is evidenced by three
criteria;  authentication and authorization, SQL
injection, and CSRF testing, which collectively ensure
robust application protection. No attack has
successfully breached the security implemented on
JWT. Nevertheless, despite JWT offering a
commendable  degree  of  security, several
vulnerabilities warrant consideration. If the token is
inadequately encrypted, there exists a danger of
sensitive information exposure. Moreover, prolonged
use of JWT without a token refresh mechanism poses
problems in the event of token theft. To enhance
security and mitigate the danger of misuse, it is
advisable to implement supplementary encryption for
the token payload and adopt a more robust OAuth 2.0
framework, which encompasses establishing token
expiration and utilizing refresh tokens.

The last assessment is the automation system
execution test and monitoring dashboard utilizing the
PCR, which enables users to execute a series of API
requests consecutively within a single collection, with
functionalities for repetition, variable incorporation,
and automatic response monitoring. This PCR
facilitates efficient and repetitive validation of API
performance for developers and testers. This method
enables the organization of each API test conducted
via the PCR into an organized collection, facilitating
developers to execute a series of tests with a single
click. This feature enables the team to efficiently
monitor and evaluate test outcomes to confirm the
API's proper functionality.

The findings from the discussion indicate that the
developed REST API system can effectively manage
up to 2382 users while maintaining satisfactory
performance. Nonetheless, for extensive applications,
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like smart cities equipped with tens of thousands of
sensors, additional advancements are required in
several areas, including system scalability, Al
integration, and database optimization. To be effective
on a smart city scale, the system needs to manage tens
to hundreds of thousands of sensors distributed across
multiple locations, ensuring significantly enhanced
user access. This system serves as a foundational
element for small-scale applications in smart cities,
which can subsequently be aggregated into a node for
large-scale utilization.

Limitations

This study encounters scalability challenges,
particularly due to a surge in APl requests as
thousands of sensors simultaneously transmit data,
significantly increasing the system’s load. As the
number of nodes increases, the system must manage
complex connectivity, integrating technologies such
as Wi-Fi, LoRaWAN, and 5G.

Additionally, as the volume of incoming data grows,
enhancing server capacity becomes essential to
accommodate higher processing demands. Storage
management also needs optimization, as the
integration of additional sensors requires extensive
historical data storage.

The system currently lacks load balancing and auto-
scaling mechanisms, making it difficult to distribute
API traffic efficiently. Furthermore, an in-depth
analysis of LoRaWAN packet loss has not yet been
conducted, which is crucial for ensuring data
transmission reliability. The system's performance
declines when user numbers exceed 1,500, primarily
due to authentication processing overhead and server
memory limitations (32 GB).

A complete list of abbreviations is listed in Appendix
I

6.Conclusion and future work

The implemented REST APl system has
demonstrated the ability to support up to 2,382 users
while maintaining commendable performance in the
testing scenario. This system enables real-time
monitoring of sensor conditions by integrating
LoRaWAN and Wi-Fi, making it an effective
solution for environments with limited Wi-Fi access.
LoRaWAN has proven to be advantageous in
overcoming Wi-Fi limitations by transmitting sensor
data from remote locations, ensuring broader and
more reliable communication.
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Security testing confirms that the system has

successfully defended against SQL Injection, CSRF,

and authentication attacks. However, potential

vulnerabilities exist in JWT implementation. To

enhance security, it is strongly recommended to:

e Encrypt the JWT payload to prevent unauthorized
data exposure.

e Implement OAuth 2.0 for secure authentication
and authorization.

e Incorporate refresh tokens to mitigate the risk of
token theft and session hijacking.

To improve system scalability and efficiency, the

following enhancements are proposed:

e Separating API services into distinct microservices
allows independent scaling of each service.

o Distributing API requests across multiple servers
ensures efficient resource utilization and maintains
performance as user demand grows.

e Upgrading to a more scalable database can
improve sensor data management and retrieval
efficiency.

e Implementing machine learning to detect
anomalies in sensor data allows the system to
automatically recognize irregular patterns and
trigger timely alerts.

e The system should incorporate a combination of
Wi-Fi, LoRaWAN, and 5G to efficiently handle
diverse sensor connectivity needs in large-scale
deployments.
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Appendix |

S. No. Abbreviation  Description

1 API Application Programming Interface

2 CPU Central Processing Unit

3 CSRF Cross-Site Request Forgery

4 CRUD Create, Read, Update, Delete

5 DBMS Database Management System

6 EDA Event-Driven Architecture

7 FSR-7548 Force Sensing Resistor

8 GraphQL Graph Query Language

9 HTTP Hypertext Transfer Protocol

10 10T Internet of Things

11 JSON JavaScript Object Notation

12 JWT JSON Web Token

13 LNS LoRaWAN Network Server

14 LORA Long Range

15 LORAWAN Long Range Wide Area Network

16 MQTT Message Queueing Telemetry
Transport

17 MySQL My Structured Query Language

18 P2P Peer-to-Peer

19 PCR Postman Collection Runner

20 REST Representational State Transfer

21 SOA Service-Oriented Architecture

22 SOAP Simple Object Access Protocol

23 SQLMap Structured Query Language Map

24 TLS/SSL Transport Layer Security / Secure
Sockets Layer

25 URL Uniform Resource Locators

26 WiFi Wireless Fidelity
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