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1.Introduction 
In the current communication trend, data 

transmission through different media is increasing 

day by day [1]. The main data used in the 

communication are text, images and video. The wide 

use of data sending and receiving in terms of 

different pictures increases the demand of image data 

security. There are different dimensions in the image 

security research work. There is a lot of research 

work is going on including different dimensions and 

aspects [2−10]. These aspects include cryptography 

and steganography techniques along with other 

mechanism for security breach detection also 

[11−15]. 

 

Security mechanism in general handled by 

cryptography and steganography algorithms [16−21]. 

In general, the mechanism of encryption and 

decryption of data is handled through cryptography 

algorithms [22, 23]. The data hiding mechanism has 

been adopted in case steganography [24].  . 
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This paper covers the study, analysis and discussion 

in case of image data security. Figure 1 shows the 

need of data security. It clearly emphasizes the need 

of data security in terms of breach control, access 

control and network security. Activity monitoring, 

may be performed based on these factors [22−25]. 

Figure 2 shows the role of data integrity. It consists 

of constraints, data filtration, attributes, threshold and 

combined actuation. Figure 3 shows the different 

layers in achieving image security 

 

So, this paper mainly shows the insights and the 

current trends in the image data security for the 

exploration of the need and challenges. 

The objectives of this paper are as under:  

1. To explore the image data security algorithms, 

especially in terms of data communication. 

2. To explore the challenges and gaps in the same 

direction. 

3. To explore the method's applicability and 

parametric study. 

4. To analyse the related results for the impact 

analysis.   

 

 

Review Article 

Abstract  
In any era, communication is very important. In today’s era effective data communication is important in all the fields. 

Here effectiveness was used in terms of secure communication. So, communication in the way that it is secure from any 

unauthorized access is important. In this paper a study and analysis were performed in the direction of image data 
security. This paper explores the current trends in the direction of image data security. It covers methods for image data 

security, tools and techniques, current challenges along with suggestive measures. It also explores the mitigating ways 

and directions to achieve high level image data security in the means of data communication. Cryptography and 

steganography methods were also being discussed, so that better methods can be selected for achieving high level data 

security. 
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Figure 1 Need of image data security 

 

 
 

 
 
 

 
 

 
 
 

 
 
Figure 2 Role of data integrity 

 

 

 

Figure 3 Different layers in achieving image security 
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2.Literature survey 
In 2020, Kushnir et al. [26] discussed the crucial 

aspects of security through chaotic encryption. The 

image encryption technique has been proposed by 

using two chaotic mappings. They used fuzzy logic 

for the same. Statistical analysis was performed 

based on the histogram, entropy and correlation 

coefficient computation. 

 

In 2020, Han et al. [27] proposed an encryption 

algorithm based on medical domain. The main 

procedure is oriented through the Hermite chaotic 

neural network. Training was performed based on 

Hermite chaotic neural network. Experimentation 

was performed on medical image. The results 

indicate the improved performance in terms of key 

space and sensitivity.  

 

In 2020, Kaur and Jindal [28] analyzed and explored 

the image authentication techniques. Singular value 

decomposition (SVD) was used along with the 

extraction. Important features of images were 

extracted based on this QR code.    

 

In 2020, Abdulrahman and Varol [29] discussed and 

analyzed the importance of image segmentation. 

They have processed their approach based on color 

density. It has been used for segment evaluation. 

Their approach was used in medical, cultural and 

industrial fields.  They reviewed image segmentation, 

threshold functions and different aspects apply for 

images.  

 

In 2020, Zhang et al. [30] discussed and analyzed the 

properties of unpredictability. It is used in terms of 

initial values and parameters and chaotic systems. 

They proposed a 2D logistic scheme for the coupling 

modulation model. It is based on chaotic ring 

transformation. Diffusion operation has been 

performed on pixel values. It is found to be more 

secure and strong. 

 

In 2020, Abdallah [31] discussed about computed 

tomography. They used water-based segmentation. It 

is used for the detection of the margin’s tissues 

within the images. Contrast augmentation and 

segmentation were used for the lesion detection. It 

has been endorsed by the achievability and 

efficiency. It is found to be effective in the smaller 

lesion detection.  

 

In 2020, Yadahalli et al. [32] discussed about the 

steganography techniques.  It is employed based on 

the confidential messages in terms of data 

transmission. They have used least significant bit 

method along with the discrete wavelet transform 

method. Their results indicate the effectiveness of the 

approach. 

 

In 2020, Luo and Zhu [33] discussed and analyzed 

the deep learning model. They used x-ray pictures for 

the experiment.  They used data augmentation 

method. It is found to be more effective. It is found to 

that more complex backbone can be found to be more 

sensitive.   

 

In 2020, Kukharska et al. [34] discussed about the 

stenographic data transformation. Their proposed 

approach provides the facility of embedding secret 

information along with the changes of images 

between its pixel values. The Arnold's transformation 

was used for the rearrangement. The results indicate 

that the visual image quality was unchanged for the 

hidden information detection.  

 

In 2020, Kumar et al. [35] discussed about image 

segmentation. Their main aim is to identify the 

nucleus of white blood cells. They evaluated the 

efficiency based on the edge detection algorithm (log 

& Canny) methods, k-means algorithm, linear 

transformed image and color-based technique. They 

provided the comparative analysis of the same.  

Their results indicate that the k-means based 

segmentation is found to be suitable.  

 

In 2020, Arpac and Kurt [36] discussed about 

different GUI tools. It has been designed and 

implemented for the cryptographic applications. 

Their tool is efficient to improve the security of the 

encryption process. It includes security tests for 

different domains like noise attack, key sensitivity 

and differential attacks.  

 

3.Discussion and comparative analysis 
A different security mechanism has been discussed 

and analyzed along with the computational capability 

and current progress in this field. Based on the 

analysis and discussion, it is clear that there is high 

demand of security in almost every area of 

communication (Table 1). 
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Table 1 Method and result analysis of some selected study 
S.NO Reference Method Approach Results achieved 

1 [37] Cryptographic 

solutions  

 

They have suggested that the cloud computing cryptography 

may be helpful in safe and secure cloud computing design. It 

incorporates a gathering of heedless virtualized animated 

adaptable and oversaw assets like processing control extra 

room stage and administrations.  They have also applied 
statistics coding for the virtualization mechanism. They have 

also discussed the safety weaknesses of cloud computing. 

They have also suggested that the victimization biometric 

coding also enhance the security.  

Security 

enhancement views 

has been presented 

and discussed.  

2 [38] Security 

enhancement in 

storage area 

network 

They have suggested that the storage area network (SAN) has 

the capability of distributed storage for the data aggregation 

from several private nodes into a centralized secure place. A 

SAN security structure should be created and planned. Their 

research work highlighted the security vulnerabilities for 
different attacks. It is based on SAN protocols for the 

comparison. 

Their aim is to 

enhance the 

security system. 

3 [39] Profiling and 

preventing 

security attacks 

They have proposed a model called "profiling furthermore, 

averting security assaults", to recognize furthermore, avert the 

referred to attacks just as the obscure assaults before getting to 

the cloud administrations/assets. They have suggested 

different new security factors which are keystroke dynamic. 

Their approach is the combination of machine learning 

algorithm in order to profile and predict security attacks.  

Different security 

and srvices 

parameters have 

been discussed 

with the case study. 

4 [40] Communication 

over cloud 

computing 

They have discussed cloud computing model with the on-
demand access to the shared pool configurable computing 

resources. In distributed computing, IT related capacities are 

given as administrations, accessible without requiring a 

profound information of the basic advances, additionally, with 

unimportant organizational effort. The security issue ends up 
being progressively intricate under the haze model as new 

estimations have gone into the issue extensively identified 

with the model design, multi-tenure, flexibility, and layers 

reliance stack.  

They have 

reviewed and 

discussed different 

security issues. 

5 [41] Enhanced visual 

cryptography 

They have presented two schemes to secretly share images 

enhanced visual cryptographic scheme and visual 

cryptographic scheme. It utilizes the concept of keys to secure 

information. It is based on visual cryptography. 

It is found to be an 

efficient and secure 

mechanism. 

 

4.Problem identification 
This study suggests the following observations: 

1. There is the need of image data security in 

different communication domains with the ease of 

proper communication capabilities. 

2. There is the need of hybrid security with the data 

sensitivity estimation for providing an efficient 

security framework. 

3. There is the need of different algorithms based on 

the data type and the nature of the data. 

4. There is the need of parametric evaluation and data 

ranking so that different level of security 

sensitivity can be applied.  

 

 

 

5. Conclusion 
This paper mainly discussed and analyze the methods 

in the image data security field. It covers the 

methods, approach, data variety and approach 

applicability. It explores the data reliability, image 

security aspects and protection mechanism. Different 

methods have been discussed and analyzed with the 

current trends. It also explores the gaps in terms of 

different security and computational aspects. In 

future a hybrid framework can be designed 

considering security and image sensitivity. 
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