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1. Introduction 
With the increasing usage of internet across the entire 

world, it becomes extremely necessary to protect the 

data that is in transit across the network against 

potential threat to confidentiality.[1][2] The main aim 

of an attacker is to gather the confidential 

information that is in transit across a public 

network.[4] Therefore, it is the job of a cryptographer 

to protect the data against such attacks by creating a 

cipher text for a plain text. The cipher text makes it 

difficult for an attacker to break the code and acquire 

the confidential information that is in transit across 

the network.  Various strategies are used in order to 

generate the cipher text for a pain text.[5]  

 

However there are two main strategies that are used 

on order to generate the cipher  text for any given 

plain text. The two process of key generation are 

named as Asymmetric key Encryption Algorithm and 

Symmetric Key Algorithm. 

 

In this paper the author has highlighted the above 

mentioned algorithms in specific details and 

emphasized upon 2 asymmetric key techniques 

namely RSA and Diffie-Hellman. Furthermore, the 

author has also made a comparative study of the 2 

algorithms. 
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2. Asymmetric key Vs. symmetric key 
Symmetric-key algorithms are those algorithms for 

cryptography that uses the same cryptographic keys 

for both encryption of plaintext and decryption of 

cipher text. The keys may be identical or there may 

undergo some simple transformation while it is in  

transit. There are many types of symmetric key 

algorithm.[3] 

 

Asymmetric key or public-key algorithms are those 

algorithms in we have keys known as the ‘public 

keys’ to decrypt a message whereas we have keys 

known as the ‘private keys’ to encrypt the message, 

for proper and secure transmission of data.[8] The 

encryption is done using the private key of a sender 

while the decryption is done using the public key by 

the receiver. 

 

Symmetric key suffers from both threat to 

confidentiality and integrity as the same key is used 

for the process of encryption and decryption.[6] An 

attacker can not only view the contents of the data in 

transit but also modify them.[7] Asymmetric key on 

the other hand, does not pose a threat to integrity as 

the encryption needs to be done by the private key of 

the sender.[10][9] 

 

In the following sections the author has made a 

comparative study of 2 prominent Asymmetric key 

algorithms namely RSA and Diffie-Hellman 

algorithms and compared the two algorithms on 

certain user defined parameters. 
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3. Diffie-hellman algorithm vs. RSA 

algorithm 
Asymmetric key or public key cryptographic 

algorithm is far more superior compared to the 

symmetric key cryptography when the security of the 

confidential data is concerned. Asymmetric key 

includes large number of cryptographic algorithms. 

Out of the all the algorithms, the author has 

particularly chosen two efficient algorithms, one 

being the RSA algorithm and the other being the 

Diffie Hellman algorithm.[11] In the later 

subsections, the author has described the 2 strategies 

in details and compared the two based on certain user 

defined parameters. 

 

3.1Diffie-Hellman Algorithm 

Diffie-Hellman is a key exchange algorithm and 

allows two parties to establish, over an insecure 

communications channel, a shared secret key that 

only the two parties know, even without having 

shared anything beforehand. The key shared between 

the two parties is an asymmetric key.  

 

It creates a shared secret between two (or more) 

parties, for subsequent symmetric encryption. 

However, it is susceptible to man in the middle 

attack.[14] In cryptography and computer security, a 

man-in-the-middle attack is an attack in which the 

attacker secretly alters the data involved in a 

communication between two parties who believe they 

are directly communicating with each other. 

 

 

 
Figure 1 Representation of Man in the Middle Attack 

 

It can be expressed as: 

 (gens1) s2 = (gens2) s1 = shared  

 secret   (mod prime)  (1) 

Where gen is an integer whose powers generate all 

integer in (1, prime)(mod prime),s1 and s2 are the 

individuals' "secrets", only used to generate the 

symmetric key. 

Example of Diffie-Hellman Algorithm: 

 

Suppose A and B wants to exchange messages using 

these parameters.  

First, A chooses a random private integer value a, and 

B chooses a random private integer b. Neither a nor b 

is revealed to the public. A sends g
a
(mod p) to B, and 

B sends g
b
(mod p) to A, and these values are revealed 

publicly. Privately, A then computes (g
b
)

a
(mod p), 

and B computers (g
a
)b(mod p). Since (g

b
)

a
 ≡ g

ba
 ≡ g

ab
 

≡ (g
a
)

b
(mod p), A and B have a shared secret key, 

(g
a
)

b
, which they can use to send messages. 

 

3.2RSA Algorithm 

It is used to perform "true" public-key cryptography. 

In this algorithm the  sender  encrypts the data 

to be transferred using his  public key and the 

receiver decrypts  the encrypted data using his private 

key[13] RSA's results are  subsequently used to 

generate a symmetric key.  

  

(m
e
)

d
 = m (mod n) (lets you recover the encrypted 

message) 

Where: 
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n = prime1 × prime2    (n is publicly used for 

encryption) 

φ = (prime1 - 1) × (prime2 - 1)   (Euler's totient 

function) 

e is such that 1 < e < φ, and (e, φ) are coprime(e is 

publicly used for encryption) 

d×e = 1(mod φ) (the modular inverse d is privately 

used for decryption) 

 

Example of RSA Algorithm: 

 

Choose p = 3 and q = 11 

Compute n = p * q = 3 * 11 = 33 

Compute φ (n) = (p - 1) * (q - 1) = 2 * 10 = 20 

Choose e such that 1 < e < φ (n) and e and n are co-

prime. 

 

 Let e = 7 

Compute a value for d such that (d * e) % φ (n) = 1.  

One solution is d = 3 [(3 * 7) % 20 = 1] 

Public Key is (e, n) => (7, 33) 

Private Key is (d, n) => (3, 33) 

The encryption of m = 2 is c = 27 % 33 = 29 

The decryption of c = 29 is m = 293 % 33 = 2 

 

Figure 2 Pictorial Representation of RSA Algorithm 

 

4. Comparative study of RSA and Diffie 

Hellman 
In this section the author has compared the two 

algorithms on certain user defined parameters: 

 

Table 1 Comparative study of RSA and Diffie-

Hellman 

Parameters Rsa Diffie-Hellman 

Ephemeral 

Keys 

Generating 

ephemeral keys 

for RSA is 

extremely 

difficult. 

Generating 

ephemeral keys for 

Diffie-Hellman is 

extremely easy. 

Security Relies on the 

difficulty of 

integer 

factorization. 

Relies on the 

difficulty of 

discrete logarithm. 

Encryption Encryption is 

cheaper. 

Encryption is 

expensive.. 

Public Key 

Encoding  

Public key is 

smaller to 

encode. 

Public key is 

bigger to encode. 

Strength  RSA 1024 bits is 

less robust than 

Diffie-Hellman  

Diffie-Hellman 

1024 bits is much 

more robust  

Parameters Rsa Diffie-Hellman 

Authentication Authenticates 

only the sender. 

Authenticates both 

the sender and the 

receiver. 

Attacks Susceptible to 

low exponent, 

common 

modulus and 

cycle attack 

Susceptible to man 

in the middle 

attack. 

 

5. Conclusion and future work 
Thus, is can be concluded that the preference of 

Diffie-Hellman over RSA and vice versa is based on 

the inter-operability constraints. Each one gets 

preference over the other based on the context where 

they are being applied.[12] RSA and Diffie-Hellman 

are both based on supposedly intractable problems, 

the difficulty of factoring large numbers and 

exponentiation and modular arithmetic respectively, 

and with key lengths of 1,024 bits, give comparable 

levels of security. 
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