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Abstract

The secure management of data in cloud environments is critical due to the sensitive nature of the information involved.
This paper discusses an innovative multi-layered approach to strengthen data security by integrating advanced encryption
standard (AES), Rivest cipher (RC6) encryption, and support vector machine (SVM) (AES-RC6-SVM). AES provides a
robust foundation with its fast and secure symmetric encryption capabilities, ideal for processing large datasets efficiently.
RC6, offers flexibility in key length and block size, adding an additional security layer. The integration of SVM enables
real-time anomaly detection and enhances overall system security by identifying potential intrusions and unusual patterns.
Evaluations on various datasets show that the AES-RC6-SVM model achieved an accuracy of 94%, with precision and
recall rates of 95% and 92% respectively, significantly higher than models using AES or RC6 alone. This paper proves that
the proposed AES-RC6-SVM framework not only ensures high-level encryption but also employs machine learning
techniques to monitor and react to security threats dynamically, offering a comprehensive solution for protecting cloud-

stored data.
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1.Introduction

In the contemporary digital landscape, cloud
computing has emerged as a pivotal technology,
offering unparalleled benefits in terms of scalability,
cost-efficiency, and accessibility. Organizations
across various sectors increasingly rely on cloud
services to store, manage, and process vast amounts of
data. However, this migration to the cloud brings
significant  security challenges. Ensuring the
confidentiality, integrity, and availability of data in
cloud environments is paramount, as data breaches can
lead to severe financial losses, reputational damage,
and legal consequences [1-4]. To address these
concerns, robust data security mechanisms are
essential [5-7].

Encryption is a fundamental strategy for securing data,
rendering it unintelligible to unauthorized users.
Among the myriads of encryption algorithms
available, the advanced encryption standard (AES)
and Rivest cipher (RC6) stand out due to their
robustness and efficiency [8-10].
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AES, a symmetric encryption algorithm, is renowned
for its speed and security. It utilizes fixed block sizes
and key lengths, making it suitable for encrypting
large amounts of data efficiently [11, 12]. On the other
hand, RC6, an evolution of the RC5 algorithm, offers
flexibility in key length and block size, and its design
simplicity enhances both its security and efficiency
[11, 12]. Combining AES and RC6 provides a multi-
layered  encryption  approach,  significantly
complicating the decryption process for potential
attackers.

While encryption ensures data confidentiality, it does
not address the detection of malicious activities or
anomalies within the cloud environment. This is where
machine learning, specifically support vector machine
(SVM), plays a crucial role [13, 14]. SVM is a
supervised learning algorithm widely used for
classification and anomaly detection. By analyzing
patterns in historical data, SVM can effectively
distinguish between normal and anomalous behavior,
thus providing an additional security layer by
identifying potential threats and security breaches.



The integration of AES, RC6, and SVM creates a
robust data security framework for cloud
environments by combining encryption and machine
learning. Initially, data is encrypted using AES with a
symmetric key, then subjected to secondary
encryption using RC6 with another symmetric key.
This double encryption ensures protection even if one
layer is compromised. SVM adds anomaly detection,
continuously monitoring for suspicious activity.
Historical data is used to train the SVM model,
enhancing its accuracy. In the decryption process, RC6
and AES layers are removed sequentially. This
approach provides enhanced security, efficiency, and
flexibility, meeting specific security requirements and
mitigating evolving cyber threats.

This paper is structured as follows: Section 2 covers
the literature review. The proposed method is
illustrated in Section 3. Results and discussion are
presented in Section 4, and the paper concludes with
Section 5.

2.Literature review

This section elaborates the previous related work to
explore the related work to find out the challenges in
the previous work.

Mary et al. [15] discussed the various aspects of cloud
computing were investigated, including the current
privacy and security issues that systems face. They
discussed identified threats, vulnerabilities, and
security requirements, with an aim to introduce a
classification of security-related mitigation strategies.
Furthermore, unresolved issues and future directions
regarding various kinds of security threats to cloud
computing were addressed.

Reddy et al. [16] focused on cloud security, including
controls and process enhancements to prevent attacks
and track down problems when they occur. They
examined major cloud challenges and techniques to
overcome them, considering data loss as a major issue.
Various methods for secure data access and storage in
hybrid, private, and public clouds were discussed. The
study also emphasized the shared responsibility model
in public cloud environments and the implementation
of authentication and encryption algorithms.

Gahane and Verma's [17] described the various
security issues related to all cloud benefits,
programming, virtualization, hardware, architectures,
multitenant data, and master associations as
fundamental barriers to cloud adoption in the IT
business. The paper proposed security risks and sparse
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registration guidelines, focusing on in-use processing
risks and their particular effects on cloud goods.
Security responses to prevent these risks and to
advance data security in cloud security were also
identified.

Kumar et al. [18] discussed the persistent security
concerns in adopting cloud computing, which are
complicated by elements like multi-tenancy,
architecture, and elasticity. The paper outlined specific
security issues of using encryption in a cloud
computing system and examined a number of
cryptographic domains that threaten cloud computing.

In the study by Kanagasabapathi et al. [19], the use of
artificial intelligence in hybrid cloud settings for
multi-cloud security management was investigated. A
mathematical model for optimal resource allocation
was provided to help businesses improve productivity
and resilience. The study heralded the advent of a new
age of real-time threat response with artificial
intelligence-driven security tactics and provided a
detailed roadmap for navigating the complex
cybersecurity landscape of multi-cloud settings.

Vidhyasagar et al. [20] examined the dynamic cloud
market, focusing on the impacts of changes such as the
addition or removal of service providers on resource
availability. The study also looked into the
deployment of cloud access security brokers (CASBs)
to extend a company's security measures into third-
party software and data storage, analyzing the
elements that support or hinder the adoption of CASBs
by organizations using remote  computing
technologies.

Dang et al. [21] constructed a network security level
protection 2.0 cloud computing security compliance
model and proposed an algorithm for autonomous
protection against malware attacks in a cloud
computing environment. They involved feature
extraction and analysis of malware attacks and the use
of a subspace method to detect these attacks.

Zou [22] analyzed user information security within the
cloud computing service model, identifying the main
problems and offering feasible suggestions based on
cloud computing technology to address these issues.

Kumar et al. [23] addressed the challenges of
deploying projects and data into cloud storage,
focusing on security concerns. The study developed an
amalgamate data security (ADS) to split large files
into equal shares and store them in the cloud, including
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the development of an efficient file merger (EFM) to
merge files as required by users.

Anithaashri's [24] focused on data security in cloud
computing for healthcare, using the weight-improved
particle swarm optimization algorithm (WI-PSO) and
machine learning classifiers to enhance data security.
The study aimed to protect sensitive medical
information transmitted to cloud service providers.

3.Methods

Data security in the cloud is of paramount importance
due to the sensitive nature of the information stored
and transmitted. Combining AES, RC6 encryption,
and SVM provides a robust solution for securing data.
AES and RC6 ensure data confidentiality, while SVM
offers an additional layer of security by detecting
anomalies and potential intrusions. AES is a
symmetric encryption algorithm known for its speed
and security. It uses fixed block sizes and key lengths,
making it suitable for encrypting large amounts of data
efficiently. RC6 is a symmetric key block cipher that
extends RC5. It is designed to be simple yet secure,
providing flexibility in key length and block size. RC6
is a symmetric key block cipher that extends RC5. It is
designed to be simple yet secure, providing flexibility
in key length and block size.

Data security in cloud environments can be
significantly enhanced through a multi-layered
approach combining AES, RC6, and SVM. The
process begins with data encryption using AES. First,
a symmetric key for AES is generated using a secure
random number generator. The plaintext data is then
divided into blocks and encrypted using this AES key.
The resulting AES-encrypted data is stored securely in
the cloud or transmitted over a network.

Next, to add an additional layer of security, secondary
encryption using RC6 is applied. A separate
symmetric key for RC6 is generated, and the AES-
encrypted data is further encrypted using this RC6 key.
The doubly encrypted data, now protected by two
robust encryption algorithms, is then stored or
transmitted as required, ensuring enhanced data
security.

Anomaly detection using SVM is employed to monitor
data integrity and detect potential threats. Historical
data, including both normal and abnormal patterns, is
collected and preprocessed. This data is normalized,
and relevant features are selected to improve the SVM
model's accuracy. The SVM model is then trained to
classify data patterns as either normal or anomalous.
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Once trained, the SVM model is deployed to
continuously monitor real-time data, flagging any
anomalies for further investigation. This proactive
security measure helps identify unusual patterns that
may indicate security breaches or malicious activity.

The decryption process involves reversing the
encryption steps to retrieve the original plaintext data.
First, the RC6-encrypted data is decrypted using the
RC6 key, removing the first layer of encryption.
Subsequently, the AES-encrypted data is decrypted
using the AES key, revealing the original plaintext.
This two-step decryption ensures that even if one layer
of encryption is compromised, the data remains
secure.

The combination of AES, RC6, and SVM (AES-RC6-
SV M) offers numerous benefits. Enhanced security is
achieved through the wuse of two encryption
algorithms, making it significantly harder for attackers
to decrypt the data. Both AES and RC6 are designed
for high performance, efficiently handling large
volumes of data. SVM provides an additional layer of
security by detecting unusual patterns that may
indicate a security breach. This combined approach
also allows for customizable key lengths and
encryption processes, meeting specific security
requirements and ensuring a robust and flexible data
security solution for cloud environments (Figure 1).

Algorithm: AES-RC6-SVM for data security in
cloud

Step 1: Generate a symmetric key for AES:

KAES = GenerateKey (length)

Step 2: Encrypt the plaintext data using AES with the
generated key:

CAES = AES_Encrypt(P, KAES)

Step 3: Transmit the AES-encrypted data

Step 4: Generate a symmetric key for RC6:

KRC6 = GenerateKey (length)

Step 5: Encrypt the AES-encrypted data using RC6
with the generated key:

CRC6 = RC6_Encrypt(CAES, KAES)

Step 6: Transmit the doubly encrypted data

Step 7: Collect and preprocess historical data for
training the SVM model

Step 8: Train the SVM model to distinguish between
normal and anomalous data patterns:

SVM_Model = TrainSVM (X, y)

Step 9: Continuously monitor incoming data for
anomalies using the trained SVM model

Anamoly = SVM_predict (SVM_Model, Xnew)

Step 10: Decrypt the RC6-encrypted data using the
RC6 key



CAES = RC6_Decrypt (CRC6, KRC6)

Step 11: Decrypt the AES-encrypted data using the
AES key to retrieve the original plaintext.
P=AES_Decrypt (CAES, KAES)

Start

Dataset selection

Kaes and Cags

KRCB

Is pattern

accepted Rejected
?

Anamoly = SVM_predict (SVM_Model, Xpew)

End

Figure 1 Flowchart of the working process

The plaintext data P is divided into blocks and
encrypted using the AES algorithm with the generated
key KAES. The AES-encrypted data CAES is stored
securely in the cloud. A separate symmetric key KRC6
is generated for RC6 encryption.

23

ACCENTS Transactions on Information Security, Vol 9(37)

The AES-encrypted data CAES is further encrypted
using the RC6 algorithm with the new key. The doubly
encrypted data CRC6 provides an additional layer of
security and is stored or transmitted as required.
Historical data, including normal and abnormal
patterns, is collected for training. This data is then
normalized, and features are selected to improve the
accuracy of the SVM model. The SVM model is
trained to classify data patterns as normal or
anomalous. Once trained, the model is deployed to
monitor real-time data, flagging any anomalies for
further investigation.

In the decryption process, the first layer of encryption
is removed by decrypting the RC6-encrypted data with
the RC6 key. Then, the underlying AES-encrypted
data is decrypted using the AES key, revealing the
original plaintext. Using two encryption algorithms
(AES and RC6) provides enhanced security with
multiple layers of encryption, making it significantly
harder for attackers to decrypt the data.

Both AES and RC6 are designed for high
performance, efficiently handling large volumes of
data. SVM adds a proactive security measure by
detecting unusual patterns that may indicate a security
breach or other malicious activity. The combined
approach allows for flexibility with customizable key
lengths and encryption processes to meet specific
security requirements.

4.Results and discussion

Figure 2 presents the performance metrics—
Accuracy, Precision, and Recall—of three
combinations of encryption algorithms (AES and
RC6) and SVM for data security. The AES-SVM
combination shows 88% accuracy, 87% precision, and
89% recall, indicating a good level of classification
correctness and sensitivity but slightly lower relevance
in threat detection. The RC6-SVM combination
improves these metrics with 90% accuracy, 89%
precision, and 90% recall, reflecting better overall
performance in correctly identifying true positives and
actual threats.

The AES-RC6-SVM combination outperforms both,
achieving 94% accuracy, 95% precision, and 92%
recall. This suggests that integrating both AES and
RC6 encryption with SVM provides a superior
security framework, enhancing the detection of
relevant threats and sensitivity to actual positive cases.
The high accuracy ensures most instances are correctly
classified, while the exceptional precision and recall
demonstrate the system's effectiveness in relevant
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threat detection and sensitivity. This layered approach
effectively combines encryption and machine
learning, offering a robust solution for securing data in
cloud environments and mitigating evolving cyber
threats.

Figure 3 compares the performance of three text
classification models—AES-SVM, RC6-SVM, and
AES-RC6-SVM—across five distinct datasets (DS1 to
DS5) sourced from the web. The AES-SVM model,
yielding accuracies of 84% on DS1, 89% on DS2, 88%
on DS3, 87% on DS4, and 90% on DS5. The RC6-
SVM model utilizes the RC6 encryption algorithm
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5.Conclusion

The integration of AES, RC6, and SVM (AES-RC6-
SVM) into a unified framework provides a robust
solution for enhancing data security in cloud
environments. This approach effectively combines the
strengths of AES and RC6 encryption algorithms to
ensure data confidentiality, while the inclusion of
SVM allows for the proactive monitoring of data
integrity and anomaly detection. The empirical results
demonstrate that the AES-RC6-SVM  model
outperforms  standalone  encryption  methods,
achieving an impressive 94% accuracy, 95%
precision, and 92% recall in identifying and
classifying security threats. These results highlight the
efficacy of a layered security approach in complex
cloud computing scenarios, offering superior
protection against unauthorized access and potential
data breaches. Future research will aim to further
optimize  encryption  parameters and SVM
configurations to enhance adaptability and
performance across diverse cloud applications.
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